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RACK 19” SERVIDOR DESMONTÁVEL

CARACTERÍSTICAS:

OPCIONAIS:

Devido às perfurações hexagonais (colmeia) nas portas frontal e traseira, os Racks para 
servidores são ideais para uso em Data Centers e ambientes climatizados.

• Totalmente desmontável;

• Atende especificações ANSI/EIA RS-310-D, IEC 297-2,

DIN41494 partes 1 e 7;

• Grau de proteção IP20;

• Estrutura em aço com 1,50 mm;

• Fornecido com terminais de aterramento ;

• Porta frontal em aço perfurado, reversível com ângulo de

abertura de 220º, com fechadura escamoteável e índice

de ventilação de 71%;

• Porta traseira bipartida em aço perfurado, reversível com

ângulo de abertura de 220º, com fechadura escamoteável

e índice de ventilação de 71%;

• Laterais em aço, com fecho rápido;

• Planos (frontal e traseiro) com numeração de Us;

• Entrada e saída de cabos pelo teto ou pela base;

• Teto com preparação para instalação de ventiladores;

• Acompanha um conjunto com quatro pés niveladores;

• Pintura pó em micro epóxi na cor preta RAL 9004.

• Fechadura tipo cilindro para tampas laterais;

• Kit rodizio de fácil instalação.

**Acompanha um par de guias de cabo verticais para os

modelos de 800 mm de largura. (Ver tabela)

Fabricação Altura Largura Profunidade Carga Cor

3004480000 44U (2144 mm) 800 mm 1000 mm 800 kg Preto

3004460010 44U (2144 mm) 600 mm 1100 mm 800 kg Preto

3004480020 44U (2144 mm) 800 mm 1200 mm 800 kg Preto

3004480800 44U (2144 mm) 800 mm 800 mm 800 kg Preto
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RACK 19” ABERTO HD

CARACTERÍSTICAS:

Os Racks Modulares 45 U da linha IP METAL High Density acomodam um grande volume
de cabos, possibilitando facilidade no manuseio durante a instalação, além de possibilitar

ampliações em qualquer momento.

• Compatível com as necessidades de gerenciamento de

cabos UTP categoria 6 e 6A da norma EIA TIA 942 para

data centers

• Medidas estrutura central: A 2230 mm x L 530 mm x P 460 mm

• Organizadores verticais laterais com fingers plásticos para

distribuição horizontal dos path cords L 150 mm e L

300mm

• Estrutura em aço com 1,5 mm

• Guia superior para passagem de cabos

• Furação intermediária de ½ U para maior flexibilidade de

montagem

• Porta frontal e traseira do organizador vertical removíveis

com fechadura tipo varão

• Numeração de 1 a 45 U serigrafados na parte frontal e

traseira da estrutura

• Capacidade de cabos (considerando 60% de ocupação)

- Organizador 150 mm: aproximadamente 480 cabos cat. 6

- Organizador 300 mm: aproximadamente 960 cabos cat. 6

Fabricação Descrição Altura Largura Profundidade Carga Cor

4004500000
ESTRUTURA CENTRAL P/ 

Rack ABERTO HD 19”
45U 530 mm 410 mm 500 kg Preto

4004515000
ORGANIZADOR VERTICAL 

Rack ABERTO HD
45U 150 mm 460 mm - Preto

4004530000
ORGANIZADOR VERTICAL 

Rack ABERTO HD
45U 300 mm 460 mm - Preto
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Fabricação Altura Largura Profunidade Carga Cor

1000660451 6U (361 mm) 560 mm 450 mm 60 kg Bege

1000660601 6U (361 mm) 560 mm 600 mm 60 kg Bege

1000960451 9U (501 mm) 560 mm 450 mm 60 kg Bege

1000960601 9U (501 mm) 560 mm 600 mm 60 kg Bege

1001260451 12U (635 mm) 560 mm 450 mm 60 kg Bege

1001260601 12U (635 mm) 560 mm 600 mm 60 kg Bege

1000660450 6U (361 mm) 560 mm 450 mm 60 kg Preto

1000660600 6U (361 mm) 560 mm 600 mm 60 kg Preto

1000960450 9U (501 mm) 560 mm 450 mm 60 kg Preto

1000960600 9U (501 mm) 560 mm 600 mm 60 kg Preto

1001260450 12U (635 mm) 560 mm 450 mm 60 kg Preto

1001260600 12U (635 mm) 560 mm 600 mm 60 kg Preto

CARACTERÍSTICAS:

Praticidade e facilidade na instalação. Projetado para ambientes com limitação de espaço. Com 
uma estrutura inovadora, os racks de parede IP METAL se adaptam a sua necessidade.

• Totalmente desmontável;

• Atende especificações ANSI/EIA RS-310-D, IEC 297-2,

DIN41494 partes 1 e 7;

• Grau de proteção IP20;

• Estrutura lateral fabricada em aço com 1,2 mm;

• Estrutura com terminais de aterramento;

• Porta frontal reversível em vidro temperado, com ângulo

de abertura de 180º e fechadura tipo cilindro;

• Laterais em aço com fecho rápido;

• Planos (frontal e traseiro) com numeração de Us

reguláveis em profundidade;

• Entrada e saída de cabos pelo teto ou pela base;

• Teto com preparação para instalação de ventiladores;

• Pintura em micro epóxi nas cores: preta RAL 9004 ou

Bege RAL 7035.

RACK DE PAREDE 19” DESMONTÁVEL
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Acessórios

BANDEJA FIXA 19”

Utilizada para acomodação de equipamentos de TI

e Telecom em Gabinetes padrão 19”

• Bandeja fixa padrão 19” com 4 pontos de fixação

• Espessura da chapa de 1,5 mm

• Com aletas para ventilação

• Capacidade de carga 60 kg

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5040104000 BANDEJA FIXA 400 mm (19”) 60 Kg PT

5040105000 BANDEJA FIXA 500 mm (19”) 60 Kg PT

5040106000 BANDEJA FIXA 600 mm (19”) 60 kg PT

5040107000 BANDEJA FIXA 700 mm (19”) 60 kg PT

5040108000 BANDEJA FIXA 800 mm (19”) 60 kg PT

5040110000 BANDEJA FIXA 1000 mm (19”) 60 kg PT

• Caixa construída em chapa de aço 1,5 mm de espessura.

• Dimensão da caixa : (H) 500 mm, (L) 400 mm e (P) 200 mm, dimensão externa 

do produto : (H) 535 mm, (L) 435 mm e (P) 245 mm.

• Venezianas nas 2 (duas) laterais da caixa , na parte superior.

• Base de caixa com preparação para instalação de ventiladores.

• Entrada e saída de cabos pela base da caixa.

• Fixação no poste pela traseira da caixa com abraçadeira tipo BAP ou fita de 

aço.

• Porta em chapa de aço 1,5 mm de espessura, com vedação em borracha e 

fechadura tipo cilíndro.

• Dissipadores de calor em todo o contorno da caixa, em chapa de aço 1,2 mm 

de espessura.

• Pintura da caixa: eletrostática, cor bege RAL 7035

• Acompanha placa de montagem em chapa de aço 2,0 mm de espessura (inte-

rior da caixa).

• Pintura da placa: eletrostática, cor bege RAL 7035

• Acompanha bandeja em chapa de aço 2,0 mm para acomodação de equipa-

mentos.

• Pintura da bandeja: eletrostática, cor bege RAL 7035. 

Obs.: Esta caixa não pode ser instalada em ambi-

entes com índice de salinidade (Exemplo: cidade 

litorâneas).

GABINETES METÁLICOS TELECOM (OUTDOOR) DESMONTÁVEIS

CARACTERÍSTICAS:

Fabricação Descrição

5050100001 GABINETE OUTDOOR 19” 10U 530 X 530 X 230 mm BG

5050100011 GABINETE OUTDOOR 500 X 400 X 200 mm PLUS BG    
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BANDEJA FIXA FRONTAL 19”

Bandeja 19” com dois pontos de fixação.

• Espessura da chapa 1,2 mm

• Com aletas para ventilação

• Capacidade de carga 10 kg

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5040302500 BANDEJA FIXA FRONTAL 1U 250 mm 19 POL. PT

5040303500 BANDEJA FIXA FRONTAL 1U 350 mm 19 POL. PT

Utilizada para acomodação de equipamentos de TI e

Telecom em Gabinetes padrão 19”

• Bandeja telescópica padrão 19”

• Espessura da chapa de 1,5 mm

• Com aletas para ventilação

• Capacidade de carga 40 kg

• Pintura em micro epóxi cor preto RAL 9004

BANDEJA TELESCÓPICA 19”

Fabricação Descrição

5040204000 BANDEJA TELESCOPICA 400 mm (19”) 40 kg PT

5040205000 BANDEJA TELESCOPICA 500 mm (19”) 40 Kg PT

5040206000 BANDEJA TELESCOPICA 600 mm (19”) 40 kg PT

5040207000 BANDEJA TELESCOPICA 700 mm (19”) 40 Kg PT

5040208000 BANDEJA TELESCOPICA 800 mm (19”) 40 kg PT

5040210000 BANDEJA TELESCOPICA 1000 mm (19”) 40 kg PT



9WWW.IPMETAL.COM

Bandeja estendida 19” para Rack aberto

• Espessura da chapa de 1,5 mm

• Capacidade de carga 20 kg

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5040505000 BANDEJA ESTENDIDA 19” x 2U X 500 mm PT

Fabricação Descrição

5100800018 FRENTE FALSA 19” 1U PT ABS COM CLICK

BANDEJA ESTENDIDA 19”

Utilizada para fechamento das posições não ocupadas 

dos planos de Gabinetes 19”.

• Fabricado em plástico de engenharia ABS

• Dispensa o uso de parafusos

• Altura disponível: 1U

• Cor: preto

FRENTE FALSA 19” ABS COM CLICK

Disponível nas cores:

• Vermelho, Amarelo, Verde, Azul, Roxo, Laranja (Fluorescente) e Amarelo (Fluorescente)

FRENTE FALSA 19”  EM AÇO 

Utilizada para fechamento das posições não ocupadas

dos planos de Gabinetes 19”.

• Estrutura em Aço SAE 1020 de 1,0 mm

• Alturas disponíveis: 1U, 2U e 4U

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5030100000 FRENTE FALSA P/ GABINETE METALICO TELECOM 19”  X 1U PT

5030200000 FRENTE FALSA P/ GABINETE METALICO TELECOM 19”  X 2U PT

5030400000 FRENTE FALSA P/ GABINETE METALICO TELECOM 19”  X 4U PT



10 WWW.IPMETAL.COM

UNIDADE DE TETO PARA 
GABINETE COM 2 VENTILADORES

Utilizado para exaustão do ar quente de gabinetes 

fechados, compatível com toda a linha IP METAL.

• Tela de proteção dos ventiladores

• Pintura em micro epóxi cor bege RAL 7035 

   ou cor preto RAL 9004

• Chave liga/desliga 

• Porta-fusível 3 A 

• Seletor de voltagem 110/220V AC

UNIDADE DE TETO PARA GABINETE

Utilizada em Gabinetes IP METAL, possui ventiladores 

que auxiliam na exaustão dos equipamentos.

• Bandeja em chapa da aço de 1,5 mm

• Possui 2 ou 4 ventiladores 120 x 120 mm 

• Grelha de proteção

• Cabo de alimentação 2,5 m

• Parafusos para fixação

• Bivolt (110/220V)

GUIA VERTICAL 44U X 90 X 70 MM

Guia vertical de cabos compatível com Gabinetes 

Fechados IP METAL 44U de altura e 800 mm de largura.

• Permite acomodar cabos lateralmente ao plano de  fixação 19”

• Tampas com fechamento sobre pressão

• Produzido em aço SAE 1020 de 1 mm

• Possui anéis internos em materiais termoplásticos

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5004409070 GUIA VERTICAL 44U 90 X 70 mm

Fabricação Descrição

5010100010 UNIDADE DE TETO P/ RACK PAREDE C/ 2 VENT. PT  

5010100011 UNIDADE DE TETO P/ RACK PAREDE C/ 2 VENT. BG

Fabricação Descrição

5010206000 UNIDADE DE TETO 2 VENT. 600 mm BIVOLT  

5010408000 UNIDADE DE TETO 4 VENT. 800 mm BIVOLT

5010410000 UNIDADE DE TETO 4 VENT. 1000 mm BIVOLT

5010411000 UNIDADE DE TETO 4 VENT. 1100 mm BIVOLT

5010412000 UNIDADE DE TETO 4 VENT. 1200 mm BIVOLT
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Fabricação Descrição

5004410230 GUIA VERTICAL HD 100 X 230 P/ RACKS FECHADOS 44U X 800 mm

Fabricação Descrição

5060110000 GUIA CABOS ABERTO 1U PRETO

5060210000 GUIA CABOS ABERTO 2U PRETO

GUIA VERTICAL HD 100 X 230 MM

GUIA DE CABOS METÁLICOS ABERTO 19”

Guia vertical para alta densidade de cabos compatível com 

Gabinetes Fechados IP METAL 44U de altura e 800 mm de 

largura.

• Permite acomodar cabos lateralmente ao plano de fixação 19”

• Suporte dos fingers em aço SAE 1020 1 mm

• Fingers plásticos para distribuição horizontal dos patch cords

• Pintura em micro epóxi cor preto RAL 9004

Guia de cabos aberto para organização de cabos na horizontal.

• Instalação em Racks padrão 19”

• Possui 5 anéis soldados para organização dos patch cords

• Fabricado em aço 0,9 mm

• Profundidade 70 mm

• Pintura em micro epóxi cor preto RAL 9004

GUIA DE CABOS METÁLICO FECHADO 

Utilizada para acomodação de equipamentos de TI e

Telecom em Gabinetes padrão 19”

• Instalação em Gabinetes padrão 19”

• Possui tampa com encaixe 

• Possui aberturas na parte traseira para manobras de patch cords

• Personalização opcional com a identificação do cliente 

• Fabricado em aço SAE 1020

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5060100000 GUIA DE CABO FECHADO 19” X 1U - 70 mm 

5060200000 GUIA DE CABO FECHADO 19” X 2U - 70 mm 



12 WWW.IPMETAL.COM

GUIA DE CABOS FECHADO ABS 19” 

CALHA 19” ABS 10A OU 20A NBR14136

• Permite a instalação em Gabinetes padrão 19”

• Possui tampa com encaixe 

• Possui aberturas na parte traseira para manobras de patch cords

• Personalização opcional com o nome/logotipo do cliente 

• Fabricado em ABS de cor preto

Calhas de tomadas de acordo com a norma ABNT NBR 14136.

• Permite a instalação em gabinetes padrão 19“

• Ocupa 1U de altura

• Fabricado em plástico de engenharia ABS

• Tensão AC entrada e saída de 110/220V

• Porta fusível de 250V 10A ou 20A

• Capacidade máxima de carga 10A ou 20A

• Diâmetro de pinagem de 4,3 mm

• Preto injetado

Fabricação Descrição

5050100000 GUIA DE CABOS FECHADO ABS 19” X 1U PT

Fabricação Descrição

5100400000 CALHA 19” ABS C/4 TOMADAS 10 A NBR14136

5100600000 CALHA 19” ABS C/6 TOMADAS 10 A NBR14136

5100800000 CALHA 19” ABS C/8 TOMADAS 10 A NBR14136

5101000000 CALHA 19” ABS C/10 TOMADAS 10 A NBR14136

5101200000 CALHA 19” ABS C/12 TOMADAS 10 A NBR14136

5110400000 CALHA 19” ABS C/4 TOMADAS 20 A NBR14136

5110600000 CALHA 19” ABS C/6 TOMADAS 20 A NBR14136

5110800000 CALHA 19” ABS C/8 TOMADAS 20 A NBR14136

5111000000 CALHA 19” ABS C/10 TOMADAS 20 A NBR14136

5111200000 CALHA 19” ABS C/12 TOMADAS 20 A NBR14136
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KIT DE INTERLIGACAO PARA GabineteS

Kit de interligação para Gabinetes IP METAL.

• Produzido em aço 2,0 mm

• Acabamento anodizado

• Acabamento niquelado

PARAFUSO PHILIPS M5 X 16 C/ ARRUELA

Utilizado com porcas-gaiola M5

• Parafuso tipo Philips cabeça panela, 

• Padrão M5 x 16 mm

• Acabamento niquelado

• Acompanham duas arruelas (sendo uma fixa e outra de pressão)

Fechadura lateral econômica.

• Com fácil operação 

• Acabamento niquelado

• Fornecida com jogo de 2 chaves

• Acabamento niquelado

Utilizada para fixação de equipamentos

• Fabricada em aço SAE 1070 bicromatizado 

• Utilizada em planos 19”

• Serve em furos de 9 x 9 mm

• Acabamento niquelado

PORCA GAIOLA M5 METÁLICA

FECHADURA LATERAL COM 2 CHAVES

Fabricação Descrição

5000300000 KIT DE INTERLIGAÇÃO PARA RACKS

Fabricação Descrição

90100023 PARAFUSO PHILIPS M5 X 16 NIQUELADO C/ ARRUELA

Fabricação Descrição

9010500010 PORCA GAIOLA M5 METÁLICA

Fabricação Descrição

9030100009 FECHADURA SIMPLES / LATERAL COM 2 CHAVES
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•  Estrutura: Monobloco em aço 0,75 mm

•  Teto: em aço 0,75 mm, com furo para passa cabos plástco de 60 mm

•  Rodízios 5” com rodas de borracha, sendo 2 com trava e 2 sem trava

•  Pintura pó em micro epóxi (padrão nas cores bege ou preto)

• Separadores em plástico de engenharia, com grau de proteção anticha-

ma (norma UL94V-0), com guia de encaminhamento para os cabos de 

alimentação do equipamento

• 32, 40 ou 48 tomadas na cor preta (netbooks, notebooks e tablets) e 2 

tomadas opcionais (projetor e outros equipamentos) 10 A padrão ABNT 

NBR 14.136

•  Na opção de acomodação de 48 equipamentos, o gabinete possui 3 

bandejas com capacidade para 16 equipamentos em cada.

•  Na opção de acomodação de 40 equipamentos, o gabinete possui 2 

bandejas com capacidade para 16 equipamentos em cada e 1 com ca-

pacidade para 8 equipamentos e com compartimento para acomodação 

de outros produtos.

•  Na opção de acomodação de 32 equipamentos, o gabinete possui 2 

bandejas com capacidade para 16 equipamentos em cada e 1 bandeja 

para acomodação de outros produtos.

• Todas as tomadas podem ser ligadas ao mesmo tempo de forma segura

• Proteção: 1 Disjuntor Termomagnético Bipolar 10 A, curva C

• Alimentação 100 ~ 240 VAC 60 Hz

• Projetado para operar em 127 ou 220 VAC 60 Hz

• Rack Servidor Monobloco, padrão 19”

• Largura externa: 600 ou 800 mm

• Altura útil: 42 U, 44 U, 45 U, 46 U, 47 U, ou 48 U 

• Profundidade externa: 1000, 1100 ou 1200 mm

• As portas frontais e traseiras perfuradas poderão ser fornecidas intei-

ras, bipartidas, tripartidas ou quadripartidas horizontalmente, dependen-

do da aplicação

• Ângulo de abertura das portas de 180°;

• Possibilita a instalação das portas em ambas a faces do rack, traseira 

ou frontal

• Fechaduras frontal e traseira escamoteável, com sistema automático de 

destrave, com opção para cadeado

• Suporte a carga estática de até 1200 kg

• Pintura eletrostática a pó micro texturizada, nas cores preto ou bege

* Obs.: Produto sujeito a personalização, via solicitação comercial.

* Obs.: Produto fornecido apenas para projetos.

O gabinete está projetado para recarga, transporte e 

proteção de 32, 40 ou 48 dispositivos móveis. É compatível 

com os dispositivos, tais como: tablets, netbooks, note-

books e chromebooks, com tamanho de tela de até 14”.

GABINETE DE RECARGA DE EQUIPAMENTOS ELETRÔNICOS

RACK SERVIDOR MONOBLOCO 19”
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Telefone: (41) 3026-3900

E-mail: contato@ipmetal.com

Endereço: Rua Nova Esperança, Pinhais/PR
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Quantidade de
Posições

24 (módulos removíveis de 6 portas)

Tipo de Conector
Traseiro

Conector IDC com ângulo de 45º

Tipo de Conector
Frontal

RJ45 fêmea fixado a circuito impresso

Espessura de Chapa 1,6 mm

Tipo de Pintura Acabamento plástico texturizado

Cor Preto

Profundidade 138 mm

Largura 483 mm

Altura 44 mm

Unidades de Rack 1U (Altura)
19" (Largura)

Compatibilidade Toda linha FCS
Compatível com cabos Cat. 5e U/UTP
Compatível com conectores RJ-11

Ambiente de
Operação

Não Agressivo

Ambiente de
Instalação

Interno

Aplicação Suporta IEEE 802.3, 1000 BASE T, EIA/TIA-854, ANSI-EIA/TIA-862, ATM, Vídeo, Sistemas de
Automação Predial e todos os protocolos LAN anteriores. Além disso, apresenta garantia de ZERO BIT
ERROR em Fast e Gigabit Ethernet.

Descrição O Patch Panel Modular Carregado Multilan Cat.5e de 24 portas é utilizado em salas de
telecomunicações (espelhamento ou conexão cruzada) e para distribuição de serviços em sistemas
horizontais. Possui furo oblongo seccionado para fixação dos parafusos inferiores no rack (parte frontal).

PATCH PANEL MODULAR
MULTILAN CAT.5E – 24 PORTAS



ESPECIFICAÇÃO TÉCNICA
ET04216 v7 - 25/05/2020

Este documento técnico é de autoria e propriedade exclusiva da Furukawa Electric LatAm S.
A. É vedada a sua reprodução no todo ou em parte sem mencionar sua autoria, assim como
alteração de seu conteúdo ou contexto. Todas as especificações estão sujeitas a alterações

sem aviso prévio.

2/3

Acessórios Inclusos Parafuso de fixação
24 ícones adesivos de identificação: azul e vermelho
Porta etiquetas em policarbonato
Cintas de fixação em velcro
Capa protetora para os contatos IDC (2 por módulo)
Guia traseira que permite a fixação dos cabos em feixes (máximo 6 cabos por feixe)

Suporte a POE 4PPOE (IEEE 802.3bt)

Link Permanente Link permanente de até 90m

Canal Canal de até 4 conexões - 100m

Prova de Tensão
Elétrica entre
Condutores

1000V (RMS, 60Hz, 1 min)

Resistência DC 0,1 Ω

Resistência de
Contato

20 mΩ

Resistência de
Isolamento

500 MΩ

Força de Contato 0,98N (100g)

Quantidade de Ciclos
de Inserção

≥750 RJ45 e ≥200 RJ11
≥200 no bloco IDC

Força de Retenção Mínimo 133N

Temperatura de
Armazenamento

-40ºC a +70ºC

Temperatura de
Operação

-10ºC a +60ºC

Padrão de Montagem T568A e T568B

Diâmetro do Condutor 26 a 22 AWG

Material do Corpo do
Produto

Estrutura: Aço SAE 1020
Painel frontal: Termoplástico de alto impacto não propagante a chama, UL 94V-0
Guia de cabos traseiro: suportes laterais em aço SAE 1020 e barra em material termoplástico de alto
impacto resistente e protegido contra corrosão

Material do Contato
Elétrico

RJ-45: Bronze fosforoso com 50 µin (1,27 µm) de ouro e 100 µin (2,54µm) de níquel
110 IDC: Bronze fosforoso com 100 µin (2,54 µm) de níquel e estanhado
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Codificação

Lote Mínimo 1 caixa

Quantidade por Caixa
de Transporte

15 peças

Quantidade por Caixa
Individual

1 peça

Peso Bruto Unitário 0,92 kg

Tipo de Embalagem Caixa de papelão

Rastreamento Indicação do lote de produção no corpo do produto

Identificação Logo Furukawa na parte frontal e traseira, indicação da categoria na parte frontal e traseira

Garantia 12 meses

Normas ANSI/TIA-569-C
ANSI/TIA-606-C
ANSI/TIA-568.2-D
ISO/IEC 11801
EIA/ECA-310-E
EN 50173-1
NBR 14565
FCC 47 Parte 68
TIA-968-A

RoHS Este produto está em conformidade com a Diretiva Europeia RoHS: uma medida restritiva ao uso de
metais pesados na fabricação dos produtos e relacionada à preservação do meio-ambiente

https://www.furukawalatam.com/pt-br/produtos-pdf/=a0A4N00001oRFgNUAW


 
  

Rack servidor com portas perfuradas para ventilação, 
aplicação em sistemas de cabeamento estruturado 

vertical ou primário, uso interno, em salas de 
distribuição principal, ou para cabeamento horizontal 
ou secundário, usado para organização dos cabos e 
equipamentos ativos, passivos e acessórios da rede 
estruturada. 

• Rack totalmente desmontável; 

• Atende especificações ANSI/EIA RS-310-D, I EC 297-2, DIN 41494 partes 1 e 7; 

• Grau de proteção IP20; 

• Estrutura em aço com 2,0 mm; 

• Fornecido com terminais de aterramento; 

• Porta frontal com perfil curvo perfurada, com índice de ventilação de 71%, reversível, com moldura,  

  em aço SAE 1010/1020 1,2 mm, com ângulo de abertura de 220°, fechadura escamoteável; 

• Porta traseira bipartida perfurada com índice de ventilação de 71%, em aço SAE 1010/1020 1,2 mm,  

  reversíveis em relação ao lado de abertura da porta e intercambiáveis, possibilitando a instalação em  

  ambas a faces do rack (traseira ou frontal), fechadura escamoteável; 

• Laterais em aço 1,2 mm, removíveis, com fecho rápido (Opcional fechadura do tipo cilíndrico);  
• Planos (frontal e traseiro) em aço 1,9 mm, com numeração de Us, serigrafados 

• Entrada e saída de cabos pelo teto ou pela base com tampa modular fechada com parafusos, para 

  que quando não utilizada, não haja ingresso de objetos indesejados no interior do rack; 

Rack Servidor 

Características 



• Teto em aço SAE 1010/1020 # 1,2 mm, com perfuração tipo colmeia, preparado para instalação de 

   unidade de ventilação; 

• Pintura pó em micro epóxi na cor preta RAL 9004; 

• Suporte de carga estática para até 800 kg; 

• Base em aço SAE 1010/1020 # 1,2 mm, preparada para a instalação de rodízios e pés niveladores 

  simultâneos; 

• Planos em aço SAE 1010/1020 # 2 mm, galvanizados e anti-estáticos; 

 
 
 
 
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

• Fechadura tipo cilindro para fechamento das tampas laterais; 
• Kit rodizio de fácil instalação; 

Código Descrição 

** 0000000000 RACK SERVIDOR DESMONTÁVEL 19" X 42U 800X1100 mm PT 

3004280120 RACK SERVIDOR DESMONTÁVEL 19" X 42U 800X1200 mm PT 

3004480000 RACK SERVIDOR DESMONTÁVEL 19" X 44U 800X1000 mm PT 

3004480110 RACK SERVIDOR DESMONTÁVEL 19" X 44U 800X1100 mm PT 

3004480020 RACK SERVIDOR DESMONTÁVEL 19" X 44U 800X1200 mm PT 

Opcionais 

Eduardo
Highlight



1WWW.IPMETAL.COM

CATÁLOGO



Aliado a um design inovador e um acabamento diferenciado, a IP METAL apresenta ao 
mercado produtos com características modernas para o seu projeto. Seu portfólio conta 
com uma linha completa de Gabinetes de Parede, Gabinetes de Cabeamento, Gabinetes 
para Servidores, Gabinetes Abertos de Alta Densidade (HD) e acessórios.

Sua linha de produtos espelha o seu comprometimento com o constante desenvolvimento 
e aprimoramento, típicos da infraestrutura de TI. Além disso, todos os produtos foram 
planejados com estrutura desmontável, pensando na facilidade e redução de custo em 
armazenamento e frete. Considerando a crescente dos problemas ambientais, 
a IP METAL exerce um papel fundamental ao investir continuamente em práticas 
sustentáveis em seu processo de produção visando o respeito ambiental.
 
Esta é a IP METAL, uma indústria que além de disponibilizar produtos de qualidade 
superior, compromete-se com questões relacionadas ao bem-estar social.

Composta por uma equipe de profissionais CapaCitados e estrutura fabril de última 
geração, a ip metal Chega ao merCado preparada para superar as expeCtativas.
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RACK 19” PARA CABEAMENTO ESTRUTURADO DESMONTÁVEL

CARACTERÍSTICAS:

OPCIONAIS:

Os Racks para cabeamento estruturado IP METAL, além de desmontáveis, foram desenvolvidos para 
acomodação de uma grande quantidade de cabos, com opção de aberturas para passagem de cabos 

para o teto e base do rack.

• Totalmente desmontável

• Atende especificações ANSI/EIA RS-310-D, IEC 297-2,

DIN41494 partes 1 e 7

• Grau de proteção IP20

• Estrutura em aço com 1,50 mm

• Fornecido com terminais de aterramento

• Porta frontal reversível em vidro temperado, com ângulo

de abertura de 220º e fechadura tipo cilindro

• Porta traseira reversível em aço, com ângulo de abertura

de 220º e fechadura tipo cilindro

• Laterais em aço, com fecho rápido

• Planos (frontal e traseiro) com numeração de Us

• Entrada e saída de cabos pelo teto ou pela base

• Teto com preparação para instalação de ventiladores

• Acompanha um conjunto com quatro pés niveladores

• Pintura pó em micro epóxi na cor preta RAL 9004

• Fechadura tipo cilindro para tampas laterais;

• Kit rodizio de fácil instalação

** Acompanha um par de guias de cabo verticais para os

modelos de 800 mm de largura (Ver tabela)

Fabricação Altura Largura Profundidade Carga Cor

2002060600 20U (1076 mm) 600 mm 600 mm 800 kg Preto

2002060800 20U (1076 mm) 600 mm 800 mm 800 kg Preto

2002460600 24U (1254 mm) 600 mm 600 mm 800 kg Preto

2002460800 24U (1254 mm) 600 mm 800 mm 800 kg Preto

2002860600 28U (1432 mm) 600 mm 600 mm 800 kg Preto

2002860800 28U (1432 mm) 600 mm 800 mm 800 kg Preto

2003260600 32U (1610 mm) 600 mm 600 mm 800 kg Preto

2003260800 32U (1610 mm) 600 mm 800 mm 800 kg Preto

2003660600 36U (1788 mm) 600 mm 600 mm 800 kg Preto

2003660800 36U (1788 mm) 600 mm 800 mm 800 kg Preto

2004060600 40U (1966 mm) 600 mm 600 mm 800 kg Preto

2004060800 40U (1966 mm) 600 mm 800 mm 800 kg Preto

2004460600 44U (2144 mm) 600 mm 600 mm 800 kg Preto

2004460800 44U (2144 mm) 600 mm 800 mm 800 kg Preto

2004480800 44U (2144 mm) 800 mm 800 mm 800 kg Preto
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RACK 19” SERVIDOR DESMONTÁVEL

CARACTERÍSTICAS:

OPCIONAIS:

Devido às perfurações hexagonais (colmeia) nas portas frontal e traseira, os Racks para 
servidores são ideais para uso em Data Centers e ambientes climatizados.

• Totalmente desmontável;

• Atende especificações ANSI/EIA RS-310-D, IEC 297-2,

DIN41494 partes 1 e 7;

• Grau de proteção IP20;

• Estrutura em aço com 1,50 mm;

• Fornecido com terminais de aterramento ;

• Porta frontal em aço perfurado, reversível com ângulo de

abertura de 220º, com fechadura escamoteável e índice

de ventilação de 71%;

• Porta traseira bipartida em aço perfurado, reversível com

ângulo de abertura de 220º, com fechadura escamoteável

e índice de ventilação de 71%;

• Laterais em aço, com fecho rápido;

• Planos (frontal e traseiro) com numeração de Us;

• Entrada e saída de cabos pelo teto ou pela base;

• Teto com preparação para instalação de ventiladores;

• Acompanha um conjunto com quatro pés niveladores;

• Pintura pó em micro epóxi na cor preta RAL 9004.

• Fechadura tipo cilindro para tampas laterais;

• Kit rodizio de fácil instalação.

**Acompanha um par de guias de cabo verticais para os

modelos de 800 mm de largura. (Ver tabela)

Fabricação Altura Largura Profunidade Carga Cor

3004480000 44U (2144 mm) 800 mm 1000 mm 800 kg Preto

3004460010 44U (2144 mm) 600 mm 1100 mm 800 kg Preto

3004480020 44U (2144 mm) 800 mm 1200 mm 800 kg Preto

3004480800 44U (2144 mm) 800 mm 800 mm 800 kg Preto
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RACK 19” ABERTO HD

CARACTERÍSTICAS:

Os Racks Modulares 45 U da linha IP METAL High Density acomodam um grande volume
de cabos, possibilitando facilidade no manuseio durante a instalação, além de possibilitar

ampliações em qualquer momento.

• Compatível com as necessidades de gerenciamento de

cabos UTP categoria 6 e 6A da norma EIA TIA 942 para

data centers

• Medidas estrutura central: A 2230 mm x L 530 mm x P 460 mm

• Organizadores verticais laterais com fingers plásticos para

distribuição horizontal dos path cords L 150 mm e L

300mm

• Estrutura em aço com 1,5 mm

• Guia superior para passagem de cabos

• Furação intermediária de ½ U para maior flexibilidade de

montagem

• Porta frontal e traseira do organizador vertical removíveis

com fechadura tipo varão

• Numeração de 1 a 45 U serigrafados na parte frontal e

traseira da estrutura

• Capacidade de cabos (considerando 60% de ocupação)

- Organizador 150 mm: aproximadamente 480 cabos cat. 6

- Organizador 300 mm: aproximadamente 960 cabos cat. 6

Fabricação Descrição Altura Largura Profundidade Carga Cor

4004500000
ESTRUTURA CENTRAL P/ 

Rack ABERTO HD 19”
45U 530 mm 410 mm 500 kg Preto

4004515000
ORGANIZADOR VERTICAL 

Rack ABERTO HD
45U 150 mm 460 mm - Preto

4004530000
ORGANIZADOR VERTICAL 

Rack ABERTO HD
45U 300 mm 460 mm - Preto
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Fabricação Altura Largura Profunidade Carga Cor

1000660451 6U (361 mm) 560 mm 450 mm 60 kg Bege

1000660601 6U (361 mm) 560 mm 600 mm 60 kg Bege

1000960451 9U (501 mm) 560 mm 450 mm 60 kg Bege

1000960601 9U (501 mm) 560 mm 600 mm 60 kg Bege

1001260451 12U (635 mm) 560 mm 450 mm 60 kg Bege

1001260601 12U (635 mm) 560 mm 600 mm 60 kg Bege

1000660450 6U (361 mm) 560 mm 450 mm 60 kg Preto

1000660600 6U (361 mm) 560 mm 600 mm 60 kg Preto

1000960450 9U (501 mm) 560 mm 450 mm 60 kg Preto

1000960600 9U (501 mm) 560 mm 600 mm 60 kg Preto

1001260450 12U (635 mm) 560 mm 450 mm 60 kg Preto

1001260600 12U (635 mm) 560 mm 600 mm 60 kg Preto

CARACTERÍSTICAS:

Praticidade e facilidade na instalação. Projetado para ambientes com limitação de espaço. Com 
uma estrutura inovadora, os racks de parede IP METAL se adaptam a sua necessidade.

• Totalmente desmontável;

• Atende especificações ANSI/EIA RS-310-D, IEC 297-2,

DIN41494 partes 1 e 7;

• Grau de proteção IP20;

• Estrutura lateral fabricada em aço com 1,2 mm;

• Estrutura com terminais de aterramento;

• Porta frontal reversível em vidro temperado, com ângulo

de abertura de 180º e fechadura tipo cilindro;

• Laterais em aço com fecho rápido;

• Planos (frontal e traseiro) com numeração de Us

reguláveis em profundidade;

• Entrada e saída de cabos pelo teto ou pela base;

• Teto com preparação para instalação de ventiladores;

• Pintura em micro epóxi nas cores: preta RAL 9004 ou

Bege RAL 7035.

RACK DE PAREDE 19” DESMONTÁVEL
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Acessórios

BANDEJA FIXA 19”

Utilizada para acomodação de equipamentos de TI

e Telecom em Gabinetes padrão 19”

• Bandeja fixa padrão 19” com 4 pontos de fixação

• Espessura da chapa de 1,5 mm

• Com aletas para ventilação

• Capacidade de carga 60 kg

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5040104000 BANDEJA FIXA 400 mm (19”) 60 Kg PT

5040105000 BANDEJA FIXA 500 mm (19”) 60 Kg PT

5040106000 BANDEJA FIXA 600 mm (19”) 60 kg PT

5040107000 BANDEJA FIXA 700 mm (19”) 60 kg PT

5040108000 BANDEJA FIXA 800 mm (19”) 60 kg PT

5040110000 BANDEJA FIXA 1000 mm (19”) 60 kg PT

• Caixa construída em chapa de aço 1,5 mm de espessura.

• Dimensão da caixa : (H) 500 mm, (L) 400 mm e (P) 200 mm, dimensão externa 

do produto : (H) 535 mm, (L) 435 mm e (P) 245 mm.

• Venezianas nas 2 (duas) laterais da caixa , na parte superior.

• Base de caixa com preparação para instalação de ventiladores.

• Entrada e saída de cabos pela base da caixa.

• Fixação no poste pela traseira da caixa com abraçadeira tipo BAP ou fita de 

aço.

• Porta em chapa de aço 1,5 mm de espessura, com vedação em borracha e 

fechadura tipo cilíndro.

• Dissipadores de calor em todo o contorno da caixa, em chapa de aço 1,2 mm 

de espessura.

• Pintura da caixa: eletrostática, cor bege RAL 7035

• Acompanha placa de montagem em chapa de aço 2,0 mm de espessura (inte-

rior da caixa).

• Pintura da placa: eletrostática, cor bege RAL 7035

• Acompanha bandeja em chapa de aço 2,0 mm para acomodação de equipa-

mentos.

• Pintura da bandeja: eletrostática, cor bege RAL 7035. 

Obs.: Esta caixa não pode ser instalada em ambi-

entes com índice de salinidade (Exemplo: cidade 

litorâneas).

GABINETES METÁLICOS TELECOM (OUTDOOR) DESMONTÁVEIS

CARACTERÍSTICAS:

Fabricação Descrição

5050100001 GABINETE OUTDOOR 19” 10U 530 X 530 X 230 mm BG

5050100011 GABINETE OUTDOOR 500 X 400 X 200 mm PLUS BG    
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BANDEJA FIXA FRONTAL 19”

Bandeja 19” com dois pontos de fixação.

• Espessura da chapa 1,2 mm

• Com aletas para ventilação

• Capacidade de carga 10 kg

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5040302500 BANDEJA FIXA FRONTAL 1U 250 mm 19 POL. PT

5040303500 BANDEJA FIXA FRONTAL 1U 350 mm 19 POL. PT

Utilizada para acomodação de equipamentos de TI e

Telecom em Gabinetes padrão 19”

• Bandeja telescópica padrão 19”

• Espessura da chapa de 1,5 mm

• Com aletas para ventilação

• Capacidade de carga 40 kg

• Pintura em micro epóxi cor preto RAL 9004

BANDEJA TELESCÓPICA 19”

Fabricação Descrição

5040204000 BANDEJA TELESCOPICA 400 mm (19”) 40 kg PT

5040205000 BANDEJA TELESCOPICA 500 mm (19”) 40 Kg PT

5040206000 BANDEJA TELESCOPICA 600 mm (19”) 40 kg PT

5040207000 BANDEJA TELESCOPICA 700 mm (19”) 40 Kg PT

5040208000 BANDEJA TELESCOPICA 800 mm (19”) 40 kg PT

5040210000 BANDEJA TELESCOPICA 1000 mm (19”) 40 kg PT
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Bandeja estendida 19” para Rack aberto

• Espessura da chapa de 1,5 mm

• Capacidade de carga 20 kg

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5040505000 BANDEJA ESTENDIDA 19” x 2U X 500 mm PT

Fabricação Descrição

5100800018 FRENTE FALSA 19” 1U PT ABS COM CLICK

BANDEJA ESTENDIDA 19”

Utilizada para fechamento das posições não ocupadas 

dos planos de Gabinetes 19”.

• Fabricado em plástico de engenharia ABS

• Dispensa o uso de parafusos

• Altura disponível: 1U

• Cor: preto

FRENTE FALSA 19” ABS COM CLICK

Disponível nas cores:

• Vermelho, Amarelo, Verde, Azul, Roxo, Laranja (Fluorescente) e Amarelo (Fluorescente)

FRENTE FALSA 19”  EM AÇO 

Utilizada para fechamento das posições não ocupadas

dos planos de Gabinetes 19”.

• Estrutura em Aço SAE 1020 de 1,0 mm

• Alturas disponíveis: 1U, 2U e 4U

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5030100000 FRENTE FALSA P/ GABINETE METALICO TELECOM 19”  X 1U PT

5030200000 FRENTE FALSA P/ GABINETE METALICO TELECOM 19”  X 2U PT

5030400000 FRENTE FALSA P/ GABINETE METALICO TELECOM 19”  X 4U PT
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UNIDADE DE TETO PARA 
GABINETE COM 2 VENTILADORES

Utilizado para exaustão do ar quente de gabinetes 

fechados, compatível com toda a linha IP METAL.

• Tela de proteção dos ventiladores

• Pintura em micro epóxi cor bege RAL 7035 

   ou cor preto RAL 9004

• Chave liga/desliga 

• Porta-fusível 3 A 

• Seletor de voltagem 110/220V AC

UNIDADE DE TETO PARA GABINETE

Utilizada em Gabinetes IP METAL, possui ventiladores 

que auxiliam na exaustão dos equipamentos.

• Bandeja em chapa da aço de 1,5 mm

• Possui 2 ou 4 ventiladores 120 x 120 mm 

• Grelha de proteção

• Cabo de alimentação 2,5 m

• Parafusos para fixação

• Bivolt (110/220V)

GUIA VERTICAL 44U X 90 X 70 MM

Guia vertical de cabos compatível com Gabinetes 

Fechados IP METAL 44U de altura e 800 mm de largura.

• Permite acomodar cabos lateralmente ao plano de  fixação 19”

• Tampas com fechamento sobre pressão

• Produzido em aço SAE 1020 de 1 mm

• Possui anéis internos em materiais termoplásticos

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5004409070 GUIA VERTICAL 44U 90 X 70 mm

Fabricação Descrição

5010100010 UNIDADE DE TETO P/ RACK PAREDE C/ 2 VENT. PT  

5010100011 UNIDADE DE TETO P/ RACK PAREDE C/ 2 VENT. BG

Fabricação Descrição

5010206000 UNIDADE DE TETO 2 VENT. 600 mm BIVOLT  

5010408000 UNIDADE DE TETO 4 VENT. 800 mm BIVOLT

5010410000 UNIDADE DE TETO 4 VENT. 1000 mm BIVOLT

5010411000 UNIDADE DE TETO 4 VENT. 1100 mm BIVOLT

5010412000 UNIDADE DE TETO 4 VENT. 1200 mm BIVOLT
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Fabricação Descrição

5004410230 GUIA VERTICAL HD 100 X 230 P/ RACKS FECHADOS 44U X 800 mm

Fabricação Descrição

5060110000 GUIA CABOS ABERTO 1U PRETO

5060210000 GUIA CABOS ABERTO 2U PRETO

GUIA VERTICAL HD 100 X 230 MM

GUIA DE CABOS METÁLICOS ABERTO 19”

Guia vertical para alta densidade de cabos compatível com 

Gabinetes Fechados IP METAL 44U de altura e 800 mm de 

largura.

• Permite acomodar cabos lateralmente ao plano de fixação 19”

• Suporte dos fingers em aço SAE 1020 1 mm

• Fingers plásticos para distribuição horizontal dos patch cords

• Pintura em micro epóxi cor preto RAL 9004

Guia de cabos aberto para organização de cabos na horizontal.

• Instalação em Racks padrão 19”

• Possui 5 anéis soldados para organização dos patch cords

• Fabricado em aço 0,9 mm

• Profundidade 70 mm

• Pintura em micro epóxi cor preto RAL 9004

GUIA DE CABOS METÁLICO FECHADO 

Utilizada para acomodação de equipamentos de TI e

Telecom em Gabinetes padrão 19”

• Instalação em Gabinetes padrão 19”

• Possui tampa com encaixe 

• Possui aberturas na parte traseira para manobras de patch cords

• Personalização opcional com a identificação do cliente 

• Fabricado em aço SAE 1020

• Pintura em micro epóxi cor preto RAL 9004

Fabricação Descrição

5060100000 GUIA DE CABO FECHADO 19” X 1U - 70 mm 

5060200000 GUIA DE CABO FECHADO 19” X 2U - 70 mm 
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GUIA DE CABOS FECHADO ABS 19” 

CALHA 19” ABS 10A OU 20A NBR14136

• Permite a instalação em Gabinetes padrão 19”

• Possui tampa com encaixe 

• Possui aberturas na parte traseira para manobras de patch cords

• Personalização opcional com o nome/logotipo do cliente 

• Fabricado em ABS de cor preto

Calhas de tomadas de acordo com a norma ABNT NBR 14136.

• Permite a instalação em gabinetes padrão 19“

• Ocupa 1U de altura

• Fabricado em plástico de engenharia ABS

• Tensão AC entrada e saída de 110/220V

• Porta fusível de 250V 10A ou 20A

• Capacidade máxima de carga 10A ou 20A

• Diâmetro de pinagem de 4,3 mm

• Preto injetado

Fabricação Descrição

5050100000 GUIA DE CABOS FECHADO ABS 19” X 1U PT

Fabricação Descrição

5100400000 CALHA 19” ABS C/4 TOMADAS 10 A NBR14136

5100600000 CALHA 19” ABS C/6 TOMADAS 10 A NBR14136

5100800000 CALHA 19” ABS C/8 TOMADAS 10 A NBR14136

5101000000 CALHA 19” ABS C/10 TOMADAS 10 A NBR14136

5101200000 CALHA 19” ABS C/12 TOMADAS 10 A NBR14136

5110400000 CALHA 19” ABS C/4 TOMADAS 20 A NBR14136

5110600000 CALHA 19” ABS C/6 TOMADAS 20 A NBR14136

5110800000 CALHA 19” ABS C/8 TOMADAS 20 A NBR14136

5111000000 CALHA 19” ABS C/10 TOMADAS 20 A NBR14136

5111200000 CALHA 19” ABS C/12 TOMADAS 20 A NBR14136
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KIT DE INTERLIGACAO PARA GabineteS

Kit de interligação para Gabinetes IP METAL.

• Produzido em aço 2,0 mm

• Acabamento anodizado

• Acabamento niquelado

PARAFUSO PHILIPS M5 X 16 C/ ARRUELA

Utilizado com porcas-gaiola M5

• Parafuso tipo Philips cabeça panela, 

• Padrão M5 x 16 mm

• Acabamento niquelado

• Acompanham duas arruelas (sendo uma fixa e outra de pressão)

Fechadura lateral econômica.

• Com fácil operação 

• Acabamento niquelado

• Fornecida com jogo de 2 chaves

• Acabamento niquelado

Utilizada para fixação de equipamentos

• Fabricada em aço SAE 1070 bicromatizado 

• Utilizada em planos 19”

• Serve em furos de 9 x 9 mm

• Acabamento niquelado

PORCA GAIOLA M5 METÁLICA

FECHADURA LATERAL COM 2 CHAVES

Fabricação Descrição

5000300000 KIT DE INTERLIGAÇÃO PARA RACKS

Fabricação Descrição

90100023 PARAFUSO PHILIPS M5 X 16 NIQUELADO C/ ARRUELA

Fabricação Descrição

9010500010 PORCA GAIOLA M5 METÁLICA

Fabricação Descrição

9030100009 FECHADURA SIMPLES / LATERAL COM 2 CHAVES
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•  Estrutura: Monobloco em aço 0,75 mm

•  Teto: em aço 0,75 mm, com furo para passa cabos plástco de 60 mm

•  Rodízios 5” com rodas de borracha, sendo 2 com trava e 2 sem trava

•  Pintura pó em micro epóxi (padrão nas cores bege ou preto)

• Separadores em plástico de engenharia, com grau de proteção anticha-

ma (norma UL94V-0), com guia de encaminhamento para os cabos de 

alimentação do equipamento

• 32, 40 ou 48 tomadas na cor preta (netbooks, notebooks e tablets) e 2 

tomadas opcionais (projetor e outros equipamentos) 10 A padrão ABNT 

NBR 14.136

•  Na opção de acomodação de 48 equipamentos, o gabinete possui 3 

bandejas com capacidade para 16 equipamentos em cada.

•  Na opção de acomodação de 40 equipamentos, o gabinete possui 2 

bandejas com capacidade para 16 equipamentos em cada e 1 com ca-

pacidade para 8 equipamentos e com compartimento para acomodação 

de outros produtos.

•  Na opção de acomodação de 32 equipamentos, o gabinete possui 2 

bandejas com capacidade para 16 equipamentos em cada e 1 bandeja 

para acomodação de outros produtos.

• Todas as tomadas podem ser ligadas ao mesmo tempo de forma segura

• Proteção: 1 Disjuntor Termomagnético Bipolar 10 A, curva C

• Alimentação 100 ~ 240 VAC 60 Hz

• Projetado para operar em 127 ou 220 VAC 60 Hz

• Rack Servidor Monobloco, padrão 19”

• Largura externa: 600 ou 800 mm

• Altura útil: 42 U, 44 U, 45 U, 46 U, 47 U, ou 48 U 

• Profundidade externa: 1000, 1100 ou 1200 mm

• As portas frontais e traseiras perfuradas poderão ser fornecidas intei-

ras, bipartidas, tripartidas ou quadripartidas horizontalmente, dependen-

do da aplicação

• Ângulo de abertura das portas de 180°;

• Possibilita a instalação das portas em ambas a faces do rack, traseira 

ou frontal

• Fechaduras frontal e traseira escamoteável, com sistema automático de 

destrave, com opção para cadeado

• Suporte a carga estática de até 1200 kg

• Pintura eletrostática a pó micro texturizada, nas cores preto ou bege

* Obs.: Produto sujeito a personalização, via solicitação comercial.

* Obs.: Produto fornecido apenas para projetos.

O gabinete está projetado para recarga, transporte e 

proteção de 32, 40 ou 48 dispositivos móveis. É compatível 

com os dispositivos, tais como: tablets, netbooks, note-

books e chromebooks, com tamanho de tela de até 14”.

GABINETE DE RECARGA DE EQUIPAMENTOS ELETRÔNICOS

RACK SERVIDOR MONOBLOCO 19”
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Quantidade de
Posições

24 (módulos removíveis de 6 portas)

Tipo de Conector
Traseiro

Conector IDC com ângulo de 45º

Tipo de Conector
Frontal

RJ45 fêmea fixado a circuito impresso

Espessura de Chapa 1,6 mm

Tipo de Pintura Acabamento plástico texturizado

Cor Preto

Profundidade 138 mm

Largura 483 mm

Altura 44 mm

Unidades de Rack 1U (Altura)
19" (Largura)

Compatibilidade Toda linha FCS
Compatível com cabos Cat. 5e U/UTP
Compatível com conectores RJ-11

Ambiente de
Operação

Não Agressivo

Ambiente de
Instalação

Interno

Aplicação Suporta IEEE 802.3, 1000 BASE T, EIA/TIA-854, ANSI-EIA/TIA-862, ATM, Vídeo, Sistemas de
Automação Predial e todos os protocolos LAN anteriores. Além disso, apresenta garantia de ZERO BIT
ERROR em Fast e Gigabit Ethernet.

Descrição O Patch Panel Modular Carregado Multilan Cat.5e de 24 portas é utilizado em salas de
telecomunicações (espelhamento ou conexão cruzada) e para distribuição de serviços em sistemas
horizontais. Possui furo oblongo seccionado para fixação dos parafusos inferiores no rack (parte frontal).

PATCH PANEL MODULAR
MULTILAN CAT.5E – 24 PORTAS
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Acessórios Inclusos Parafuso de fixação
24 ícones adesivos de identificação: azul e vermelho
Porta etiquetas em policarbonato
Cintas de fixação em velcro
Capa protetora para os contatos IDC (2 por módulo)
Guia traseira que permite a fixação dos cabos em feixes (máximo 6 cabos por feixe)

Suporte a POE 4PPOE (IEEE 802.3bt)

Link Permanente Link permanente de até 90m

Canal Canal de até 4 conexões - 100m

Prova de Tensão
Elétrica entre
Condutores

1000V (RMS, 60Hz, 1 min)

Resistência DC 0,1 Ω

Resistência de
Contato

20 mΩ

Resistência de
Isolamento

500 MΩ

Força de Contato 0,98N (100g)

Quantidade de Ciclos
de Inserção

≥750 RJ45 e ≥200 RJ11
≥200 no bloco IDC

Força de Retenção Mínimo 133N

Temperatura de
Armazenamento

-40ºC a +70ºC

Temperatura de
Operação

-10ºC a +60ºC

Padrão de Montagem T568A e T568B

Diâmetro do Condutor 26 a 22 AWG

Material do Corpo do
Produto

Estrutura: Aço SAE 1020
Painel frontal: Termoplástico de alto impacto não propagante a chama, UL 94V-0
Guia de cabos traseiro: suportes laterais em aço SAE 1020 e barra em material termoplástico de alto
impacto resistente e protegido contra corrosão

Material do Contato
Elétrico

RJ-45: Bronze fosforoso com 50 µin (1,27 µm) de ouro e 100 µin (2,54µm) de níquel
110 IDC: Bronze fosforoso com 100 µin (2,54 µm) de níquel e estanhado
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Codificação

Lote Mínimo 1 caixa

Quantidade por Caixa
de Transporte

15 peças

Quantidade por Caixa
Individual

1 peça

Peso Bruto Unitário 0,92 kg

Tipo de Embalagem Caixa de papelão

Rastreamento Indicação do lote de produção no corpo do produto

Identificação Logo Furukawa na parte frontal e traseira, indicação da categoria na parte frontal e traseira

Garantia 12 meses

Normas ANSI/TIA-569-C
ANSI/TIA-606-C
ANSI/TIA-568.2-D
ISO/IEC 11801
EIA/ECA-310-E
EN 50173-1
NBR 14565
FCC 47 Parte 68
TIA-968-A

RoHS Este produto está em conformidade com a Diretiva Europeia RoHS: uma medida restritiva ao uso de
metais pesados na fabricação dos produtos e relacionada à preservação do meio-ambiente

https://www.furukawalatam.com/pt-br/produtos-pdf/=a0A4N00001oRFgNUAW


 

  

Rack de parede padrão 19” para instalação em parede, projetado para ambientes com limitação de 
espaço. Utilizado para fixação de equipamentos e acessórios para rede estruturada. 

• Totalmente desmontável; 

• Atende especificações ANSI/EIA RS 310-D, IEC 297-2, DIN 41494 partes 1 e 7; 

• Fabricado em aço SAE 1020; 

• Grau de proteção IP 20; 

• Estrutura em aço 1,5 mm de espessura, com terminais de aterramento; 

• Capacidade de carga estática até 60 kg; 

• Altura de 12U – 634 mm; 

• Largura: 600 mm; 

• Profundidade: 600 mm 

• Porta frontal reversível, com moldura em aço 0,9 mm de espessura, com visor de vidro temperado 

4 mm, com ângulo de abertura de 180°, fechadura tipo cilindro com fechadura simples; 

• Plano frontal e traseiro em aço 1,2 mm, com numeração de Us, serigrafados; 

• Entrada e saída de cabos pelo teto, com furações oblongadas; 

• Teto preparado para instalação de ventiladores; 

• Pintura eletrostática, micro epóxi nas cores preto RAL 9004/9011 e bege RAL 7035. 

• Fixação na parede feita pela estrutura 

RACK DE PAREDE 

Características 



 

 

 

 

 

 

 

 

 

Código Descrição 

 1001260600 

 

RACK PAREDE DESMONTAVEL 12U X 600 MM 19 POL. PT 

Opcionais 
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República Federativa do Brasil 
Agência Nacional de Telecomunicações

Certificado de Homologação
(Intransferível)

Nº 01943-16-08356
Validade: Indeterminada

Emissão: 17/04/2017

Requerente: 
CH INTERNATIONAL DO BRASIL LTDA 
CONCEIÇÃO Nº233 SALA 1403, 14 ANDAR 
CENTRO 
13010050 CAMPINAS SP 

Fabricante: 
UBIQUITI NETWORKS LTD. 
ORCHARD PARKWAY SAN JOSE, CA 
ESTADOS UNIDOS DA AMÉRICA

Este documento homologa, nos termos da regulamentação de telecomunicações vigente, o Certificado de Conformidade nº NCC 13341/16, emitido pelo
Associação NCC Certificações do Brasil. Esta homologação é expedida em nome do solicitante aqui identificado e é válida somente para o produto a
seguir discriminado, cuja utilização deve observar as condições estabelecidas na regulamentação de telecomunicações.

Tipo - Categoria: 
Transceptor de Radiação Restrita - II

Modelo - Nome Comercial (s): 
UAP-AC-PRO (*) - (UAP-AC-PRO (*))

Características técnicas básicas:

Faixa de Frequências Tx
(MHz)

Potência Máxima de Saída
(W)

Designação de Emissões Tecnologias
Tipo de

Modulação

2.400,0 a 2.483,5 0,1067 7M42X9D
SEQÜÊNCIA

DIRETA
DBPSK, DQPSK,

CCK

2.400,0 a 2.483,5 0,0838 17M0X9D, 17M9X9D OFDM
BPSK QPSK
16/64QAM

2.400,0 a 2.483,5 0,0908 36M9X9D OFDM
BPSK QPSK
16/64QAM

5.725,0 a 5.850,0 0,5035 17M1X9D, 18M0X9D OFDM
BPSK QPSK
16/64QAM

5.725,0 a 5.850,0 0,4864 35M9X9D, 76M4X9D OFDM
BPSK QPSK
16/64QAM

5.150,0 a 5.250,0 - - OFDM
BPSK, QPSK,

16/64QAM

Ensaio de SAR não aplicável. 

Observações 

Na instalação do produto, devem ser observadas as condições de uso conforme estabelecido no Regulamento sobre Equipamentos de
Radiocomunicação de Radiação Restrita.

Este certificado substitui o de mesmo número emitido em 04/04/2017 

Constitui obrigação do fabricante do produto no Brasil providenciar a identificação do produto homologado, nos termos da regulamentação de
telecomunicações, em todas as unidades comercializadas, antes de sua efetiva distribuição ao mercado, assim como observar e manter as características
técnicas que fundamentaram a certificação original.

As informações constantes deste certificado de homologação podem ser confirmadas no SCH - Sistema de Gestão de Certificação e
Homologação, disponível no portal da Anatel. (www.anatel.gov.br).

Marcos de Souza Oliveira 
Gerente de Certificação e Numeração



PoE Adapters

Provides Earth Grounding and Surge Protection

Helps Protect Against ESD Events

Powers Ubiquiti® PoE Devices

DATASHEET
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Ubiquiti Networks offers Power over Ethernet (PoE) Adapters 
to power a variety of Ubiquiti products. The PoE Adapters 
are compatible with most Ubiquiti PoE devices*, including:

• airFiber® 

• airMAX®

• EdgeMAX®

• mFi®

• UniFi® AP

• UniFi Protect / airVision®

• UniFi LED

• U Fiber

* Check product specifications to verify PoE compatibility.

Ubiquiti PoE Adapter Compatibility with 

the airGateway®

Specific PoE Adapter models are designed to work with the 
airGateway. The airGateway is a compact CPE (consumer 
premises equipment) gateway with built-in Wi-Fi used to 
connect the subscriber’s local network to the WISP network.

The airGateway is available in three models:

• airGateway Standard model with an internal antenna

• airGateway Pro Dual-Band Wi-Fi model with an internal 
antenna

• airGateway-LR Long-range Wi-Fi model with an external 
antenna for extended range

The airGateway plugs into any of these PoE Adapters:

Model Number Compatibility

POE-15-12W ✓

POE-24-12W ✓

POE-24-12W-G ✓*

POE-24-7W-G-WH ✓*

POE-24-12W-G-WH ✓*

* airGateway maximum LAN port speed: 100 Mbps

airGateway

POE-24-12W

Protection

Ubiquiti PoE Adapters provide a variety of features to help 
protect your PoE devices:

• Surge protection

• Clamping protection

• Maximum surge discharge

• Peak pulse current

• AC cable with earth ground

Electrostatic discharge (ESD) is the leading cause for 
outdoor device failures. You can effectively protect against 
ESD damage using a grounded Ubiquiti PoE Adapter, 
TOUGHCable™, and TOUGHCable Connectors.

Potential for ESD

Ethernet cable 
with no ESD drain

PoE adapter with 
no earth ground

Areas vulnerable to ESD events in a network without a Ubiquiti 
PoE Adapter.

Protection Against ESD

Ubiquiti PoE Adapter 
with earth ground

TOUGHCable 
protects and 

provides ESD drain

TOUGHCable 

Connectors

Ubiquiti PoE Adapters and TOUGHCable protect against ESD 
events in a network.
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Models

POE-25-5W POE-24-7W-G-WH POE-15-12W 

POE-24-12W 

POE-24-12W-G

POE-24-12W-G-WH POE-24-24W-WH POE-24-30W-G-WH

 

POE-24-AF5X POE-24-24W 

POE-24-24W-G 

POE-24-30W

POE-48-24W 

POE-48-24W-G
POE-24-24W-G-WH POE-48-24W-WH 

POE-48-24W-G-WH

U-POE-af POE-50-60W POE-50-60W-WH

POE-54-80W
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Specifications

Model POE-25-5W POE-24-7W-G-WH POE-15-12W

Dimensions
64 × 44× 30 mm

(2.53 × 1.73 × 1.18")

72 x 45 x 33 mm

(2.84 x 1.75 x 1.33")

85 x 44 x 29 mm

(3.35 x 1.73 x 1.14")

Weight 65 g (2.3 oz) 72.1g (2.54 oz) 91.7 g (3.24 oz)

Output Voltage 25VDC @ 0.2A 24VDC @ 0.3A 15VDC @ 0.8A

LAN Activity  

Indicator
No No No

Gigabit LAN Port No Yes No

Remote Reset  

Capability
Yes Yes No

Reset Button Yes Yes No

Rated Voltage 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz

Input Current
0.3A @ 120VAC,

0.2A @ 240VAC

0.3A @ 120VAC,  

0.2A @240VAC

0.3A @ 120VAC, 

0.2A @ 240VAC

Inrush Current
<40A Peak @ 120VAC,

<70A Peak @ 230VAC

<40A Peak @ 120VAC,

<70A Peak @ 230VAC

<30A Peak @ 120VAC, 

<60A Peak @ 230VAC

Efficiency 72+% 80+% 75+%

Output Ripple 1% Max. 1% Max. 1% Max.

Switching Frequency 60kHz Max. 65 kHz 50 kHz

Line Regulation ≤ 3% ≤ 3% ≤ 3%

Load Regulation ≤ 5% ≤ 5% ≤ 5%

2-Pair Powering Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-)

4-Pair Powering – – –

Operating Temperature 0 to 40° C (32 to 104° F) 0 to 40°C (32 to 104°F) 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70° C (-22 to 158°F) -30 to 70°C (-22 to 158°F) -30 to 70°C (-22 to 158° F)

Operating Humidity 35 to 95% Noncondensing 35 to 95% Non-Condensing 35 to 95% Noncondensing

AC Connector IEC-320 C6 IEC-320 C6 IEC-320 C6

Data IN / POE RJ45 Shielded Socket RJ45 Shielded Socket RJ45 Shielded Socket

Surge Protection Difference and Common Mode Difference and Common Mode Difference and Common Mode

Clamping Protection 11V Data, 60V Power 11V Data, 60V Power 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20 µs) Power 1500A (8/20 µs) Power 1500A (8/20  µs) Power

Peak Pulse Current 36A (10/1000 µs) Data 36A (10/1000 µs) Data 36A (10/1000  µs) Data

Shunt Capacitance <5 pF data <5 pf data <5 pF data

Response Time <1 ns <1 ns <1 ns

Certifications CE, FCC, IC, UL CE, FCC, IC, UL CE, FCC, IC, UL
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Specifications

Model POE-24-12W POE-24-12W-G POE-24-12W-G-WH

Dimensions
87 x 44 x 29 mm

(3.43 x 1.73 x 1.14")

87 x 44 x 29 mm

(3.43 x 1.73 x 1.14")

89 x 46 x 33 mm

(3.48 x 1.81 x 1.30")

Weight 92 g (3.25 g) 99.4 g (3.51 g) 75 g (2.65 g)

Output Voltage 24VDC @ 0.5A 24VDC @ 0.5A 24VDC @ 0.5A

LAN Activity  

Indicator
No No No

Gigabit LAN Port No Yes Yes

Remote Reset  

Capability
Yes Yes Yes

Reset Button Yes Yes Yes

Rated Voltage 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz

Input Current
0.3A @ 120VAC, 

0.2A @ 240VAC

0.3A @ 120VAC, 

0.2A @ 240VAC

0.3A @ 120VAC, 

0.2A @ 240VAC

Inrush Current
<30A Peak @ 120VAC, 

<60A Peak @ 230VAC

<30A Peak @ 120VAC, 

<60A Peak @ 230VAC

<30A Peak @ 120VAC, 

<60A Peak @ 230VAC

Efficiency 75+% 75+% 75+%

Output Ripple 1% Max. 1% Max. 1% Max.

Switching Frequency 50 kHz 50 kHz 50 kHz

Line Regulation ≤ 3% ≤ 3% ≤ 3%

Load Regulation ≤ 5% ≤ 5% ≤ 5%

2-Pair Powering Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-)

4-Pair Powering – – –

Operating Temperature 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70°C (-22 to 158° F) -30 to 70°C (-22 to 158° F) -30 to 70°C (-22 to 158° F)

Operating Humidity 35 to 95% Noncondensing 35 to 95% Noncondensing 35 to 95% Noncondensing

AC Connector IEC-320 C6 IEC-320 C6 IEC-320 C6

Data IN / POE RJ45 Shielded Socket RJ45 Shielded Socket RJ45 Shielded Socket

Surge Protection Difference and Common Mode Difference and Common Mode Difference and Common Mode

Clamping Protection 11V Data, 60V Power 11V Data, 60V Power 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20  µs) Power 1500A (8/20  µs) Power 1500A (8/20 µs) Power

Peak Pulse Current 36A (10/1000  µs) Data 36A (10/1000  µs) Data 36A (10/1000 µs) Data

Shunt Capacitance <5 pF data <5 pF data <5 pF data

Response Time <1 ns <1 ns <1 ns

Certifications CE, FCC, IC, UL CE, FCC, IC, UL CE, FCC, IC, UL
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Specifications

Model POE-24-AF5X POE-24-24W, POE-24-24W-WH POE-24-24W-G

Dimensions
88 x 57 x 33 mm

(3.47 x 2.24 x 1.30")

88 x 57 x 33 mm

(3.47 x 2.24 x 1.30")

88 x 57 x 33 mm

(3.47 x 2.24 x 1.30")

Weight 158.5 g (5.59 oz) 135 g (4.76 oz) 158.5 g (5.59 oz)

Output Voltage 24VDC @ 1.0A 24VDC @ 1.0A 24VDC @ 1.0A

LAN Activity  

Indicator
No No No

Gigabit LAN Port Yes No Yes

Remote Reset  

Capability
No Yes Yes

Reset Button No Yes Yes

Rated Voltage 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz

Input Current
0.6A @ 120VAC, 

0.4A @ 240VAC

0.6A @ 120VAC, 

0.4A @ 240VAC

0.6A @ 120VAC, 

0.4A @ 240VAC

Inrush Current
<60A Peak @ 120VAC, 

<120A Peak @ 230VAC

<60A Peak @ 120VAC, 

<120A Peak @ 230VAC

<60A Peak @ 120VAC, 

<120A Peak @ 230VAC

Efficiency 80+% 80+% 80+%

Output Ripple 1% Max. 1% Max. 1% Max.

Switching Frequency 65 kHz 65 kHz 65 kHz

Line Regulation ≤ 3% ≤ 3% ≤ 3%

Load Regulation ≤ 5% ≤ 5% ≤ 5%

2-Pair Powering – Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-)

4-Pair Powering
Pins 1, 2, 4, 5 (+) and

Pins 3, 6, 7, 8 (-)
– -

Operating Temperature 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70°C (-22 to 158° F) -30 to 70° C (-22 to 158° F) -30 to 70°C (-22 to 158° F)

Operating Humidity 35 to 95% Noncondensing 35 to 95% Noncondensing 35 to 95% Noncondensing

AC Connector IEC-320 C6 IEC-320 C6 IEC-320 C6

Data IN / POE RJ45 Shielded Socket RJ45 Shielded Socket RJ45 Shielded Socket

Surge Protection Difference and Common Mode Difference and Common Mode Difference and Common Mode

Clamping Protection 11V Data, 60V Power 11V Data, 60V Power 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20  µs) Power 1500A (8/20 µs) Power 1500A (8/20 µs) Power

Peak Pulse Current 36A (10/1000 µs) Data 36A (10/1000 µs) Data 36A (10/1000 µs) Data

Shunt Capacitance <5 pF data <5 pF data <5 pF data

Response Time <1 ns <1 ns <1 ns

Certifications CE, FCC, IC, UL CE, FCC, IC, UL CE, FCC, IC, UL



7

P
o
E

 A
d

a
p

te
rs

D
a
t
a
s
h
e
e
t

Specifications

Model POE-24-30W POE-24-30W-G-WH POE-48-24W

Dimensions
94 × 60 × 33 mm

 (3.70 × 2.36 × 1.30")

94 × 60 × 33 mm

 (3.70 × 2.36 × 1.30")

88 x 57 x 33 mm

(3.47 x 2.24 x 1.30")

Weight 156 g (5.5 oz) 156 g (5.5 oz) 135.5 g (4.78 oz)

Output Voltage 24VDC @ 1.25A 24VDC @ 1.25A 48VDC @ 0.5A

LAN Activity  

Indicator
No No No

Gigabit LAN Port Yes Yes No

Remote Reset  

Capability
No No No

Reset Button No No No

Rated Voltage 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz

Input Current
0.6A @ 120VAC,

0.4A @ 240VAC

0.6A @ 120VAC,

0.4A @ 240VAC

0.6A @ 120VAC, 

0.4A @ 240VAC

Inrush Current
<60A Peak @ 120VAC,

<120A Peak @ 230VAC

<60A Peak @ 120VAC,

<120A Peak @ 230VAC

<60A Peak @ 120VAC, 

<120A Peak @ 230VAC

Efficiency 83+% 83+% 80+%

Output Ripple 1% Max. 1% Max. 1% Max.

Switching Frequency 65 kHz 65 kHz 65 kHz

Line Regulation ≤ 3% ≤ 3% ≤ 3%

Load Regulation ≤ 5% ≤ 5% ≤ 5%

2-Pair Powering – Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-)

4-Pair Powering
Pins 1, 2, 4, 5 (+) and

Pins 3, 6, 7, 8 (-)
– –

Operating Temperature 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70° C (-22 to 158° F) -30 to 70° C (-22 to 158° F) -30 to 70°C (-22 to 158° F)

Operating Humidity 35 to 95% Noncondensing 35 to 95% Noncondensing 35 to 95% Noncondensing

AC Connector IEC-320 C6 IEC-320 C6 IEC-320 C6

Data IN / POE RJ45 Shielded Socket RJ45 Shielded Socket RJ45 Shielded Socket

Surge Protection Difference and Common Mode Difference and Common Mode Difference and Common Mode

Clamping Protection 11V Data, 60V Power 11V Data, 60V Power 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20 µs) Power 1500A (8/20 µs) Power 1500A (8/20 µs) Power

Peak Pulse Current 36A (10/1000 µs) Data 36A (10/1000 µs) Data 36A (10/1000 µs) Data

Shunt Capacitance <5 pF data <5 pF data <5 pF data

Response Time <1 ns <1 ns <1 ns

Certifications CE, FCC, IC, UL CE, FCC, IC, UL CE, FCC, IC, UL
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Specifications

Model POE48-24W-G POE-24-24W-G-WH U-POE-af

Dimensions
92 x 60 x 33 mm 

(3.62 x 2.36 x 1.30")

96 x 62 x 35 mm

(3.78 x 2.44 x 1.38")

86 x 46 x 33 mm 

(3.39 x 1.81 x 1.30")

Weight 158.5 g (5.59 oz) 166 g (5.86 oz) 100 g (3.53 oz)

Output Voltage 48VDC @ 0.5A 24VDC @ 1.0A 48VDC @ 0.32A

LAN Activity  

Indicator
No No No

Gigabit LAN Port Yes Yes Yes

Remote Reset  

Capability
No Yes Yes

Reset Button No Yes No

Rated Voltage 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz

Input Current
0.6A @ 120VAC, 

0.4A @ 240VAC
750mA @ 90VAC 500mA @ 90VAC

Inrush Current
<65A Peak @ 120VAC, 

<130A Peak @ 230VAC
<100A Peak @ 25°C <100A Peak @ 25°C

Efficiency 80+% 86.2+% 84.25+%

Output Ripple 1% Max. 200mV p-p 200mV p-p

Switching Frequency 65 kHz 65 kHz 65 kHz

Line Regulation ≤ 3% ≤ 3% ≤ 3%

Load Regulation ≤ 5% ≤ 5% ≤ 5%

2-Pair Powering Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-)

4-Pair Powering – – –

Operating  

Temperature
0 to 40° C (32 to 104° F) 0 to 40°C (32 to 104°F) 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70°C (-22 to 158° F) -30 to 70°C (-22 to 158°F) -30 to 70°C (-22 to 158° F)

Operating Humidity 35 to 95% Noncondensing 5 to 90% Noncondensing 5 to 90% Noncondensing

AC Connector IEC-320 C6 IEC-320 C6 IEC-320 C6

Data IN / POE RJ45 Shielded Socket RJ45 Shielded Socket RJ45 Shielded Socket

Surge Protection Difference and Common Mode Difference and Common Mode Difference and Common Mode

Clamping Protection 11V Data, 60V Power 11V Data, 60V Power 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20 µs) Power 1500A (8/20 µs) Power 1500A (8/20 µs) Power

Peak Pulse Current 36A (10/1000 µs) Data 36A (10/1000 µs) Data 36A (10/1000 µs) Data

Shunt Capacitance <5 pF data <5 pF data <5 pF data

Response Time <1 ns <1 ns <1 ns

Certifications CE, FCC, IC, UL CE, FCC, IC, UL CE, FCC, IC, UL

Eduardo
Highlight
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Specifications

Model POE-48-24W-WH POE-48-24W-G-WH POE-50-60W, POE-50-60W-WH

Dimensions
93 x 59 x 33 mm

(3.66 x 2.32 x 1.30”)

96 x 62 x 35 mm 

(3.78 x 2.44 x 1.38")

101 x 60 x 33 mm

(3.98 x 2.36 x 1.30”)

Weight 145 g (5.12 oz) 166 g (5.86 oz) 192 g (6.77 oz)

Output Voltage 48VDC @ 0.5A 48VDC @ 0.5A 50VDC @ 1.2A

LAN Activity  

Indicator
No No No

Gigabit LAN Port No Yes Yes

Remote Reset  

Capability
No No No

Reset Button No No No

Rated Voltage 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz 100-240VAC @ 50/60Hz

Input Current
0.6A @ 120VAC, 

0.4A @ 240VAC

0.6A @ 120VAC, 

0.4A @ 240VAC

1.3A @ 120VAC,

0.75A @ 230VAC

Inrush Current
<60A Peak @ 120VAC, 

<120A Peak @ 230VAC

<65A Peak @ 120VAC, 

<130A Peak @ 230VAC

<100A Peak @120VAC,

<200A Peak @ 230VAC

Efficiency 80+% 80+% 85+%

Output Ripple 1% Max. 1% Max. 1% Max.

Switching Frequency 65 kHz 65 kHz 65 kHz

Line Regulation ≤ 3% ≤ 3% ≤ 3%

Load Regulation ≤ 5% ≤ 5% ≤ 5%

2-Pair Powering Pins 4, 5 (+) and Pins 7, 8 (-) Pins 4, 5 (+) and Pins 7, 8 (-) –

4-Pair Powering – –
Pins 1, 2, 4, 5 (+) and

Pins 3, 6, 7, 8 (-)

Operating Temperature 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F) 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70°C (-22 to 158° F) -30 to 70°C (-22 to 158° F) -30 to 70°C (-22 to 158° F)

Operating Humidity 5 to 90% Noncondensing 35 to 95% Noncondensing 35 to 95% Noncondensing

AC Connector IEC-320 C6 IEC-320 C6 IEC-320 C6

Data IN / POE RJ45 Shielded Socket RJ45 Shielded Socket RJ45 Shielded Socket

Surge Protection Difference and Common Mode Difference and Common Mode Difference and Common Mode

Clamping Protection 11V Data, 60V Power 11V Data, 60V Power 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20 µs) Power 1500A (8/20 µs) Power 1500A (8/20 µs) Power

Peak Pulse Current 36A (10/1000 µs) Data 36A (10/1000 µs) Data 36A (10/1000 µs) Data

Shunt Capacitance <5 pF data <5 pF data <5 pF data

Response Time <1 ns <1 ns <1 ns

Certifications CE, FCC, IC, UL CE, FCC, IC, UL CE, FCC, IC, UL
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Specifications

Model POE-54-80W

Dimensions
123 x 65 x 34 mm

(4.84 × 2.56 × 1.34”)

Weight 299 g (10.55 oz)

Output Voltage 54VDC @ 1.5A

LAN Activity  

Indicator
No

Gigabit LAN Port Yes

Remote Reset  

Capability
No

Reset Button No

Rated Voltage 100-240VAC @ 50/60Hz

Input Current
0.8A @ 120VAC,

0.4A @ 240VAC

Inrush Current
<80A Peak @ 120VAC,

<120A Peak @ 230VAC

Efficiency 87+%

Output Ripple 1% Max.

Switching Frequency 100 kHz Max.

Line Regulation ≤ 3%

Load Regulation ≤ 5%

2-Pair Powering –

4-Pair Powering
Pins 1, 2, 4, 5 (+) and

Pins 3, 6, 7, 8 (-)

Operating Temperature 0 to 40° C (32 to 104° F)

Storage Temperature -30 to 70°C (-22 to 158° F)

Operating Humidity 35 to 95% Noncondensing

AC Connector IEC-320 C6

Data IN / POE RJ45 Shielded Socket

Surge Protection Difference and Common Mode

Clamping Protection 11V Data, 60V Power

Max. Surge Discharge 1500A (8/20 µs) Power

Peak Pulse Current 36A (10/1000 µs) Data

Shunt Capacitance <5 pF data

Response Time <1 ns

Certifications CE, FCC, IC, UL

http://www.ubnt.com
http://www.ubnt.com/support/warranty
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UniFi - Explaining the con�g.properties File

Overview

This article gives a brief explanation of the con�g.properties �le, where it should be created

and some sample con�guration nodes. By editing the con�g.properties �le, users can add

con�gurations that are not available in the UniFi Controller at the moment.

Table of Contents

1. Creating the con�g.properties File

2. Con�guration Nodes

3. Related Articles

Search

ATTENTION: The nodes described in this document are advanced con�gurations

and should only be attempted by advanced users. Our Support team will not be

able to give assistance to these con�gurations, so please remove them from your

environment prior to contacting support.
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Creating the con�g.properties File

By default, the con�g.properties �le does not exist. A user must create it in order to use it.

Since the con�g.properties �le is used to de�ne site-wide parameters for the UniFi Controller,

it must be placed under each <uni�_base>/data/sites/the_site directory. Use a text editor to

create this �le and name it "con�g.properties".

The UniFi Controller designates a random string to each site name. The easiest way to �nd this

string is to open the Controller in a browser and navigate to the corresponding site. In the

browser address bar, you will see something similar to this when you are within the dashboard

section:

https://127.0.0.1:8443/manage/s/ceb1m27d/dashboard

In the URL above, the random string ceb1m27d will be the folder name used under

<uni�_base>/data/sites/. Therefore, for this example, we would navigate to the folder named

ceb1m27d within the sites parent folder and place the con�g.properties �le within it. Finish off

by triggering a provision on the UniFi device taking the con�guration.

Con�guration Nodes

Below you'll �nd a list of con�guration nodes that are still relevant with their corresponding

purpose:

NOTE: The location <uni�_base> will vary depending on your operating system.

See this article for more information.

User Tip: In any of the con�guration nodes shown below, if you must use a UniFi

Access Point (UAP) or UniFi Switch (USW) MAC ID, enter the number without any

punctuation marks and make sure letters are all in lower case. For example, a MAC

ID would look like this: 24a43c02d824

  Node Purpose
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  Node Purpose

con�g.selfrun_guest_mode=pass

or

con�g.selfrun_guest_mode=off

Con�gure whether to automatically authorize all

guests when the controller is down.

All guest isolation / policy is still enforced. 

con�g.captive_portal_subnets=0.0.0.0/1 128.0.0.0/ 

1 

This con�guration sets

the subnets that should be allowed to access for p 

ortal pages. For example, to set Paypal express

checkout. As paypal.com no longer uses static IP

subnets, the current workaround is to enable all

HTTPS traf�c.

con�g.system_cfg.1=

or

con�g.system_cfg.UAP_USW_MAC.1= 

To customize UAP provisioning (see this article

for detailed explanation). Choose between

device-speci�c or site-wide customization with

these two options.

e.g. con�g.system_cfg.1=ebtables.1.cmd=-t nat -A

PREROUTING --in-interface eth2 -d BGA -j

DROP

con�g.system_cfg.1=radio.1.txbf=3

(UAP-AC only) TxBF (transmit beamforming) is

OFF by default. If enabling this feature is desired,

we would suggest you update all clients drivers to

the latest version �rst, and then add below con�g

into con�g.properties �le.

A value of 0 = tx off and rx off. 

A value of 1 = tx off and rx on. 

A value of 2 = tx on and rx off. 

A value of 3 = tx on and rx on.

radio.1 is for 5G interface named "eth2" in

UAP-AC. Thus the radio.1.devname=eth2.

radio.2 is for 2G interface named "eth1" in

UAP-AC.
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  Node Purpose

con�g.system_cfg.1=SSID name.1.wmm=disabled

Disables WMM for QoS on the SSID of choice.

Substitute SSID name with the name of the

corresponding SSID. Read more about QoS

here: UniFi - UAP: QoS and Prioritization

ATTENTION:

It is recommended to perform all con�gurations in the UniFi Controller GUI. The

con�g.properties nodes listed in the expandable section below are now included in

the Controller and should be con�gured from there.

To change the default NTP server being used,

con�g.ntp_server=0.ubnt.pool.ntp.org

To enable/disable uapsd (some clients may or may not work with uapsd enabl 

ed),

con�g.uapsd_enabled=false

To enable/disable IGMP snooping (for multicast enhancement, the default is

enabled)

con�g.igmpsnoop_enabled.[ssid]=false

This is to facilitate portal redirect process, most users would never need to

change this (note: this is deprecated since 3.2.10)

con�g.redirect_via_host=www.ubnt.com

To set minimum RSSI feature-related parameters (see this article for detailed

explanation),

con�g.minrssi.UAP_MAC.[ng|na]=[Minimum RSSI value].

e.g. con�g.minrssi.24a43c02d824.ng=20

(v3.2.9+)  To change guest portal redirect behavior for HTTPS page

con�g.redirect_https=true - guests will receive invalid cert error while doing

https browsing

con�g.redirect_https=false - This is the default behavior (3.2.10+ or 4.6.3+).

Guests get timed out while trying https browsing

Click here to see Deprecated Con�guration Nodes.

UniFi - Explaining the config.properties File – Ubiquiti Support and Hel... https://help.ui.com/hc/en-us/articles/205146040-UniFi-Explaining-the-co...

4 of 7 06/04/2021 17:08



(v4.6.3+)  To change guest portal behavior

con�g.redirect_to_https=true - Guests will be redirected to HTTPS guest portal

(8843)

con�g.redirect_to_https=false - This is the default behavior. Guests will be

redirected to HTTP guest portal (8880)

For UAP-ACs before v3.1.10, TxBF is ON by default. To turn it off, ssh into the

target AP and issue below commands. Note that, this change is NOT persistent

and won't survive pass AP reboot.

     wl -i ethX down

     wl -i ethX txbf 0

     wl -i ethX txbf_bfr_cap 0

     wl -i ethX txbf_bfe_cap 0

     wl -i ethX up

     You can check if values are set into the AP by typing these,

     wl -i eth2 txbf

     wl -i eth2 txbf_bfr_cap

     wl -i eth2 txbf_bfe_cap

     Note: The default value is 1 (means enable) for all three.

To bind SSHD only on the management interface (v3.1.7+),

     On controller, to push this con�g to all APs within a site, add these

into con�g.properties,

     con�g.system_cfg.1=sshd.1.status=enabled

     con�g.system_cfg.2=sshd.1.ifname=br0

     con�g.system_cfg.3=sshd.1.port=22

     The above will cause issues with USW SSH access, so if limiting AP SSHD to br0 add

this for USW:

     con�g.system_cfg.USW_MAC.1=sshd.1.ifname=eth0

Con�gurable Management Frame Rate (v4.6.3+)

# set mgmt rate for wlan with <ssid>

con�g.mgmt_rate.wlan.MySsid=54

or

# set mgmt rate for device with <mac> and radio <n  a|ng>

con�g.mgmt_rate.UAP_MAC.na=36

Con�gurable Broadcast and Multicast Rate (v4.6.3+)

# set bcast/mcast rate for wlan with <ssid>
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Related Articles

• UniFi - Where is <uni�_base>?

• UniFi - Using SYSTEM.CFG for Persistent Changes

Submit an RMA request Plan your UniFi Talk to other Ubiquiti

con�g.mcast_rate.wlan.MySsid=54

or

# set bcast/mcast rate for device with <mac> and radio <  na|ng>

con�g.mcast_rate.24a43c02d824.na=36

(UAP-AC only) To disable broadcast and multicast

�lters. con�g.mcast_�lter_enabled=false

USG Speci�c Nodes

(USG only) To disable response to ping on WAN:

con�g.�rewall.internet.local.icmp=false  (Note: This has been deprecated in

5.5.4 and newer controller versions. Ping on WAN is disabled by default, and can

be permitted via WAN LOCAL �rewall rules con�gured in the controller UI if

desired.)

(USG only) To enable UPnP support: 

con�g.igd.enabled=true

(USG only, 4.6.3+) To enable mDNS re�ector:

con�g.ugw.mdns.enabled=true

(USG only) To disable SIP ALG support: 

con�g.ugw.voip.sip_alg_disable=true

NOTE: DHCP and ARP will be passed through (NOT �ltered) by default. The

�lter only kicks in if there are too many broadcast/multicast traf�c in the

network (which affects performance). However, a more accurate solution to

this kind problem is to re�ne subnet size.
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Ubiquiti Support and Help Center > UniFi Network > UniFi Network Con�guration, Routing and Switching

> Manage Wireless Con�gurations

UniFi - Fast Roaming

Overview

This article describes UniFi Fast Roaming, how it improves network performance, as well as

recounting the advantages it has over previous roaming protocols such as Zero-Handoff.

Table of Contents

1. Fast Roaming with UniFi

2. Before BSS Transition

3. The BSS Transition Process

4. Fast Roaming vs. Zero-Handoff Roaming

5. Related Articles

Fast Roaming with UniFi

As wireless devices improve in power and portability, exceptional on-the-go performance is

expected from devices such as tablets, cell phones, and mobile VoIP. You can enable Fast

Roaming by creating (or editing) a wireless network under Settings > Wireless Networks >

Edit (or Create) > Advanced Options. Fast Roaming allows certain devices with 802.11r

Search
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capabilities to potentially roam more quickly. However, older devices may experience

connectivity issues due to their lack of 802.11r client-side support or compatibility. Select this

option with caution.

In this article, we'll explain how 802.11r works to give a general idea of how UniFi Fast

Roaming improves network performance, then show how it performs against previous

roaming protocols.

Before BSS Transition

NOTE: The UAP-AC and UAP-AC v2 are the onlymodels that do not support Fast

Roaming. The rest of the AC range of products do support Fast Roaming. Find the

UAP-AC (both versions) model in the 1st Gen column of this article.
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When a client connects to an access point on any secure network, a veri�cation process is

started.

WPA Enterprise Roaming Protocol

For example, on a WPA2 Enterprise network, the following process must be completed before

network access is granted:

1. 802.11 authentication message exchange

2. Reassociation messages exchange

3. EAP-request/response identity exchange

4. Access request and challenge packet exchange

5. EAP request/response

6. RADIUS access request/accept exchange

7. Success message to Client

8. Nonce-value exchange

9. Temporal key, acknowledgement exchange

Eight of the nine actions above are exchanges, each requiring two steps. This brings the total

number of steps to 17.
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The BSS Transition Process

Prior to 802.11r, these 17 steps were repeated every time the client roamed to a new AP. With

BSS Transition, the connection is established in just four steps. This is accomplished by

allowing the client to keep a master key (eliminating steps 3-7) and grouping data packs. Data

packets from steps 8 and 9 are grouped with the packets for steps 1 and 2. The result is a

process of only 2 data exchanges:

1. Client and AP exchange 802.11 authentication messages and nonce-values

2. Client and AP exchange reassociation messages and temporal key/acknowledgment

Fast Roaming Protocol

By reducing authentication steps with 802.11r, Fast Roaming considerably improves handoff

time on UniFi APs. This improvement is most pronounced on WPA2-Enterprise networks, but

BSS Transition similarly reduces steps on WPA2-Personal (WPA2-PSK) networks by allowing

clients to quickly negotiate with any AP on the network.

Like 802.11r, UniFi Fast Roaming reduces steps to streamline roaming across

secure networks. Let’s take a look at how it stacks up against other UniFi roaming protocols.

UniFi - Fast Roaming – Ubiquiti Support and Help Center https://help.ui.com/hc/en-us/articles/115004662107-UniFi-Fast-Roaming

4 of 8 06/04/2021 18:19



Fast Roaming vs. Zero-Handoff Roaming

Zero-Handoff Roaming (ZHO) was introduced on the �rst generation of UniFi APs. While it

allows clients to roam without any added latency, ZHO does have some limitations. When

enabled, all APs in the network use the same radio channel, effectively converting the entire

network into a single AP. While this completely eliminates roaming latency, all wireless traf�c

must compete for airtime on a single channel. The result is a more sluggish network, especially

with several clients online.

With ZHO disabled, UniFi APs suffered from relatively long roaming times before the

implementation of Fast Roaming. Fast Roaming offers an improvement in roaming latency

while maintaining overall network performance.

To explore the improvement that Fast Roaming offers, a couple of tests were done to compare

network performance using four different AP con�gurations:

1. UAP-PRO - �rmware v. 3.7.5

2. UAP-PRO ZHO - �rmware v. 3.7.5 Zero Handoff Roaming Enabled

3. UAP-AC-PRO - �rmware 3.7.5

4. UAP-AC-PRO FR - �rmware 3.7.24

For each con�guration, 3 APs were arranged in a triangle—each about 15 meters from the

others and wired via ethernet to a US-8-150W switch. Testing was carried out on an 802.11ac

compatible smartphone. In addition to the smartphone, two other "AC clients" were

connected to the network: one desktop computer, streaming video on Net�ix, and one laptop,

streaming music on Pandora. With the network in place, upload/download speed and roaming

latency were measured for each con�guration.

First, a simple up/down speed test was performed using the UniFi mobile app. From the center

of the AP triangle, we connected to the network and tested upload and download speed. The

test was performed three times for each con�guration and averaged the results:

ATTENTION: Zero-Handoff is not recommended for use in UniFi deployments and

is only supported on Gen1 UniFi APs. Roaming without ZHO/Fast Roaming

enabled should be adequate for most environments. In cases where faster

roaming is required, Fast Roaming is advised for use over ZHO as it offers similar

bene�ts without the severe cost to performance and scalability.
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As you can see, ZHO �nished last in upload and download speeds, even with just 3 client

devices connected. Because all ZHO traf�c uses a single channel, we could expect its

performance to be even worse on a busier network.

Fast Roaming offered the second lowest speeds but was much more comparable to the

previous roaming protocols. Download and upload speeds were only about 5% and 14% less

than the highest measured speeds, respectively.

Next, a ping monitor was used to test roaming times. The monitor documents each packet sent

between the client device and an AP. For this step, we started at one AP and walked directly

towards another. Using the ping monitor, we documented the time at which the last ping was

received from the original AP and the time at which the �rst ping was received from the new

one. We subtracted the two times to �nd total roaming time between the APs. Again, we

performed this test three times for each con�guration and averaged the results:

Fast Roaming showed considerable improvement over existing non-ZHO roaming

performance, cutting total roaming time down to under a second. That's almost a 95%

reduction in roaming latency!

It is important to consider the users' needs in any network and to design and con�gure the

network to meet a given project’s needs. For example, Zero Handoff Roaming may be

Con�guration
AP-

PRO

AP-

PRO-

ZHO

AP-

AC-

PRO

AP-AC-

PRO-FR

Download Speed

(Mbps)
232.3 205.0 243.2 231.9 

Upload Speed

(Mbps) 
 278.4 223.8 298.1 256.1 

Con�guration
AP-

PRO

AP-

PRO-

ZHO

AP-

AC-

PRO

AP-AC-

PRO-FR

Roaming Time

(seconds)
11.4 0 14.6 0.6 
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suf�cient when minimal latency is required, as long as only a handful of clients are online at a

time.

Keep in mind that Fast Roaming does not guarantee quick roaming times. Even with Fast

Roaming, great roaming can only be achieved with good network planning—including

proper Tx power settings and adequate cell overlap.

For networks requiring both speed and mobility, Fast Roaming is ideal, offering drastically

reduced roaming times with very little speed loss. The result is UniFi’s most complete roaming

package to date.

Related Articles

• UniFi Access Point Generation Table
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Ubiquiti Support and Help Center > UniFi Network > UniFi Network Tips & Tricks > Improve Performance

UniFi - RF Scan: Suggested Channels Feature

Overview

This article is an introduction on the RF Environment: Scan and Suggested Channel features.

Table of Contents

1. Introduction

2. How to Set Up Suggested Channels

Introduction

Normally, channel planning is a multi-step process that requires a lot of time to do it properly.

The WiFi spectrum must be scanned, manually analyzed, and a channel plan

created. Suggested Channels does this automatically: after an RF scan has been triggered, the

best channel found will be selected and automatically set, based on how busy the channel is,

Search

NOTES & REQUIREMENTS: Applicable to all RF-capable access points (Gen 2 and

above), on �rmware version 3.8.12+ and UniFi Network Controller software

version 5.7.X and above.
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the RSSI of the channel, and whether or not the same SSID is already transmitting on that

channel.

How to Set Up Suggested Channels

Very little is required to set up Suggested Channels. The scanning UniFi Access Point (UAP)

must be on �rmware version 3.8.12 or higher and be using controller v5.7.x or higher. Follow

these steps to set up the Suggested Channels feature:

1. In the UniFi Network Controller go to the Devices tab and click on the desired UAP to open

the Properties Panel.

2. In the UAP's Properties Panel go to Con�g  > Radios.

3. Set the Channel to "Auto". And save your changes.

4. Now navigate to Tools > RF Environment to start an RF Scan by clicking the Scan button.
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When the RF scan is complete, the results will be shown. The area representing the UAP's

current channel will be shaded with diagonal lines. Because you selected Channel: Auto in step

3, the UAP will automatically set the radio to the best channel. This decision is based on how

busy the channel is, the RSSI of the channel, and whether or not the same SSID is already

transmitting on that channel.

NOTE: Suggested Channels is mainly intended for low-density networks that have

a relatively static RF environment. Because the RF scan is manual, if the RF

environment changes frequently, you will have to frequently re-scan for the

optimal channel to be chosen.
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Ubiquiti Support and Help Center > UniFi Network > UniFi Network Getting Started > Intro to UniFi

UniFi - UniFi Overview

UniFi by Ubiquiti is an integrated networking, surveillance, VoIP and access control device

ecosystem geared towards enterprise users.

The UniFi Network devices are managed by the UniFi Network Controller and include:

UniFi Dream Machine line offers all-in-one network management devices

UniFi Switching is a diverse line of switches

UniFi Access Points provide high-performance Wi-Fi

UniFi Security Gateways provide security features for your network

UniFi Cloud Keys are devices that host the UniFi Network Controller

UniFi Protect includes a diverse line of cameras and surveillance software. 

UniFi Access is a complete door access control system. 

UniFi vs Operator

Common UniFi Topologies

Host Device Controllers

Device Feature Matrix

UniFi Network Controller

UniFi Dream Machines

UniFi Access Points

UniFi Switches

UniFi Security Gateways

UniFi Cloud Keys

UniFi Protect

Search
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UniFi Access

UniFi vs Operator

Besides UniFi, Ubiquiti offers the Operator (ISP) product lines, such as airFiber, airMAX,

EdgeMAX and UFiber.

Those are geared towards more advanced users and managed by the UNMS software suite.

The airMAX and airFiber devices provide solutions for long and short range links to create

Ethernet bridges connecting multiple buildings or locations.

EdgeMAX is a routing and switching line similar to UniFi Network, but aimed at more IT-

oriented administrators and relying more heavily on command line con�gurations.

UFiber GPON is our �ber line, including terminals and optical network units.

Common UniFi Network Topologies

You can mix UniFi and third party networking devices, but a full UniFi topology managed by

the UniFi Network Controller gets you centralized network management with all of the

advanced UniFi features.

Getting Started with Ubiquiti UniFi - Full Length
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A common topology including a UniFi Security Gateway, Switch, Access Point and Cloud Key

will look like this:

Using the integrated UniFi Dream Machine, a similar topology (covering gateway, switch and

access point) would look something like this diagram:

A UniFi Dream Machine Pro system, with both UniFi Network and UniFi Protect controllers,

might look like this if you want to power your cameras and access points via PoE:

Host Device Controllers

Host devices are gateway hardware that can support speci�c UniFi applications. 
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The UniFi Dream Machine Pro (UDM Pro) hosts the following applications:

UniFi Network

UniFi Protect

UniFi Access

UniFi Talk (Beta)

The UniFi Cloud Key Gen2 Plus (UCK G2 Plus) hosts the following applications:

UniFi Network

UniFi Protect

UniFi Access

UniFi Talk (Beta)

The UniFi Dream Machine (UDM) hosts UniFi Network.

The UniFi Cloud Key Gen2 (UCK G2) hosts UniFi Network.

The UniFi Protect Network Video Recorder (UNVR) hosts UniFi Protect.

The UniFi Protect Network Video Recorder Pro (UNVR Pro) hosts UniFi Protect. Coming

soon, currently only available in Early Access store.

Device Feature Matrix

The matrix below lists the features that each type of device enables in the UniFi Network

Controller. It does not contain all articles for the features discussed, please take a look at the

UniFi help center category to browse all articles.

WiFi

UniFi Access

Points

UniFi Switches UniFi

Gateways

(Firewall)

UniFi Cloud

Keys

UniFi Dream

Machines
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Traf�c & Client Statistics  ARTICLE

Client Rate Limiting  ARTICLE

MAC Filtering

RADIUS MAC Authentication

Captive Portal (the UniFi Network Controller must be running)  ARTICLE

Guest Access Control  ARTICLE

VLAN

RADIUS Assigned VLAN (802.1X)

airTime (only UAP-SHD / UAP-XG / UWB-XG) ARTICLE

SNMP v1/2c/3

Multicast-Enhancement

802.3ad LAG (supported only by UAPs with two ethernet ports, see device Quick

Start Guide for hardware specs)

802.1x Fallback VLAN (Guest VLAN) - Only UAP-IW-HD

QoS

UniFi Network Controller

The UniFi Network Controller is a free software suite that allows you to set up, con�gure,

manage and analyze your UniFi network in a centralized manner.

The controller can be hosted on:

a UniFi hosting device such as a UniFi Dream Machine or UniFi Cloud Key

a local or remote computer or server running Linux, macOS or Microsoft Windows

You can access the controller remotely via UniFi Cloud and manage your network on the go

using the UniFi Network mobile app.

For more information about setting up the UniFi Network Controller, see UniFi - How to Set

Up a UniFi Network Controller.
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UniFi Dream Machines

The UniFi Dream Machine is an all-in-one enterprise-grade router and security gateway that

includes the UniFI Network Controller.

There are two Dream Machine models: the UDM and the UDM-Pro.

The UDM provides an integrated Wi-Fi access point, while the UDM-Pro can host the UniFi

Protect controller and manage your UniFi surveillance network.

For a more detailed overview of the Dream Machine device line, see Ubiquiti website.

UniFi Access Points

The UniFi AP family is a line of high performance wireless access points designed for both

regular and high-density environments.

Which Ubiquiti UniFi Access Point (AP) is Right For Me
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In addition to the basic functionality, UniFi APs offer features like guest portals, access

control, multi-hop and others.

When picking the AP model, keep in mind that different APs have different radio rates,

number of ports and concurrent clients and other differences.

You can also conduct a wireless site survey to get a true idea of the different areas of signal

strength in the building.

For more information about the UniFi AP features, see:

model overview and comparison on the Ubiquiti website

UniFi - Access Point Comparison Charts Help Center article

device datasheets and speci�cation on Ubiquiti Downloads

UniFi Switches

UniFi Switching is a diverse line of switches for fully managed high-performance switching.

Switching products offer PoE and SFP support, indoor and outdoor options as well as L2 traf�c

and access control and L3 routing and DHCP.

For more information about UniFi switches, see:

Which Ubiquiti UniFi Switch is Right for Me

UniFi - UniFi Overview – Ubiquiti Support and Help Center https://help.ui.com/hc/en-us/articles/360050130353-UniFi-UniFi-Overview
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model overview and comparison on the Ubiquiti website

UniFi - Access Point Comparison Charts Help Center article

device datasheets and speci�cation on Ubiquiti Downloads

UniFi Security Gateways

UniFi Security Gateways are cost-effective gateway routers with advanced security features

for your UniFi networks.

Some of the features offered by the USG are Intrusion Prevention System, Deep Packet

Inspection, advanced �rewall and secure VPN.

For more information about the UniFi Security Gateways, see Ubiquiti website.

UniFi Cloud Keys

The UniFi Cloud Keys are dedicated UniFi Network Controller hosting devices for local or

remote cloud management.

There are two current models:

the UniFi Cloud Key Gen2, which hosts the UniFi Network Controller

the UniFi Cloud Key Gen2 Plus, which hosts both the Network and Protect

UniFi - UniFi Overview – Ubiquiti Support and Help Center https://help.ui.com/hc/en-us/articles/360050130353-UniFi-UniFi-Overview
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controllers

Find more information about UniFi Cloud Keys, see Ubiquiti website.

UniFi Protect

UniFi Protect is a scalable building video security platform designed for multi-camera

deployments, both indoor and outdoor.

The UniFi Protect Controller allows for a seamless remote management of your UniFi cameras

and can be hosted on a UniFi Cloud Key Gen2 Plus or a UniFi Dream Machine Pro.

Find more information about UniFi Protect in the Ubiquiti website.

UniFi Access

UniFi Access is a door access control system powered by native PoE technology.

It includes the UA-Hub, two options for Access Readers (UA-Pro and UA-Lite) and the UA-

Card, the UniFi Access NFC card (but any NCF card is supported).

For more information, see this article: UniFi Access - Getting Started.

UniFi - UniFi Overview – Ubiquiti Support and Help Center https://help.ui.com/hc/en-us/articles/360050130353-UniFi-UniFi-Overview
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DATASHEET

802.11AC Dual-Radio Access Points

Models: UAP-AC-IW, UAP-AC-IW-PRO, UAP-AC-LITE,  

UAP-AC-LR, UAP-AC-PRO, UAP-AC-EDU 

Unlimited Indoor/Outdoor AP Scalability in a Unified Management System

Breakthrough Speeds up to 1300 Mbps in the 5 GHz Band

Intuitive UniFi Controller Software
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Scalable Enterprise Wi-Fi Management

UniFi® is the revolutionary Wi-Fi system that combines 
enterprise performance, unlimited scalability, and 
a central management controller. UniFi 802.11AC 
Dual‑Radio Access Points (APs) have a refined industrial 
design and can be easily installed using the included 
mounting hardware.

Easily accessible through any standard web browser 
and the UniFi mobile app (iOS or Android), the UniFi 
Controller software is a powerful software engine ideal 
for high‑density client deployments requiring low latency 
and high uptime performance. 

Use the UniFi Controller software to quickly configure 
and administer an enterprise Wi‑Fi network – no special 
training required. RF map and performance features, 
real-time status, automatic UAP device detection, and 
advanced security options are all seamlessly integrated.

Features

Save Money and Save Time Unlike traditional enterprise 
Wi-Fi systems that use a hardware controller, UniFi comes 
bundled with a non-dedicated software controller that 
can be deployed on an on‑site PC, Mac, or Linux machine; 
in a private cloud; or using a public cloud service.

Powerful Hardware The UniFi 802.11AC Dual-Radio APs 
feature the latest in Wi‑Fi 802.11AC MIMO technology.

Intuitive UniFi Controller Software Configure and 
manage your APs with the easy‑to‑learn user interface.

Expandable Unlimited scalability: build wireless 
networks as big or small as needed. Start with one (or 
upgrade to a three‑pack) and expand to thousands while 
maintaining a single unified management system.

Extend Your Coverage
With the UniFi Controller software running in a NOC or in the cloud, administrators can manage multiple sites: multiple, 
distributed deployments and multi‑tenancy for managed service providers. Below are some deployment examples.

University/Industrial Campus

Corporate Buildings

Internet Cafe

Dorm or Residence

Hotel
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UniFi Controller 
Packed with Features

Use the UniFi Controller to provision thousands 
of UniFi APs, map out networks, quickly manage 
system traffic, and provision additional UniFi APs.

Breakthrough RF Map

Use the RF map to monitor and analyze 
radio frequencies for optimal AP placement, 
configuration, and troubleshooting.

Powerful RF Performance Features

Advanced RF performance and configuration 
features include spectral analysis, airtime fairness, 
and band steering.

Detailed Analytics

Use the configurable reporting and analytics to 
manage large user populations and expedite 
troubleshooting. 

Wireless Uplink

Wireless Uplink functionality enables wireless 
connectivity between APs for extended range. One 
wired UniFi AP uplink supports up to four wireless 
downlinks on a single operating band, allowing 
wireless adoption of devices in their default state 
and real‑time changes to network topology. 

Guest Portal/Hotspot Support

Easy customization and options for Guest Portals 
include authentication, Hotspot setup, and the 
ability to use your own external portal server. Use 
UniFi’s rate limiting for your Guest Portal/Hotspot 
package offerings. Apply different bandwidth rates 
(download/upload), limit total data usage, and 
limit duration of use. 

All UniFi APs include Hotspot functionality: 

• Built‑in support for billing integration using 
major credit cards. 

• Built‑in support for voucher‑based 
authentication.

• Built‑in Hotspot Manager for voucher creation, 
guest management, and payment refunds. 

• Full customization and branding of Hotspot 
portal pages.

Multi-Site Management

A single UniFi Controller running in the cloud 
can manage multiple sites: multiple, distributed 
deployments and multi‑tenancy for managed 
service providers. Each site is logically separated 
and has its own configuration, maps, statistics, 
guest portal, and administrator read/write and 
read-only accounts.

WLAN Groups

The UniFi Controller can manage flexible 
configurations of large deployments. Create 
multiple WLAN groups and assign them to an 
AP’s radio.

Dashboard

UniFi provides a visual representation of your network’s status 
and delivers basic information about each network segment.

RF Map

Monitor UniFi APs and analyze the surrounding RF environment.

Statistics

UniFi visualizes network traffic in clear and easy‑to‑read graphs.

UniFi Mobile App

Manage your UniFi devices from your smartphone or tablet.
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Models

Hardware Overview

Easy Mounting Sleek design for seamless integration 
into any environment (all accessories included).

LED Unique provisioning and status LED provides 
administrator location tracking and alerts for each device.

Designed for the Great Outdoors The UniFi AC Pro 
features weatherproof casing designed specifically for 
outdoor applications.

Advanced Acoustic Speaker The UniFi AC EDU AP 
provides high‑quality sound with accurate voice 
reproduction for announcements over Wi‑Fi.

Power over Ethernet (PoE) Includes PoE functionality. 
Each single‑pack – except for the UniFi AC In‑Wall AP, 
In‑Wall Pro AP, and Pro AP – includes a PoE adapter. 

PoE Switching

UniFi Switch with PoE You can power your UniFi devices 
with a UniFi PoE Switch (sold separately). Available in 
8, 16, 24, and 48‑port versions with multiple power 
output options, the UniFi PoE Switch conveniently offers 
auto‑sensing IEEE 802.3af PoE/802.3at PoE+. 

 

PoE Standards The UniFi AC EDU, In‑Wall, In‑Wall Pro, 
and Pro APs are compatible with an 802.3at PoE+ 
compliant switch. The UniFi AC Pro AP can also use 
802.3af PoE.

Model Comparison Chart

UAP-AC-IW UAP-AC-IW-PRO UAP-AC-LITE UAP-AC-LR UAP-AC-PRO  UAP-AC-EDU

Environment Indoor Indoor Indoor Indoor Indoor/Outdoor Indoor

Simultaneous 

Dual-Band
✓ ✓ ✓ ✓ ✓ ✓

2.4 GHz Radio 
Rate

300 Mbps 450 Mbps 300 Mbps 450 Mbps 450 Mbps 450 Mbps

2.4 GHz MIMO 2x2 3x3 2x2 3x3 3x3 3x3

5 GHz Radio Rate 867 Mbps 1300 Mbps 867 Mbps 867 Mbps 1300 Mbps 1300 Mbps

5 GHz MIMO 2x2 3x3 2x2 2x2 3x3 3x3

Secondary 

Ethernet Port

✓

(2 Additional 

Ports)

✓

(2 Additional 

Ports)

✓ ✓

Loudspeaker ✓

PoE Mode 802.3at PoE+ 802.3at PoE+
802.3af/A PoE 

24V Passive PoE

802.3af/A PoE 

24V Passive PoE

802.3af PoE 

802.3at PoE+
802.3at PoE+

Ceiling Mount ✓ ✓ ✓ ✓

Wall Mount ✓ ✓ ✓ ✓ ✓ ✓

Wireless Uplink ✓ ✓ ✓ ✓ ✓ ✓

DFS Certification ✓ ✓ ✓ ✓ ✓ ✓

Eduardo
Highlight
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1 We recommend powering the UniFi APs with the UniFi PoE Switch, as 
PoE adapters are not included.

2 Four‑ and five‑packs do not ship with PoE adapters; we recommend 
powering the UniFi APs with the UniFi PoE Switch instead.

UAP-AC-LITE

Featuring an ultra‑compact design, the UniFi AC Lite 
AP delivers a cost-effective combination of value and 
performance in a reduced footprint: 25% smaller than 
the standard UniFi AP. The UniFi AC Lite AP provides 
simultaneous, dual‑band, 2x2 MIMO technology and is 
available in single‑ and five‑packs2.

UAP-AC-LR

Ideal for long‑range deployments, the UniFi AC LR AP 
offers simultaneous, dual‑band operation with 3x3 MIMO 
in the 2.4 GHz band and 2x2 MIMO in the 5 GHz band. 
The innovative antenna design provides a long‑range, 
symmetrical‑link coverage area, and the antenna gain of 
the UniFi AC LR AP performs better than one‑way, high 
transmit power does for connecting distant clients. It is 
available in single‑ and five‑packs2.

UAP-AC-EDU

The UniFi AC EDU AP conveniently integrates Wi‑Fi 
and public address capabilities, making it ideal for 
campus‑wide deployment. The UniFi AC EDU AP features 
simultaneous, dual‑band, 3x3 MIMO technology and 
convenient 802.3at PoE+ compatibility. It is available in 
single‑ and four‑packs2. 

4

UAP-AC-PRO

Deploy the UniFi AC Pro AP indoors or outdoors, in 
wireless networks requiring maximum performance. 
Sporting a weatherproof design, the UniFi AC Pro AP 
features simultaneous, dual‑band, 3x3 MIMO technology 
and convenient 802.3af PoE/802.3at PoE+ compatibility. 
It is available in single‑ and five‑packs1. 

UAP-AC-IW

The UniFi AC In-Wall AP transforms an Ethernet wall 
connection into a dual-band 802.11AC Wi-Fi Access 
Point. It features two Gigabit Ethernet ports, one of 
which delivers PoE to power and connects an 802.3af 
device to the network. The UniFi AC In‑Wall AP provides 
simultaneous, dual‑band, 2x2 MIMO technology and is 
available in single‑ and five‑packs1.

Model: UAP-AC-IW-PRO

UAP-AC-IW-PRO

The UniFi AC In-Wall Pro AP transforms an Ethernet wall 
connection into a simultaneous, dual-band 802.11AC Wi-Fi 
Access Point with 3x3 MIMO technology and 50% higher 
radio rates than the UAP‑AC‑IW. The UniFi AC In‑Wall Pro 
features two Gigabit Ethernet ports, one of which delivers 
PoE to power and connects an 802.3af device to the 
network. It is available in single‑ and five‑packs1.
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UAP-AC-IW Specifications 

UAP-AC-IW

Dimensions 139.7 x 86.7 x 25.75 mm (5.5 x 3.41 x 1.01")

Weight 200 g (6.43 oz)

Networking Interface  (3) 10/100/1000 Ethernet Ports

Buttons Reset

Power Method 802.3at PoE+ Supported

Power Supply UniFi PoE Switch (Not Included)

Power Save Supported

PoE Out 48V Pass‑Through (Pins 1, 2+; 3, 6‑)

Maximum Power Consumption
with PoE Passthrough

7W

19W*

Maximum TX Power
2.4 GHz
5 GHz

20 dBm

20 dBm

Antennas

2.4 GHz
5 GHz

(1) Dual‑Band Antenna, Single‑Polarity
1 dBi

2 dBi

Wi-Fi Standards 802.11 a/b/g/n/r/k/v/ac

Wireless Security WEP, WPA‑PSK, WPA‑Enterprise (WPA/WPA2, TKIP/AES)

BSSID Up to 8 per Radio

Mounting 1‑Gang Electrical Wall Box (Not Included)

Operating Temperature ‑10 to 50° C (14 to 122° F)

Operating Humidity 5 to 95% Noncondensing

Certifications CE, FCC, IC

* Requires 802.3at PoE+ switch

Advanced Traffic Management

VLAN 802.1Q

Advanced QoS Per‑User Rate Limiting

Guest Traffic Isolation Supported

WMM Voice, Video, Best Effort, and Background

Concurrent Clients 250+

Supported Data Rates (Mbps)

Standard Data Rates

802.11ac 6.5 Mbps to 867 Mbps (MCS0 ‑ MCS9 NSS1/2, VHT 20/40/80)

802.11n 6.5 Mbps to 300 Mbps (MCS0 ‑ MCS15, HT 20/40)

802.11a 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11g 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11b 1, 2, 5.5, 11 Mbps
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UAP-AC-IW-PRO Specifications 

UAP-AC-IW-PRO

Dimensions 139.7 x 86.7 x 25.75 mm (5.5 x 3.41 x 1.01")

Weight 210 g (7.41 oz)

Networking Interface  (3) 10/100/1000 Ethernet Ports

Buttons Reset

Power Method 802.3at PoE+ Supported

Power Supply UniFi PoE Switch (Not Included)

Power Save Supported

PoE Out 48V Pass‑Through (Pins 1, 2+; 3, 6‑)

Maximum Power Consumption
with PoE Passthrough

10W

22W*

Maximum TX Power
2.4 GHz
5 GHz

22 dBm

22 dBm

Antennas

2.4 GHz
5 GHz

(1) Dual‑Band Antenna, Single‑Polarity
5 dBi

6.5 dBi

Wi-Fi Standards 802.11 a/b/g/n/r/k/v/ac

Wireless Security WEP, WPA‑PSK, WPA‑Enterprise (WPA/WPA2, TKIP/AES)

BSSID Up to 8 per Radio

Mounting 1‑Gang Electrical Wall Box (Not Included)

Operating Temperature ‑10 to 50° C (14 to 122° F)

Operating Humidity 5 to 95% Noncondensing

Certifications CE, FCC, IC

* Requires 802.3at PoE+ switch

Advanced Traffic Management

VLAN 802.1Q

Advanced QoS Per‑User Rate Limiting

Guest Traffic Isolation Supported

WMM Voice, Video, Best Effort, and Background

Concurrent Clients 250+

Supported Data Rates (Mbps)

Standard Data Rates

802.11ac 6.5 Mbps to 1300 Mbps (MCS0 ‑ MCS9 NSS1/2/3, VHT 20/40/80)

802.11n 6.5 Mbps to 450 Mbps (MCS0 ‑ MCS15, HT 20/40)

802.11a 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11g 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11b 1, 2, 5.5, 11 Mbps
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UAP-AC-LITE Specifications 

UAP-AC-LITE

Dimensions 160 x 160 x 31.45 mm (6.30 x 6.30 x 1.24")

Weight
With Mounting Kits

170 g (6.0 oz) 
185 g (6.5 oz)

Networking Interface   (1) 10/100/1000 Ethernet Port

Buttons Reset

Power Method 802.3af/A PoE 

24V Passive PoE (Pairs 4, 5+; 7, 8 Return)

Power Supply 24V, 0.5A Gigabit PoE Adapter*

Power Save Supported

Maximum Power Consumption 6.5W

Maximum TX Power
2.4 GHz
5 GHz

20 dBm

20 dBm

Antennas (2) Dual‑Band Antennas, 3 dBi Each

Wi-Fi Standards 802.11 a/b/g/n/r/k/v/ac

Wireless Security WEP, WPA‑PSK, WPA‑Enterprise (WPA/WPA2, TKIP/AES)

BSSID Up to 8 per Radio

Mounting Wall/Ceiling (Kits Included)

Operating Temperature ‑10 to 70° C (14 to 158° F)

Operating Humidity 5 to 95% Noncondensing

Certifications CE, FCC, IC

* Only the single‑pack of the UAP‑AC‑LITE includes a PoE adapter.

Advanced Traffic Management

VLAN 802.1Q

Advanced QoS Per‑User Rate Limiting

Guest Traffic Isolation Supported

WMM Voice, Video, Best Effort, and Background

Concurrent Clients 250+

Supported Data Rates (Mbps)

Standard Data Rates

802.11ac 6.5 Mbps to 867 Mbps (MCS0 ‑ MCS9 NSS1/2, VHT 20/40/80)

802.11n 6.5 Mbps to 300 Mbps (MCS0 ‑ MCS15, HT 20/40)

802.11a 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11g 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11b 1, 2, 5.5, 11 Mbps
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UAP-AC-LR Specifications

UAP-AC-LR

Dimensions 175.7 x 175.7 x 43.2 mm (6.92 x 6.92 x 1.70")

Weight
With Mounting Kits

240 g (8.5 oz)
315 g (11.1 oz)

Networking Interface   (1) 10/100/1000 Ethernet Port

Buttons Reset

Power Method 802.3af/A PoE 

24V Passive PoE (Pairs 4, 5+; 7, 8 Return)

Power Supply 24V, 0.5A Gigabit PoE Adapter*

Power Save Supported

Maximum Power Consumption 6.5W

Maximum TX Power
2.4 GHz
5 GHz

24 dBm

22 dBm

Antennas (1) Dual‑Band Antenna, Tri‑Polarity, 2.4 GHz: 3 dBi, 5 GHz: 3 dBi

Wi-Fi Standards 802.11 a/b/g/n/r/k/v/ac

Wireless Security WEP, WPA‑PSK, WPA‑Enterprise (WPA/WPA2, TKIP/AES)

BSSID Up to 8 per Radio

Mounting Wall/Ceiling (Kits Included)

Operating Temperature ‑10 to 70° C (14 to 158° F)

Operating Humidity 5 to 95% Noncondensing

Certifications CE, FCC, IC

* Only the single‑pack of the UAP‑AC‑LR includes a PoE adapter.

Advanced Traffic Management

VLAN 802.1Q

Advanced QoS Per‑User Rate Limiting

Guest Traffic Isolation Supported

WMM Voice, Video, Best Effort, and Background

Concurrent Clients 250+

Supported Data Rates (Mbps)

Standard Data Rates

802.11ac 6.5 Mbps to 867 Mbps (MCS0 ‑ MCS9 NSS1/2, VHT 20/40/80)

802.11n 6.5 Mbps to 450 Mbps (MCS0 ‑ MCS23, HT 20/40)

802.11a 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11g 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11b 1, 2, 5.5, 11 Mbps
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UAP-AC-PRO Specifications

UAP-AC-PRO

Dimensions 196.7 x 196.7 x 35 mm (7.74 x 7.74 x 1.38")

Weight
With Mounting Kits

350 g (12.4 oz)
450 g (15.9 oz)

Networking Interface  (2) 10/100/1000 Ethernet Ports

Port (1) USB 2.0 Port

Buttons Reset

Power Method Passive Power over Ethernet (48V), 802.3af/802.3at Supported 

(Supported Voltage Range: 44 to 57VDC)

Power Supply UniFi Switch (PoE)

Power Save Supported

Maximum Power Consumption 9W

Maximum TX Power
2.4 GHz
5 GHz

22 dBm

22 dBm

Antennas (3) Dual‑Band Antennas, 2.4 GHz: 3 dBi, 5 GHz: 3 dBi

Wi-Fi Standards 802.11 a/b/g/n/r/k/v/ac

Wireless Security WEP, WPA‑PSK, WPA‑Enterprise (WPA/WPA2, TKIP/AES)

BSSID Up to 8 per Radio

Mounting Wall/Ceiling (Kits Included)

Operating Temperature ‑10 to 70° C (14 to 158° F)

Operating Humidity 5 to 95% Noncondensing

Certifications CE, FCC, IC

Advanced Traffic Management

VLAN 802.1Q

Advanced QoS Per‑User Rate Limiting

Guest Traffic Isolation Supported

WMM Voice, Video, Best Effort, and Background

Concurrent Clients 250+

Supported Data Rates (Mbps)

Standard Data Rates

802.11ac 6.5 Mbps to 1300 Mbps (MCS0 ‑ MCS9 NSS1/2/3, VHT 20/40/80)

802.11n 6.5 Mbps to 450 Mbps (MCS0 ‑ MCS23, HT 20/40)

802.11a 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11g 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11b 1, 2, 5.5, 11 Mbps
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UAP-AC-EDU Specifications

UAP-AC-EDU

Dimensions 287.5 x 287.5 x 125.9 mm (11.32 x 11.32 x 4.96")

Weight 1.820 kg (4.012 lb)

Networking Interface  Dual‑Band Wi‑Fi / Gigabit Ethernet

Ports (2) 10/100/1000 Ethernet Ports 

(1) USB 2.0 Port

Buttons Reset

Power Method Passive Power over Ethernet (48V), 802.3at Supported 

(Supported Voltage Range: 44 to 57VDC)

Power Supply 48V, 0.5A PoE Gigabit Adapter*

Power Save Supported

Maximum Power Consumption 20W

Maximum TX Power
2.4 GHz
5 GHz

22 dBm

22 dBm

Antennas (3) Dual‑Band Antennas, 2.4 GHz: 3 dBi, 5 GHz: 3 dBi

Wi-Fi Standards 802.11 a/b/g/n/r/k/v/ac

Wireless Security WEP, WPA‑PSK, WPA‑Enterprise (WPA/WPA2, TKIP/AES)

BSSID Up to 8 per Radio

Mounting Wall/Ceiling (Kits Included)

Operating Temperature ‑10 to 70° C (14 to 158° F)

Operating Humidity 5 to 95% Noncondensing

Certifications CE, FCC, IC

* Only the single‑pack of the UAP‑AC‑EDU includes a PoE adapter.

Advanced Traffic Management

VLAN 802.1Q

Advanced QoS Per‑User Rate Limiting

Guest Traffic Isolation Supported

WMM Voice, Video, Best Effort, and Background

Concurrent Clients 250+

Supported Data Rates (Mbps)

Standard Data Rates

802.11ac 6.5 Mbps to 1300 Mbps (MCS0 ‑ MCS9 NSS1/2/3, VHT 20/40/80)

802.11n 6.5 Mbps to 450 Mbps (MCS0 ‑ MCS23, HT 20/40)

802.11a 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11g 6, 9, 12, 18, 24, 36, 48, 54 Mbps

802.11b 1, 2, 5.5, 11 Mbps

Loudspeaker Acoustics

Sensitivity 94 dB (1W/1 m)

Maximum SPL 103 dB @ 1 m

Frequency Response 100 ‑ 20,000 Hz

Type Two‑Way Speaker with Second‑Order HP Filter
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System Example

Internet

UniFi Switch

(LAN Devices)

UniFi Controller UniFi AC

Wireless Clients

Wired Clients

UniFi Switch

UniFi AC

Wireless Clients

UniFi Security 

Gateway Pro

UniFi Server
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UniFi Switch Compatibility

The UniFi switches are compatible with UniFi Access Points and UniFi G3 Video Cameras, as detailed below. 

AP/Camera Model US-8 US-8-60W US‑8‑150W US‑16‑150W US‑24‑250W US‑24‑500W US‑48‑500W US‑48‑750W

UVC‑G3 ✓ ✓ ✓ ✓ ✓ ✓

UVC‑G3‑AF ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UVC‑G3‑DOME ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP ✓ ✓ ✓ ✓ ✓ ✓

UAP-LR ✓ ✓ ✓ ✓ ✓ ✓

UAP-PRO ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP-AC-LITE ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP-AC-LR ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP-AC-PRO ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP-AC-M ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP-AC-M-PRO ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP‑AC‑IW* ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP‑AC‑IW‑PRO* ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

UAP‑AC‑HD – – ✓ ✓ ✓ ✓ ✓ ✓

✓ Compatible with the UniFi switch

Requires Instant 802.3af Gigabit PoE Converter: INS‑3AF‑I‑G    or INS‑3AF‑O‑G  

Note:

* For the UAP‑AC‑IW and UAP‑AC‑IW‑PRO, PoE passthrough is supported by all of the switches listed above except for models US‑8 and US‑8‑60W.

Related Product Datasheets

UniFi Switch 8, UniFi Switch 8-60W:

dl.ubnt.com/datasheets/unifi/UniFi_Switch_8_DS.pdf

UniFi PoE Switches:

dl.ubnt.com/datasheets/unifi/UniFi_PoE_Switch.pdf

http://www.ubnt.com
http://dl.ubnt.com/datasheets/unifi/UniFi_Switch_8_DS.pdf
http://dl.ubnt.com/datasheets/unifi/UniFi_Switch_8_DS.pdf
http://dl.ubnt.com/datasheets/unifi/UniFi_PoE_Switch.pdf
http://dl.ubnt.com/datasheets/unifi/UniFi_PoE_Switch.pdf


802.11ac Dual-Radio 

Pro Access Point

Model: UAP-AC-PRO



Introduction
Thank you for purchasing the Ubiquiti Networks® 

UniFi® 802.11ac Dual-Radio Pro Access Point. This Quick Start 
Guide is designed to guide you through installation and 
includes warranty terms.

IMPORTANT: The UAP-AC-PRO requires the UniFi 
Controller v5.4 or higher, available at: 
www.ubnt.com/download/unifi

Package Contents

UniFi AP AC Pro Mounting Bracket Ceiling Backing Plate

Flat Head Screws 

(Qty. 4)
Keps Nuts 

(Qty. 4)
Screws  
(Qty. 4)

Screw Anchors 
(Qty. 4)

Cable Feed Plug Gigabit PoE* (48V, 0.5A) 
with Mount Bracket

Power Cord*

* Included only in the single-pack of the UAP-AC-PRO

TERMS OF USE: Ubiquiti radio devices must be professionally installed. Shielded Ethernet 
cable and earth grounding must be used as conditions of product warranty. TOUGHCable™ is 

designed for outdoor installations. It is the professional installer’s responsibility to follow local 
country regulations, including operation within legal frequency channels, output power, and 
Dynamic Frequency Selection (DFS) requirements.

http://www.ubnt.com/download/unifi


Installation Requirements

• Phillips screwdriver

• Drill and drill bit (6 mm for wall-mounting or 3 mm for 
ceiling-mounting)

• Optional: Drywall or keyhole saw (to cut 18 mm hole for 
Ethernet cable feed)

• Cat5/6 UTP cable for indoor installations

Outdoor Installation Requirements

IMPORTANT: The UAP-AC-PRO may be installed 
outdoors under an eave or other protected location. Do 
not install the UniFi AP in an open environment.

• Mounting location should be at least 60 cm (2 ft) from the 
edge of the eave or ceiling.

• Cable feed opening must be directed away from the open 
environment.

• Cable feed must be pointed downwards when wall-mounted.

• Shielded Category 5 (or above) cabling with drain wire 
should be used for all outdoor wired Ethernet connections 
and should be grounded through the AC ground of the PoE.

We recommend that you protect your networks from 
harmful outdoor environments and destructive ESD events 
with industrial-grade, shielded Ethernet cable from Ubiquiti 
Networks. For more details, visit 

www.ubnt.com/toughcable

System Requirements

• Linux, Mac OS X, or Microsoft Windows 7/8/10

• Java Runtime Environment 1.8 or above recommended

• Web Browser: Google Chrome (Other browsers may have 
limited functionality.)

• UniFi Controller software v5.4 or newer (available at:  
www.ubnt.com/download/unifi)

http://www.ubnt.com/toughcable
http://www.ubnt.com/download/unifi


Network Topology Requirements

• A DHCP-enabled network (for the AP to obtain an IP address 
as well as for the wireless clients after deployment)

• A UniFi Cloud Key or management station running the UniFi 
Controller v5.4 (or newer) software, located either on-site 
and connected to the same Layer-2 network, or off-site in 
the cloud or NOC

US-16-150W

USG-PRO-4

(DHCP Server)

Internet

UAP-AC-PRO

UAP-AC-M-PRO

UAP-AC-HD

LAN
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Sample Network Diagram

All UniFi devices support off-site management controllers. For 
setup details, see the User Guide on the website:  
www.ubnt.com/download/unifi

http://www.ubnt.com/download/unifi


Hardware Overview

LED

LED Color Status

White Factory default, waiting to be integrated.

Flashing White Initializing. 

Alternating 
White/Blue

Device is busy; do not touch or unplug it. 
This usually indicates that a process such 
as a firmware upgrade is taking place.

Blue
Indicates the device has been successfully 
integrated into a network and is working 

properly. 

Quickly 
Flashing Blue

This is used to locate an AP. 

When you click Locate in the UniFi 

Controller software, the AP will flash. It 
will also display the location of the AP on 
the map.

Steady Blue 
with Occasional 
Flashing

Indicates the device is in an isolated state 
(all WLANs are brought down until an 
uplink is found).



Ports

Main 

Port 

Secondary 

Port 

Security 

Slot

Reset 

Button
USB 

Port 

Secondary The Secondary port is a Gigabit Ethernet port used 
for bridging.

Reset The Reset button serves two functions for the UniFi AP:

• Restart Press and release the Reset button quickly.

• Restore to Factory Default Settings Press and hold the 
Reset button for more than five seconds. 

USB The USB port is reserved for future use. 

Main The Main port is a Gigabit Ethernet port used to 
connect the power and should be connected to the LAN and 
DHCP server.

Note: If you need to remove the UniFi AP from the 
Mounting Bracket, insert a paper clip in the Security 

Slot to release the Lock Tab and turn the UniFi AP 
counterclockwise.



Upgrade from UAP-PRO

The design of the UAP-AC-PRO Mounting Bracket facilitates 
upgrades from the UAP-PRO, by eliminating the need to drill 
new holes in the wall or ceiling tile. The following illustrations 
show the Mounting Bracket holes that are used for the  
UAP-AC-PRO and UAP-PRO: 

Mounting Bracket Holes (4)  

for UAP-AC-PRO

Mounting Bracket Holes (3)  

for UAP-PRO

To begin the upgrade, perform the following steps:

1. Insert a paper clip into the UAP-PRO Locking Notch  

to disengage the lock. Then turn the UAP-PRO 
counterclockwise and lift it off of the mounting bracket.

Locking Notch

UAP-PRO (wall mount installation)

2. Unscrew the three screws holding the mounting bracket to 
the wall or ceiling tile.

3. Go to step 3 of the Wall Mount section or step 4 of the 
Ceiling Mount section.



Hardware Installation

The UniFi AP can be mounted on the wall or ceiling. Perform 
the steps for the appropriate installation:

Wall Mount

1. Position the Mounting Bracket at the desired location on 
the wall with the Arrow pointing up.

2. Mark the four mounting holes, and use a 6 mm drill bit to 
drill the holes. If your Ethernet cable feeds through the 
wall, cut or drill a circle approximately 18 mm in diameter. 
Then feed the CAT5/6 cable through the hole.

Optional 18 mm Hole for 

Ethernet Cable Feed through the Wall

Arrow



3. Insert the Screw Anchors into the 6 mm holes. Secure the 
Mounting Bracket to the wall by inserting the Screws into 

the anchors.

 

Note: If upgrading from the UAP-PRO, secure 
the new Mounting Bracket to the wall using the 
existing holes.

4. Remove the rubber port cover from the UniFi AP.



5. If the Ethernet cable runs along the mounting surface, skip 
to step 6. If the Ethernet cable is fed through the wall or 
ceiling, insert the Cable Feed Plug.

6. Feed the Ethernet cable through the port cover.

Note: The feed hole will stretch to accommodate the 
RJ45 connector, and then seal around the cable.

7. Connect the Ethernet cable to the Main port and replace 
the port cover.



8. Align the Notch on the top edge of the UniFi AP with the 
Arrow on the Mounting Bracket.

Lock 

Tab

ArrowNotch

9. Rotate the UniFi AP clockwise until the tabs lock into place 
and the Lock Tab engages.



Ceiling Mount

1. Remove the ceiling tile.

2. Place the Ceiling Backing Plate in the center of the ceiling 
tile. Mark the four mounting screw holes and an 18 mm 
hole for the Ethernet cable feed.

18 mm Hole for Ethernet Cable Feed

3. Use a 3 mm drill bit to drill the screw holes, and cut or drill 
the hole for the Ethernet cable feed.



4. Insert the Flat Head Screws through the Mounting Bracket, 
ceiling tile, and Ceiling Backing Plate (see note below). 
Fasten the screws using the Keps Nuts. Then feed the 
Ethernet cable through the tile and bracket.

Note: If upgrading from the UAP-PRO, insert the 
Flat Head Screws through the new Mounting Bracket, 
the ceiling tile, and the Ceiling Backing Plate. (Either 
re-use the UAP-PRO Ceiling Backing Plate or replace 
it with the new UAP-AC-PRO plate.)



5. Insert the Cable Feed Plug.

6. Remove the port cover from the UniFi AP, and then feed 
the Ethernet cable through the port cover.

Note: The feed hole will stretch to accommodate the 
RJ45 connector, and then seal around the cable.

7. Connect the Ethernet cable to the Main port and replace 
the port cover.



8. Align the Notch on the top edge of the UniFi AP with the 
Arrow on the Mounting Bracket.

Lock Tab
Arrow

Notch

9. Rotate the UniFi AP clockwise until the tabs lock into place 
and the Lock Tab engages.

10. Set the ceiling tile back into place.



Powering the UniFi AP

The UAP-AC-PRO features auto-sensing 802.3af/802.3at PoE 
support and can be powered by any of the following:

• Ubiquiti Networks UniFi Switch with PoE

• 802.3af/802.3at PoE+ compliant switch

• Ubiquiti Networks Gigabit PoE Adapter (48V, 0.5A)

The single-pack of the UAP-AC-PRO includes one Gigabit PoE 

adapter. For multi-pack units, PoE adapters or a UniFi Switch 
with PoE may be purchased separately.

Connecting to a PoE Switch

Connect the Ethernet cable from the UniFi AP directly to a PoE 
port on the switch. 

1                     3                    5                    7                   9                  11                   13                  15                 17                 19                  21                 22

2                    4                    6                    8                  10                  12                   14                 16                  18                 20                  22                 24

SFP1

SFP2



Connecting to a PoE Adapter

1. Connect the Ethernet cable from the device to the POE 

port of the Gigabit PoE adapter.

2. Connect an Ethernet cable from your LAN to the LAN port  

of the Gigabit PoE adapter. 

3. Connect the Power Cord to the adapter, and then plug the 
Power Cord into a power outlet.

Mounting the PoE Adapter (Optional)

1. Remove the PoE Mounting Bracket from the adapter, place 
the bracket at the desired location, and mark the two holes. 

2. Pre-drill the holes if necessary, and secure the bracket 
using two fasteners (not included).

3. Align the adapter’s slots with the tabs of the PoE Mounting 

Bracket, and then slide the adapter down.



Software Installation

Download and install the latest version of the UniFi Controller 
software. Launch it and follow the on-screen instructions. The 
software and step-by-step instructions in the User Guide are 
available at: www.ubnt.com/download/unifi

After you have installed the software and run the UniFi 
Installation Wizard, a login screen will appear for the UniFi 
Controller management interface. Enter the Admin Name and 
Password that you created and click Log In.

You can manage your wireless network and view network 
statistics using the UniFi Controller management interface. 
For information on configuring and using the UniFi Controller 
software, refer to the User Guide.

Mobile App Installation

Ubiquiti Networks also offers the UniFi mobile app, which 
is available from the App Store® (iOS) or Google Play™ Store 
(Android). You can use it to provision a UniFi AP for basic 
functionality without configuring a UniFi Controller. It also 
allows seamless provisioning of APs for remote controllers 
(controllers not on the same Layer 2 network) and easy access 
to local controllers and those monitored on unifi.ubnt.com

http://www.ubnt.com/download/unifi
http://unifi.ubnt.com


Specifications

UAP-AC-PRO

Dimensions 196.7 x196.7 x 35 mm

(7.74 x 7.74 x 1.38")

Weight

with Mounting Kit

350 g (12.35 oz)

450 g (15.87 oz)

Networking Interface (2) 10/100/1000 Ethernet Ports

Buttons Reset

Power Method PoE 802.3af/802.3at

Power Supply 48V, 0.5A Gigabit PoE Adapter*

Max. Power Consumption 9W

Operating Frequency 2.4 GHz

5 GHz

Max. TX Power

2.4 GHz

5 GHz

22 dBm

22 dBm

Antennas (3) Dual-Band Antennas, 3 dBi each 

Wi-Fi Standards 802.11 a/b/g/n/ac

Wireless Security WEP, WPA-PSK,

WPA-Enterprise (WPA/WPA2, TKIP/AES)

Mounting Wall/Ceiling (Kits Included)

Operating Temperature -10 to 70° C (14 to 158° F)

Operating Humidity 5 to 95% Noncondensing 

Certifications CE, FCC, IC

* Included with the single-pack of the UAP-AC-PRO 



Safety Notices
1. Read, follow, and keep these instructions.

2. Heed all warnings.

3. Only use attachments/accessories specified by the manufacturer.

WARNING: Do not use this product in a location that can 
be submerged by water. 

WARNING: Avoid using this product during an electrical 
storm. There may be a remote risk of electric shock from 
lightning. 

Electrical Safety Information
1. Compliance is required with respect to voltage, frequency, and current 

requirements indicated on the manufacturer’s label. Connection to a 
different power source than those specified may result in improper 
operation, damage to the equipment or pose a fire hazard if the limitations 
are not followed.

2. There are no operator serviceable parts inside this equipment. Service 
should be provided only by a qualified service technician.

3. This equipment is provided with a detachable power cord which has 
an integral safety ground wire intended for connection to a grounded 
safety outlet.

a. Do not substitute the power cord with one that is not the provided 
approved type. Never use an adapter plug to connect to a 2-wire 
outlet as this will defeat the continuity of the grounding wire. 

b. The equipment requires the use of the ground wire as a part of the 
safety certification, modification or misuse can provide a shock 
hazard that can result in serious injury or death.

c. Contact a qualified electrician or the manufacturer if there 
are questions about the installation prior to connecting the 
equipment.

d. Protective earthing is provided by Listed AC adapter. Building 
installation shall provide appropriate short-circuit backup 
protection.

e. Protective bonding must be installed in accordance with local 
national wiring rules and regulations.



Limited Warranty
www.ubnt.com/support/warranty/

The limited warranty requires the use of arbitration to resolve disputes on 
an individual basis, and, where applicable, specify arbitration instead of 
jury trials or class actions.

Compliance

FCC
Changes or modifications not expressly approved by the party responsible 
for compliance could void the user’s authority to operate the equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to 
the following two conditions.

1. This device may not cause harmful interference, and

2. This device must accept any interference received, including interference 
that may cause undesired operation.

This equipment has been tested and found to comply with the limits for a 
Class A digital device, pursuant to part 15 of the FCC Rules. These limits are 
designed to provide reasonable protection against harmful interference 
when the equipment is operated in a commercial environment. This 
equipment generates, uses, and can radiate radio frequency energy and, 
if not installed and used in accordance with the instruction manual, may 
cause harmful interference to radio communications. Operations of this 
equipment in a residential area is likely to cause harmful interference in 
which case the user will be required to correct the interference at his own 
expense.

This radio transmitter (FCC: SWX-UAPACPRO) has been approved by FCC.

https://www.ubnt.com/support/warranty/


ISED Canada

CAN ICES-3(A)/NMB-3(A)

This device complies with ISED Canada licence-exempt RSS standard(s). 
Operation is subject to the following two conditions: 

1. This device may not cause interference, and 

2. This device must accept any interference, including interference that may 
cause undesired operation of the device.

This radio transmitter (IC: 6545A-UAPACPRO) has been approved by ISED 
Canada.

CAN ICES-3(A)/NMB-3(A)

Le présent appareil est conforme aux CNR d’ISDE Canada applicables aux 
appareils radio exempts de licence. L’exploitation est autorisée aux deux 
conditions suivantes :

1. l’appareil ne doit pas produire de brouillage;

2. l’appareil doit accepter tout brouillage radioélectrique subi, même si le 
brouillage est susceptible d’en compromettre le fonctionnement.

Le présent émetteur radio (IC : 6545A-UAPACPRO) a été approuvé par ISDE 
Canada.

RF Exposure Warning
The antennas used for this transmitter must be installed to provide a 
separation distance of at least 20 cm from all persons and must not be 
located or operating in conjunction with any other antenna or transmitter, 
except as listed for this product’s certification.

Les antennes utilisées pour cet émetteur doit être installé pour fournir une 
distance de séparation d’au moins 20 cm de toutes les personnes et ne doit 
pas être situé ou opérant en conjonction avec une autre antenne ou un 
autre émetteur, sauf dans les cas énumérés à la certification de ce produit.

Australia and New Zealand

Warning: This is a Class A product. In a domestic environment this 
product may cause radio interference in which case the user may 
be required to take adequate measures.

Brazil
Nota: Este equipamento não tem direito à proteção contra 
interferência prejudicial e não pode causar interferência em 
sistemas devidamente autorizados.



CE Marking
CE marking on this product represents the product is in compliance with all 
directives that are applicable to it.

Country List

AT BE BG CY CZ DE DK EE EL ES FI FR HR HU

IE IT LV LT LU MT NL PL PT RO SE SI SK UK

BFWA (Broadband Fixed Wireless Access) members noted in blue

Note: This device meets Max. TX power limit per ETSI regulations.

The following apply to products that operate in the 5 GHz frequency range:

Note: This device is restricted to indoor use only when operating 
in the 5150 - 5350 MHz frequency range within all member states. 

Note: All countries listed may operate at 30 dBm. BFWA member 
states may operate at 36 dBm.

Note: Operation in the 5.8 GHz frequency band is prohibited in 
BFWA member states. Other countries listed may use the 5.8 GHz 
frequency band. 



RoHS/WEEE Compliance Statement

English

European Directive 2012/19/EU requires that the equipment bearing 
this symbol on the product and/or its packaging must not be disposed 
of with unsorted municipal waste. The symbol indicates that this 
product should be disposed of separately from regular household waste 
streams. It is your responsibility to dispose of this and other electric and 
electronic equipment via designated collection facilities appointed by the 
government or local authorities. Correct disposal and recycling will help 
prevent potential negative consequences to the environment and human 
health. For more detailed information about the disposal of your old 
equipment, please contact your local authorities, waste disposal service, or 
the shop where you purchased the product.

Deutsch

Die Europäische Richtlinie 2012/19/EU verlangt, dass technische 
Ausrüstung, die direkt am Gerät und/oder an der Verpackung mit diesem 
Symbol versehen ist, nicht zusammen mit unsortiertem Gemeindeabfall 
entsorgt werden darf. Das Symbol weist darauf hin, dass das Produkt 
von regulärem Haushaltmüll getrennt entsorgt werden sollte. Es 
liegt in Ihrer Verantwortung, dieses Gerät und andere elektrische 
und elektronische Geräte über die dafür zuständigen und von der 
Regierung oder örtlichen Behörden dazu bestimmten Sammelstellen zu 
entsorgen. Ordnungsgemäßes Entsorgen und Recyceln trägt dazu bei, 
potentielle negative Folgen für Umwelt und die menschliche Gesundheit 
zu vermeiden. Wenn Sie weitere Informationen zur Entsorgung Ihrer 
Altgeräte benötigen, wenden Sie sich bitte an die örtlichen Behörden oder 
städtischen Entsorgungsdienste oder an den Händler, bei dem Sie das 
Produkt erworben haben.



Español

La Directiva 2012/19/UE exige que los equipos que lleven este símbolo en 
el propio aparato y/o en su embalaje no deben eliminarse junto con otros 
residuos urbanos no seleccionados. El símbolo indica que el producto 
en cuestión debe separarse de los residuos domésticos convencionales 
con vistas a su eliminación. Es responsabilidad suya desechar este y 
cualesquiera otros aparatos eléctricos y electrónicos a través de los puntos 
de recogida que ponen a su disposición el gobierno y las autoridades 
locales. Al desechar y reciclar correctamente estos aparatos estará 
contribuyendo a evitar posibles consecuencias negativas para el medio 
ambiente y la salud de las personas. Si desea obtener información más 
detallada sobre la eliminación segura de su aparato usado, consulte a las 
autoridades locales, al servicio de recogida y eliminación de residuos de su 
zona o pregunte en la tienda donde adquirió el producto.

Français

La directive européenne 2012/19/UE exige que l’équipement sur lequel 
est apposé ce symbole sur le produit et/ou son emballage ne soit pas jeté 
avec les autres ordures ménagères. Ce symbole indique que le produit 
doit être éliminé dans un circuit distinct de celui pour les déchets des 
ménages. Il est de votre responsabilité de jeter ce matériel ainsi que tout 
autre matériel électrique ou électronique par les moyens de collecte 
indiqués par le gouvernement et les pouvoirs publics des collectivités 
territoriales. L’élimination et le recyclage en bonne et due forme ont pour 
but de lutter contre l’impact néfaste potentiel de ce type de produits 
sur l’environnement et la santé publique. Pour plus d’informations sur le 
mode d’élimination de votre ancien équipement, veuillez prendre contact 
avec les pouvoirs publics locaux, le service de traitement des déchets, ou 
l’endroit où vous avez acheté le produit.

Italiano

La direttiva europea 2012/19/UE richiede che le apparecchiature 
contrassegnate con questo simbolo sul prodotto e/o sull’imballaggio non 
siano smaltite insieme ai rifiuti urbani non differenziati. Il simbolo indica 
che questo prodotto non deve essere smaltito insieme ai normali rifiuti 
domestici. È responsabilità del proprietario smaltire sia questi prodotti sia 
le altre apparecchiature elettriche ed elettroniche mediante le specifiche 
strutture di raccolta indicate dal governo o dagli enti pubblici locali. Il 
corretto smaltimento ed il riciclaggio aiuteranno a prevenire conseguenze 
potenzialmente negative per l’ambiente e per la salute dell’essere umano. 
Per ricevere informazioni più dettagliate circa lo smaltimento delle vecchie 
apparecchiature in Vostro possesso, Vi invitiamo a contattare gli enti 
pubblici di competenza, il servizio di smaltimento rifiuti o il negozio nel 
quale avete acquistato il prodotto.



Declaration of Conformity

български [Bulgarian] С настоящото UBIQUITI NETWORKS декларира, че този тип 
радиосъоръжение UAP-AC-PRO е в съответствие с Директива 2014/53/ЕС. Цялостният 
текст на ЕС декларацията за съответствие може да се намери на следния интернет адрес: 
www.ubnt.com/compliance

Hrvatski [Croatian] UBIQUITI NETWORKS ovime izjavljuje da je radijska oprema tipa  
UAP-AC-PRO u skladu s Direktivom 2014/53/EU. Cjeloviti tekst EU izjave o sukladnosti dostupan 
je na sljedećoj internetskoj adresi: www.ubnt.com/compliance

Čeština [Czech] Tímto UBIQUITI NETWORKS prohlašuje, že typ rádiového zařízení UAP-AC-PRO 
je v souladu se směrnicí 2014/53/EU. Úplné znění EU prohlášení o shodě je k dispozici na této 
internetové adrese: www.ubnt.com/compliance

Dansk [Danish] Hermed erklærer UBIQUITI NETWORKS, at radioudstyrstypen UAP-AC-PRO er i 
overensstemmelse med direktiv 2014/53/EU. EU-overensstemmelseserklæringens fulde tekst kan 
findes på følgende internetadresse: www.ubnt.com/compliance

Nederlands [Dutch] Hierbij verklaar ik, UBIQUITI NETWORKS, dat het type radioapparatuur  
UAP-AC-PRO conform is met Richtlijn 2014/53/EU. De volledige tekst van de 
EU-conformiteitsverklaring kan worden geraadpleegd op het volgende internetadres: 
www.ubnt.com/compliance

English Hereby, UBIQUITI NETWORKS declares that the radio equipment type UAP-AC-PRO is 
in compliance with Directive 2014/53/EU. The full text of the EU declaration of conformity is 
available at the following internet address: www.ubnt.com/compliance

Eesti keel [Estonian] Käesolevaga deklareerib UBIQUITI NETWORKS, et käesolev raadioseadme 
tüüp UAP-AC-PRO vastab direktiivi 2014/53/EL nõuetele. ELi vastavusdeklaratsiooni täielik tekst on 
kättesaadav järgmisel internetiaadressil: www.ubnt.com/compliance

Suomi [Finnish] UBIQUITI NETWORKS vakuuttaa, että radiolaitetyyppi UAP-AC-PRO on direktiivin 
2014/53/EU mukainen. EU-vaatimustenmukaisuusvakuutuksen täysimittainen teksti on saatavilla 
seuraavassa internetosoitteessa: www.ubnt.com/compliance

Français [French] Le soussigné, UBIQUITI NETWORKS, déclare que l’équipement radioélectrique 
du type UAP-AC-PRO est conforme à la directive 2014/53/UE. Le texte complet de la déclaration UE 
de conformité est disponible à l’adresse internet suivante: www.ubnt.com/compliance

Deutsch [German] Hiermit erklärt UBIQUITI NETWORKS, dass der Funkanlagentyp UAP-AC-PRO 
der Richtlinie 2014/53/EU entspricht. Der vollständige Text der EU-Konformitätserklärung ist unter 
der folgenden Internetadresse verfügbar: www.ubnt.com/compliance

Ελληνικά [Greek] Με την παρούσα ο/η UBIQUITI NETWORKS, δηλώνει ότι ο ραδιοεξοπλισμός 
UAP-AC-PRO πληροί την οδηγία 2014/53/ΕΕ. Το πλήρες κείμενο της δήλωσης συμμόρφωσης ΕΕ 
διατίθεται στην ακόλουθη ιστοσελίδα στο διαδίκτυο: www.ubnt.com/compliance

Magyar [Hungarian] UBIQUITI NETWORKS igazolja, hogy a UAP-AC-PRO típusú rádióberendezés 
megfelel a 2014/53/EU irányelvnek. Az EU-megfelelőségi nyilatkozat teljes szövege elérhető a 
következő internetes címen: www.ubnt.com/compliance

Íslenska [Icelandic] Hér með lýsir UBIQUITI NETWORKS yfir því að UAP-AC-PRO er í samræmi 
við grunnkröfur og aðrar kröfur, sem gerðar eru í tilskipun 2014/53/EU. Fullur texti ESB 
samræmisyfirlýsing er að finna á eftirfarandi netfangi: www.ubnt.com/compliance

Italiano [Italian] Il fabbricante, UBIQUITI NETWORKS, dichiara che il tipo di apparecchiatura 
radio UAP-AC-PRO è conforme alla direttiva 2014/53/UE. Il testo completo della dichiarazione di 
conformità UE è disponibile al seguente indirizzo Internet: www.ubnt.com/compliance

Latviešu valoda [Latvian] Ar šo UBIQUITI NETWORKS deklarē, ka radioiekārta UAP-AC-PRO atbilst 
Direktīvai 2014/53/ES. Pilns ES atbilstības deklarācijas teksts ir pieejams šādā interneta vietnē: 
www.ubnt.com/compliance

Lietuvių kalba [Lithuanian] Aš, UBIQUITI NETWORKS, patvirtinu, kad radijo įrenginių tipas 
UAP-AC-PRO atitinka Direktyvą 2014/53/ES. Visas ES atitikties deklaracijos tekstas prieinamas šiuo 
interneto adresu: www.ubnt.com/compliance
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Malti [Maltese] B’dan, UBIQUITI NETWORKS, niddikjara li dan it-tip ta’ tagħmir tar-radju  
UAP-AC-PRO huwa konformi mad-Direttiva 2014/53/UE. Id-dikjarazzjoni tal-konformità tista’ tiġi 
kkonsultata minn www.ubnt.com/compliance

Norsk [Norwegian] UBIQUITI NETWORKS erklærer herved at utstyret UAP-AC-PRO er i 
samsvar med de grunnleggende krav og øvrige relevante krav i direktiv 2014/53/EU. Den 
fulle teksten til EU-samsvarserklæringen er tilgjengelig på følgende internettadresse: 
www.ubnt.com/compliance

Polski [Polish] UBIQUITI NETWORKS niniejszym oświadcza, że typ urządzenia radiowego  
UAP-AC-PRO jest zgodny z dyrektywą 2014/53/UE. Pełny tekst deklaracji zgodności UE jest 
dostępny pod następującym adresem internetowym: www.ubnt.com/compliance

Português [Portuguese] O(a) abaixo assinado(a) UBIQUITI NETWORKS declara que o presente 
tipo de equipamento de rádio UAP-AC-PRO está em conformidade com a Diretiva 2014/53/UE. O 
texto integral da declaração de conformidade está disponível no seguinte endereço de Internet: 
www.ubnt.com/compliance

Română [Romanian] Prin prezenta, UBIQUITI NETWORKS declară că tipul de echipamente radio 
UAP-AC-PRO este în conformitate cu Directiva 2014/53/UE.  Textul integral al declarației UE de 
conformitate este disponibil la următoarea adresă internet: www.ubnt.com/compliance

Slovenčina [Slovak] UBIQUITI NETWORKS týmto vyhlasuje, že rádiové zariadenie typu  
UAP-AC-PRO je v súlade so smernicou 2014/53/EÚ. Úplné EÚ vyhlásenie o zhode je k dispozícii na 
tejto internetovej adrese: www.ubnt.com/compliance

Slovenščina [Slovenian] UBIQUITI NETWORKS potrjuje, da je tip radijske opreme UAP-AC-PRO 
skladen z Direktivo 2014/53/EU. Celotno besedilo izjave EU o skladnosti je na voljo na naslednjem 
spletnem naslovu: www.ubnt.com/compliance

Español [Spanish] Por la presente, UBIQUITI NETWORKS declara que el tipo de equipo 
radioeléctrico UAP-AC-PRO es conforme con la Directiva 2014/53/UE. El texto completo 
de la declaración UE de conformidad está disponible en la dirección Internet siguiente: 
www.ubnt.com/compliance

Svenska [Swedish] Härmed försäkrar UBIQUITI NETWORKS att denna typ av 
radioutrustning UAP-AC-PRO överensstämmer med direktiv 2014/53/EU. Den 
fullständiga texten till EU-försäkran om överensstämmelse finns på följande webbadress: 
www.ubnt.com/compliance
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Chapter 1: Software 

Installation

Introduction
Thank you for purchasing the Ubiquiti Networks® UniFi® 

Enterprise System . The UniFi devices are bundled with the 

UniFi Controller software, which allows you to manage 

your UniFi network using a web browser . 

This User Guide is for use with version 5 .6 .2 or above of the 

UniFi Controller software .

System Requirements
• Linux, Mac OS X 10.11 (or above), or Microsoft 

Windows 7/8/10

• Java Runtime Environment 1.8 or above recommended

• Web Browser: Google Chrome (Other browsers may 

have limited functionality .)

Network Topology Requirements
• A DHCP-enabled network (so any device can obtain an 

IP address)

• One of the following:

• UniFi Cloud Key

• A management station running the UniFi Controller 

software, located either on-site and connected to the 

same Layer-2 network, or off-site* in a cloud or NOC

• For the public address system capability of the 

UAP-AC-EDU: A compatible Android™ or iOS device 

located on the same Layer-2 network as the UniFi 

Controller and UniFi APs

US-16-150W

USG-PRO-4

(DHCP Server)

Internet

UAP-AC-HD

UAP-AC-M-PRO

UAP-AC-PRO

LAN

WAN

UniFi Hybrid

Cloud Install

Remote Access to

UniFi Controller

DOWNLOAD THROUGHPUT & LATENCY DEVICES ON 2.4 GHZ CHANNEL

DEVICES ON 5 GHZ CHANNEL

UPLOAD THROUGHPUT & LATENCY

LATENCY THROUGHPUT

SPEED TEST

msec Mbps

7 0.94 1
2.33

25 22

597

0.9 116

200+0 700+0

0.01 413

2290.2

2 118

547

ACTIVE DEVICE

WAN

Inactive        0
Pending       0

Inactive        0
Pending       0

7
ACTIVE DEVICES

Inactive        0
Pending       0

118
ACTIVE DEVICES

LAN WLAN

DEEP PACKET INSPECTIONCLIENTSDEVICES

250

200

150

100

50

0

10

8

6

4

2

0
24 HRS 12 HRS NOW

Avg/Max Throughput Latency

L
a
te

n
c
y
 [m

se
c]

T
h

ro
u

g
h

p
u

t 
[M

b
p

s]

100

80

60

40

20

0

10

8

6

4

2

0
24 HRS 12 HRS NOW

L
a
te

n
c
y
 [m

se
c]

T
h

ro
u

g
h

p
u

t 
[M

b
p

s]

Network Protocols

Streaming Media

Web / Web 2.0

File Transfer

Social Network

Other

Motorola

Lenovo

SamsungE

Dell

Acer

Other

WLAN

LAN

WAN

118

7

1

582 GB

23.3 GB

22.7 GB

8.47 GB

3.6 GB

5.46 GB

258

241

220

213

130

110

126
DEVICES

645 GB
TRAFFIC

1172
CLIENTS

1 2 3 4 5 6 7 8 9 10 11

36 40 44 48 52 56 60 64

100 104 108 112 116 120 124 128

132 136 140 144 149 153 157 161 165

CURRENT SITE

Default
USERNAME

admin

DOWNLOAD THROUGHPUT & LATENCY DEVICES ON 2.4 GHZ CHANNEL

DEVICES ON 5 GHZ CHANNEL

UPLOAD THROUGHPUT & LATENCY

LATENCY THROUGHPUT

SPEED TEST

msec Mbps

7 0.94 1
2.33

25 22

597

0.9 116

200+0 700+0

0.01 413

2290.2

2 118

547

ACTIVE DEVICE

WAN

Inactive        0
Pending       0

Inactive        0
Pending       0

7
ACTIVE DEVICES

Inactive        0
Pending       0

118
ACTIVE DEVICES

LAN WLAN

DEEP PACKET INSPECTIONCLIENTSDEVICES

250

200

150

100

50

0

10

8

6

4

2

0
24 HRS 12 HRS NOW

Avg/Max Throughput Latency

L
a
te

n
c
y
 [m

se
c]

T
h

ro
u

g
h

p
u

t 
[M

b
p

s]

100

80

60

40

20

0

10

8

6

4

2

0
24 HRS 12 HRS NOW

L
a
te

n
c
y
 [m

se
c]

T
h

ro
u

g
h

p
u

t 
[M

b
p

s]

Network Protocols

Streaming Media

Web / Web 2.0

File Transfer

Social Network

Other

Motorola

Lenovo

SamsungE

Dell

Acer

Other

WLAN

LAN

WAN

118

7

1

582 GB

23.3 GB

22.7 GB

8.47 GB

3.6 GB

5.46 GB

258

241

220

213

130

110

126
DEVICES

645 GB
TRAFFIC

1172
CLIENTS

1 2 3 4 5 6 7 8 9 10 11

36 40 44 48 52 56 60 64

100 104 108 112 116 120 124 128

132 136 140 144 149 153 157 161 165

CURRENT SITE

Default
USERNAME

admin

Sample Network Diagram

* Requires Layer-3 adoption . For details, refer to: 

http://ubnt.link/UniFi-Layer3-Adoption

All UniFi devices support off-site management controllers .

Follow the instructions in this chapter after you install the 

hardware, which is described in the Quick Start Guide .

Software Installation
Download the latest version of the UniFi Controller 

software at downloads.ubnt.com/unifi

Follow the instructions for your specific computer or 

device type .

UniFi Cloud Key Users

If you have the UniFi Cloud Key, please refer to “UniFi 

Cloud Key” on page 5 for more information .

UniFi Cloud Users

If you have a UniFi cloud account, please refer to “UniFi 

Cloud Account” on page 13 for more information .

Linux Users

Please refer to the UniFi blog on our community site at: 

http://ubnt.link/UniFi-Blog

Mac Users

1 . Launch UniFi.pkg .

2 . Click Continue and follow the on-screen instructions to 

install the software .

3 . Go to Go > Applications and double-click the UniFi 

icon .

Proceed to “Configuring the UniFi Controller Software” 

on page 2 .

http://ubnt.link/UniFi-Layer3-Adoption
http://downloads.ubnt.com/unifi
http://ubnt.link/UniFi-Blog
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PC Users

1 . Launch UniFi-installer.exe .

2 . Click Install .

3 . If your computer doesn’t have Java 1.6 or above 
installed, you will be prompted to install it . Click Install 

to continue .

4 . Click Next .

5 . Ensure that the Start UniFi Controller after installation 

option is checked and click Finish .

Note: The UniFi Controller software can also be 

launched from Start > All Programs . 

Configuring the UniFi Controller Software

1 . The UniFi Controller software startup will begin . Click 

Launch a Browser to Manage Wireless Network .

Note: The above applies to Windows and OS X only. 
On Linux, open a browser and go to the following 

URL: https://<IP_address_of_controller>:8443 

2 . Select your country and time zone . Alternatively, you 

can click restore from a previous backup to use a file 

that contains your backup settings . Click Next . 

Note: Enable Auto Backup is on by default . Toggle 

off if you wish to disable .  

Note: U .S . product versions are locked to the U .S . 

Country Code to ensure compliance with FCC 

regulations . 

3 . Select the devices that you want to configure and 

click Next . 

Note: If there is more than one page of entries 

to display, click the navigation controls or page 

numbers at the bottom right of the screen to display 

different pages .
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4 . The UniFi Setup Wizard will create a secure primary 

wireless network for your devices . 

Perform the following steps:

a . Enter the wireless network name (SSID) in the Secure 

SSID field .

b . Enter a passphrase to be used for your primary 

network in the Security Key field .

c . To enable guest access, select Enable Guest Access, 

and enter a guest network name in the Guest 

SSID field . 

d . Click Next .

5 . Create the superadmin for your UniFi Controller .

Perform the following steps:

a . Enter an admin name in the Admin Name field .

b . Enter an email address in the Admin Email field .

c . Enter a password in the Password field to use 

when accessing the management interface as a 

superadmin . 

d . Confirm your password in the Confirm Password 

field . 

e . To use the same login for SSH access, select Use the 

same name and password for SSH access .

f . To set up a separate login for SSH access, enter 

an admin name and password for the Device 

Authentication fields .

g . Click Next .

Note: Only the superadmin and admins who have 

permission to adopt devices can view devices 

that are Pending Approval and then adopt them 

on the UniFi Controller . Ensure that you save the 

superadmin login information for future use.

6 . Review your settings . Click Finish to save your settings 

or click Back to make changes . Once the wizard is 

finished, the browser will be redirected to the Cloud 

Login Credentials screen .

7 . Enter your Ubiquiti account email/username and 

password to enable cloud access . Alternatively, you can 

click Register now to create a Ubiquiti account . Click 

Enable Cloud Access .

8 . A login screen will appear for the UniFi Controller 

management interface . Enter the admin name and 

password that you created and click Sign In . 

Proceed to “Using the UniFi Controller Software” on 

page 17 for information on using the UniFi Controller 

software .
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Chapter 2: UniFi Cloud

Introduction
You can access the UniFi Controller via the UniFi Cloud Key 

and/or the UniFi cloud account . This chapter describes the 

following:

• UniFi Cloud Key

• “UniFi Cloud Account” on page 13

UniFi Cloud Key
The UniFi Cloud Key includes the pre-installed UniFi 

Controller software .

System Requirement

Web Browser: Google Chrome (Other browsers may have 

limited functionality .)

Network Topology Requirement

A DHCP-enabled network (for the UniFi Cloud Key to 

obtain an IP address)
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USG-PRO-4

(DHCP Server)

Internet
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Sample Network Diagram

Software Installation

After you follow the hardware installation instructions 

in the UniFi Cloud Key Quick Start Guide, use one of the 

following methods to launch the software:

• If you are using Chrome, go to the Chrome Instructions 

section (recommended) .

• If you are using a different web browser, go to 

“Instructions for Other Web Browsers” on page 7 .

Chrome Instructions

1 . Ensure that your host system is on the same Layer-2 

network as the UniFi Cloud Key.

2 . Launch the Chrome web browser and type  

https://unifi.ubnt.com in the address field . Press enter 

(PC) or return (Mac) . 

https://unifi.ubnt.com

3 . Enter the username and password for your UBNT 

account . Click Sign In . 

4 . Click Discover Cloud Key .

Note: The default fallback IP address of the UniFi 

Cloud Key is 192.168.1.30 .

5 . If the Ubiquiti® Device Discovery Tool is already 

installed, proceed to step 7 .

If the tool is not installed, you will be prompted to add 

it . Proceed to step 6 .
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6 . To install the tool:

a . Click Install .

b . Click Add app to confirm .

7 . The Ubiquiti Device Discovery Tool will search for the 

UniFi Cloud Key . Click Adopt in the Cloud Key’s Actions 

column to continue .

8 . If the Cloud Key firmware is not the latest version, click 

Upgrade Firmware to upgrade the firmware .

9 . Click Open Controller Wizard to set up the Controller 

on the Cloud Key .

10 . The UniFi Setup Wizard screen appears . Select your 

country and time zone . Alternatively, you can click 

restore from a previous backup to use a file that 

contains your backup settings . Click Next . 

Note: Enable Auto Backup is on by default . Toggle 

off if you wish to disable .  

Note: U .S . product versions are locked to the U .S . 

Country Code to ensure compliance with FCC 

regulations . 

11 . Select the devices that you want to configure and 

click Next . 

Note: If there is more than one page of entries 

to display, click the navigation controls or page 

numbers at the bottom right of the screen to display 

different pages .

12 . The UniFi Setup Wizard will create a secure primary 

wireless network for your devices . 

Perform the following steps:

a . Enter the wireless network name (SSID) in the Secure 

SSID field .

b . Enter a passphrase to be used for your primary 

network in the Security Key field .

c . To enable guest access, select Enable Guest Access, 

and enter a guest network name in the Guest 

SSID field . 

d . Click Next .
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13 . Create the superadmin for your UniFi Controller .

Perform the following steps:

a . Enter an admin name in the Admin Name field .

b . Enter an email address in the Admin Email field .

c . Enter a password in the Password field to use 

when accessing the management interface as a 

superadmin . 

d . Confirm your password in the Confirm Password 

field . 

e . To use the same login for SSH access, select Use the 

same name and password for SSH access .

f . To set up a separate login for SSH access, enter 

an admin name and password for the Device 

Authentication fields .

g . Click Next .

Note: Only the superadmin and admins who have 

permission to adopt devices can view devices 

that are Pending Approval and then adopt them 

on the UniFi Controller . Ensure that you save the 

superadmin login information for future use.

14 . Review your settings . Click Finish to save your settings 

or click Back to make changes . Once the wizard is 

finished, the browser will be redirected to the Cloud 

Login Credentials screen .

15 . Enter your Ubiquiti account email/username and 

password to enable cloud access . Alternatively, you can 

click Register now to create a Ubiquiti account . Click 

Enable Cloud Access .

16 . Wait for the UniFi Controller to be adopted, and then 

click Launch .

Proceed to “Using the UniFi Controller Software” on 

page 17 for information on using the UniFi Controller 

software .

Note: A future feature will enable backup of the 

UniFi Controller database and configuration on the 

included microSD card .

Instructions for Other Web Browsers

1 . Ensure that your host system is on the same Layer-2 

network as the UniFi Cloud Key.

2 . The UniFi Cloud Key is set to DHCP by default, so it 

will try to automatically obtain an IP address . Assign a 

specific IP address to the UniFi Cloud Key, or check the 

DHCP server for its IP address .

Note: The default fallback IP address of the UniFi 

Cloud Key is 192.168.1.30 .

3 . Launch the web browser . In the address field, type 

https:// followed by the appropriate IP address . Press 

enter (PC) or return (Mac) . 

4 . Click Manage to run the UniFi Setup Wizard .

Note: You can click Configure to change the 

settings of the UniFi Cloud Key (refer to “UniFi 

Cloud Key Configuration” on page 9 for 

more information) . The default login is ubnt/ubnt 

or root/ubnt .

Eduardo
Highlight

Eduardo
Highlight
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5 . The UniFi Setup Wizard screen appears . Select your 

country and time zone . Alternatively, you can click 

restore from a previous backup to use a file that 

contains your backup settings . Click Next . 

Note: Enable Auto Backup is on by default . Toggle 

off if you wish to disable .  

Note: U .S . product versions are locked to the U .S . 

Country Code to ensure compliance with FCC 

regulations . 

6 . Select the devices that you want to configure and 

click Next . 

Note: If there is more than one page of entries 

to display, click the navigation controls or page 

numbers at the bottom right of the screen to display 

different pages .

7 . The UniFi Setup Wizard will create a secure primary 

wireless network for your devices . 

Perform the following steps:

a . Enter the wireless network name (SSID) in the Secure 

SSID field .

b . Enter a passphrase to be used for your primary 

network in the Security Key field .

c . To enable guest access, select Enable Guest Access, 

and enter a guest network name in the Guest 

SSID field . 

d . Click Next .

8 . Create the superadmin for your UniFi Controller .

Perform the following steps:

a . Enter an admin name in the Admin Name field .

b . Enter an email address in the Admin Email field .

c . Enter a password in the Password field to use 

when accessing the management interface as a 

superadmin . 

d . Confirm your password in the Confirm Password 

field . 

e . To use the same login for SSH access, select Use the 

same name and password for SSH access .

f . To set up a separate login for SSH access, enter 

an admin name and password for the Device 

Authentication fields .

g . Click Next .

Note: Only the superadmin and admins who have 

permission to adopt devices can view devices 

that are Pending Approval and then adopt them 

on the UniFi Controller . Ensure that you save the 

superadmin login information for future use.

9 . Review your settings . Click Finish to save your settings 

or click Back to make changes . Once the wizard is 

finished, the browser will be redirected to the Cloud 

Login Credentials screen .

10 . Enter your Ubiquiti account email/username and 

password to enable cloud access . Alternatively, you can 

click Register now to create a Ubiquiti account . Click 

Enable Cloud Access .
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A login screen will appear for the UniFi Controller 

management interface . Enter the admin name and 

password that you created and click Login .

Proceed to “Using the UniFi Controller Software” on 

page 17 for information on using the UniFi Controller 

software .

Note: You can back up the UniFi Controller database 

and configuration on the included microSD card .

UniFi Cloud Key Configuration

Login Instructions

1 . Ensure that your host system is on the same Layer-2 

network as the UniFi Cloud Key.

2 . The UniFi Cloud Key is set to DHCP by default, so it 

will try to automatically obtain an IP address . Assign a 

specific IP address to the UniFi Cloud Key, or check the 

DHCP server for its IP address .

Note: The default fallback IP address of the UniFi 

Cloud Key is 192.168.1.30 .

3 . Launch the web browser . In the address field, type 

https:// followed by the appropriate IP address . Press 

enter (PC) or return (Mac) . 

4 . You have two options:

• Manage Click Manage to access the UniFi 

Controller . Proceed to “Using the UniFi Controller 

Software” on page 17 for more information .

• Configure Click Configure to change the settings of 

the UniFi Cloud Key .

5 . After you click Configure, enter the Username and 

Password (the default login is ubnt/ubnt) . Then click 

Login .

The Main screen will appear . 
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Navigation Bar

The UniFi Cloud Key configuration consists of three 

primary pages:

• “Main” on page 10

• “Configuration” on page 11

• “Maintenance” on page 12

Username

At the top right of each screen, click the Username to 

display the Change Password, Change Username, and 

Logout options:

Change password To change the password, click 

 . The Change Password screen will appear:

• Old password Enter the current password (the default 

is ubnt) .

• New password Enter the new password .

• Confirm password Enter the new password again .

• Submit Click Submit to apply changes .

• Cancel Click Cancel to discard changes .

Change username To change the username, click 

 . The Change Username screen will appear:

• New password Enter the new username .

• Submit Click Submit to apply changes .

• Cancel Click Cancel to discard changes .

Logout To manually sign out of the UniFi Cloud Key 

configuration, click  .

Main

The Main screen displays basic status information about 

the UniFi Cloud Key .

Status

Device Name Displays the hostname or alias of the UniFi 

Cloud Key .

Uptime Displays the duration of time the UniFi Cloud Key 

has been running .

Version Displays the version number of the UniFi Cloud 

Key firmware .

MAC Address Displays the MAC address or hardware 

identifier of the UniFi Cloud Key .

Date Displays the current date and time .

UniFi

Version Displays the version number of the UniFi 

Controller software .

Status Displays the status of the UniFi Controller 

software .

Disk Space

Available Displays the percentage of available disk space .

Used Displays the amount of used disk space .
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Free Displays the amount of available disk space .

Total Displays the total amount of disk space .

SD Card

Available Displays the percentage of available space on 

the SD card .

Used Displays the amount of used space on the SD card .

Free Displays the amount of available space on the SD 

card .

Total Displays the total amount of space on the SD card .

Configuration

The Configuration screen allows you to configure the basic 

and network settings of the UniFi Cloud Key .

Basic Settings

Device Name Enter a descriptive name or identifier for 

the UniFi Cloud Key . Also known as a host name .

Time Zone Select the appropriate time zone .

Reset Button Use of the hardware Reset button on the 

UniFi Cloud Key is enabled by default . To prevent an 

accidental reset to default settings, click to toggle Off .

Network Settings

Configuration Mode Select the appropriate mode: Static 

for fixed settings or DHCP for automatic configuration by 

your DHCP server . 

• Static Enter the following information:

 - IP Address Enter the local IP address of the UniFi 

Cloud Key .

 - Netmask Enter the subnet mask of the UniFi Cloud 

Key .

 - Gateway Enter the IP address of the network’s 

gateway router .

 - Primary DNS Enter the IP address of the network’s 

primary DNS server .

 - Secondary DNS Enter the IP address of the network’s 

secondary DNS server .

• DHCP The use of the Dynamic Host Configuration 

Protocol (DHCP) is the default . The UniFi Cloud Key 

automatically acquires network settings from the 

network’s DHCP server .

 - Fallback IP Address Enter the IP address for the UniFi 

Cloud Key to use if an external DHCP server is not 

found .

 - Fallback Netmask Enter the netmask for the UniFi 

Cloud Key to use if an external DHCP server is not 

found .

Apply Changes Click Apply Changes to save changes .

Discard Click Discard to cancel changes .
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Maintenance

The Maintenance screen contains administrative options, 

so you can change the password, reboot the UniFi Cloud 

Key, power it off, reset it to factory defaults, restore the 

UniFi Controller software, upgrade the UniFi Cloud Key 

firmware, or upgrade the UniFi Controller software .

Security

Password To change the password, click Change 

Password . The Change Password screen will appear:

• Old password Enter the current password (the default 

is ubnt) .

• New password Enter the new password .

• Confirm Password Enter the new password again .

• Submit Click Submit to apply changes .

• Cancel Click Cancel to discard changes .

Username To change the username, click Change 

Username . The Change Username screen will appear:

• New username Enter the new username .

• Submit Click Submit to apply changes .

• Cancel Click Cancel to discard changes .

Maintenance

Reboot Click Reboot to powercycle the UniFi Cloud Key .

Power Off Click Power Off to turn off the UniFi Cloud Key .

Reset to Defaults Click Reset to Defaults to reset the 

UniFi Cloud Key to its factory default settings . This option 

will reboot the UniFi Cloud Key, and all factory default 

settings will be restored .

Note: We recommend that you back up your UniFi 

Controller configuration (refer to “Backup” on page 

60 for more information) before resetting the 

UniFi Cloud Key to its defaults .

Restore

Service While the UniFi Controller software is running, 

click Stop UniFi to stop it . To restart the software, click 

Start UniFi to restart it .

Restore from file Click Choose File to restore the UniFi 

Controller from a file you specify . Follow the on-screen 

instructions .

Auto Backup

Restore from Auto Backup Click to restore from the 

automatic backup file . Follow the on-screen instructions .

Firmware

Version Displays the version number of the UniFi Cloud 

Key firmware .

Check for Updates Click Check for Updates to see if 

there is a newer firmware version . If there is, then you can 

follow the on-screen instructions to upgrade now .

Update Manually Click Update Manually to update the 

firmware . The Please Confirm Update screen will appear .

You have two options:

• upload file If you have the firmware saved in a specific 

location, then click Select File to browse for the file .
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• get file from URL If you know the URL of the firmware’s 

location, then enter it in the URL field .

• Update Click Update to proceed with the update .

• Cancel Click Cancel to skip the update .

Note: Updating the UniFi Cloud Key firmware will 

also update the UniFi Controller software . We 

recommend that you back up your UniFi Controller 

configuration (refer to “Backup” on page 60 for 

more information) before updating the UniFi Cloud 

Key firmware .

UniFi

Version Displays the version number of the UniFi 

Controller software .

Check for Updates Click Check for Updates to see if 

there is a newer software version . If there is, then you can 

follow the on-screen instructions to upgrade now .

Note: We recommend that you back up your UniFi 

Controller configuration (refer to “Backup” on page 

60 for more information) before upgrading the 

UniFi Controller software .

UniFi Cloud Account
You must be a superadmin for initial cloud management . 

Once cloud access is enabled by the superadmin, then any 

other admin can also enable cloud access .

Note: The cloud account is also known as the Single 

Sign-On (SSO) account .

Login Instructions

1 . Launch the Chrome web browser and type  

https:// followed by the appropriate Controller 

Hostname/IP address as specified in “Settings > 

Controller” on page 56 . Press enter (PC) or return 

(Mac) . 

https://unifi.ubnt.com

2 . Enter the username and password for your UBNT 

account . Click Sign In .

A list of UniFi Controllers will appear . 

You can apply one of the following primary filters:

• All Displays all UniFi Controllers .

• Cloud Key Only displays UniFi Cloud Keys .

• Software Installation Only displays instances of 

software installations .

• Cloud Only displays UniFi Controllers with cloud access .

A secondary filter is available:

• All Displays all UniFi Controllers . 

• Online Only displays online UniFi Controllers .

• Offline Only displays offline UniFi Controllers .

Discover Cloud Key Click to discover a UniFi Cloud Key 

on your local network .

Search  Enter the text you want to search 

for . Simply begin typing; there is no need to press Enter .

You can click any of the column headers to change the 

list order.

(icon) Displays the icon corresponding to the device 

running the UniFi Controller . Green indicates an active 

UniFi Controller . Gray indicates an inactive UniFi Controller .

UniFi Cloud Key

Computer

Name Displays the hostname, alias, or MAC address of 

the device running the UniFi Controller . You can click the 

name to get additional details at the bottom of the screen . 

(Go to “Additional Details” on page 15 for more 

information .)
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Host Displays the IP address of the device running the 

UniFi Controller .

Status Displays the status of the UniFi Controller:

• Online ONLINE  The UniFi Controller is available for access .

• Offline OFFLINE  The UniFi Controller is not available .

• Manage By Other MANAGE BY OTHER  The UniFi Controller is 

not available because it is managed by another admin .

Alerts Displays the number of alerts for the UniFi 

Controller .

Sites Displays the total number of sites managed by the 

UniFi Controller .

Devices Displays the total number of devices managed 

by the UniFi Controller .

Clients Displays the total number of clients on the sites 

managed by the UniFi Controller .

Version Displays the software version number of your 

UniFi Controller .

Firmware Displays the firmware version number, if 

available .

Actions Click a button to perform the desired action: 

• Launch Click LAUNCH  to access the UniFi Controller . 

Proceed to “Using the UniFi Controller Software” on 

page 17 for more information .

• Forget Click FORGET to remove the UniFi Controller 

from your cloud account .

Chat At the lower left of the screen, click  to open a 

window for online chat support .

Admin

At the top right of the screen, click the account icon  

(  by default or the user-specified icon) to display the 

Preferences, My Account and Sign Out options:

Store Click  to access the store site for UniFi 

products .

Preferences To change your account preferences, click 

 . The Preferences screen will appear:

The available settings are:

• Condensed view Enabled by default . The table 

padding is condensed and the font size is minimized to 

fit as much data on the screen as possible .

• Dark settings Enabled by default . A dark theme is used 

on the Settings screens .

• Wide panel Disabled by default . If enabled, the Details 

panel is displayed with maximum width .

• Show device adopt requirements Enabled by default .

• Confirm before device restart Enabled by default .

• Confirm before device reset Enabled by default .

• Find Cloud Key automatically Disabled by default .

• Find Device automatically Disabled by default .

• Show Demo Controller Enabled by default .

• Show connection requirements Enabled by default .

• Language The default is English .

Your changes are automatically saved . To cancel changes, 

click Cancel . To reset to factory default settings, click 

Reset to Defaults .

My Account To change your account settings and/or 

password, click  . The Account Settings screen 

will appear:

There are four pages available:

• Profile Access your account settings:

 - First Name Enter your first name .

 - Last Name Enter your last name .

 - Username Enter your login username .

 - Email Enter the email address of your cloud account .

 - Current Password Enter your current account 

password .

 - Update Settings Click to apply your changes .

• Security Change the duration of your session and/or 

your account password:

 - Session Timeout Select the appropriate duration of 

your session . You will be automatically logged out for 

security purposes . 

 - Update Session Settings Click to apply your 

changes .
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 - Create a New Password Enter a new password with 

at least eight characters .

 - Enter Current Password Enter your current account 

password .

 - Update Password Settings Click to apply your 

changes .

• 2FA Follow the on-screen instructions if you want 

to use the Google Authenticator app for two-factor 

authentication (2FA) .

 - Insert 2FA token Enter the 6-digit code after you 

have scanned the on-screen QR code .

 - Enable 2FA Click to apply the code .

• Beta Program Follow the on-screen instructions if you 

want to join the beta program .

 - I agree to the Terms of Service & Beta Program 

Guidelines Select to agree to the terms and 

guidelines for joining the beta program .

 - Join Now Click to join the beta program .

Sign Out To manually sign out of the cloud account, click 

 .

Additional Details

Select a UniFi Controller to display more information on 

the right side of the screen .

• (icon) A green circle icon  indicates an active UniFi 

Controller . Gray indicates an inactive UniFi Controller .

• (controller_name) Displays the Controller Hostname/IP 

address as specified in “Settings > Controller” on page 

56 .

• IP Address Displays the IP address of the device 

running the UniFi Controller .

Sites Overview

• Search  Enter the text you want to 

search for . Simply begin typing; there is no need to press 

Enter .

• Launch Using Cloud If cloud access is available, then 

you can use it to access the UniFi Controller . Click the 

appropriate option: Launch using Cloud, Launch using 

hostname of your Controller, or Launch using IP of 

your Controller .

For cloud access, these are the requirements:

• Ports 443 (TCP), 3478 (UDP), and 443 (UDP) must be 

open .

• If you access this Controller using unifi .ubnt .com, there 

will be some outbound UDP traffic if remote access 

is ongoing (via WebRTC), and the port numbers are 

dynamic .
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• Name Displays the name of the site . You can click the 

name to get additional details on the right .

• Status Indicates the number of alerts and status of each 

dashboard node .

 - (Unread Alerts)  Displays the number of unread 

alerts .

 - (WAN/LAN/WLAN) The status of each dashboard 

node: UniFi Security Gateway, UniFi wired network, or 

UniFi wireless network is indicated by color: 

• Green Indicates an active node .

• Red Indicates that the node or some of its devices 

are offline .

• Gray Gray indicates that there is no connection or 

there are no devices available for that node.

• Actions Click a button to perform the desired action: 

 - Launch Click LAUNCH  to access the UniFi Controller . 

Proceed to “Using the UniFi Controller Software” on 

page 17 for more information .

Details

• Software Version Displays the software version 

number of the UniFi Controller .

• Devices Displays the total number of devices managed 

by the UniFi Controller .

• Clients Displays the total number of clients on the sites 

managed by the UniFi Controller .

• Sites Displays the total number of sites managed by the 

UniFi Controller .

• Inform URL Displays the URL, port, and path to the 

UniFi Controller . This tells UniFi APs where to look for the 

UniFi Controller . 
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Chapter 3: Using the UniFi Controller Software

Chapter 3: Using the UniFi 

Controller Software

The UniFi Controller software has a browser-based 

interface for easy configuration and management . 

To access the interface, perform the following steps:

1 . Launch the UniFi Controller application if it hasn’t 

already been started . 

• Mac users: Go > Applications > UniFi 

• Windows users: Start > All Programs > 

Ubiquiti UniFi

2 . The UniFi login screen will appear . Enter the username 

and password in the appropriate fields and click Log In . 

Navigation Bar
The UniFi software consists of six primary pages . This User 

Guide covers each page with a chapter . For details on a 

specific page, refer to the appropriate chapter . 

“Dashboard” on page 63

“Statistics” on page 71

“Map” on page 81 

“Devices” on page 89

“Clients” on page 99

“Insights” on page 105

Common Interface Options
The common interface options are accessible from all tabs 

in the UniFi interface . 

Current Site

The UniFi Controller can manage multiple UniFi networks, 

which are called sites . Each site has its own configurations, 

maps, statistics, guest portals, and site administrator 

accounts . The multiple sites are logically separated, and 

the initial site is named Default . 

Current Site To view available sites or create a new site, 

click the arrow  icon . 

• Sites overview To display a list of available sites, click 
Sites overview  . The Sites Overview screen will appear .

Each site is displayed with the following:

 - Name Displays the name of the site .

 - Alerts Displays the number of pending alerts .

 - WAN The  icon is color-coded to display the 

WAN connection status . Green indicates active; red 

indicates inactive .

 - LAN The  icon is color-coded to display the wired 

network connection status . Green indicates active; red 

indicates inactive .

 - Active Displays the number of active wired devices .

 - Inactive Displays the number of inactive wired 

devices .

 - Pending Displays the number of wired devices 

pending adoption .

 - WLAN The  icon is color-coded to display the 

wireless network connection status . Green indicates 

active; red indicates inactive .
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 - Active Displays the number of active wireless 

devices .

 - Inactive Displays the number of inactive wireless 

devices .

 - Pending Displays the number of wireless devices 

pending adoption .

 - Users Displays the number of wireless users  and 

wired users  .

 - Guests Displays the number of wireless guests  

and wired guests  .

• Add new site To create a new site, click Add new site , 

and the Add a New Site screen will appear:

 - Site Name Enter a name that describes the site . It will 

be used in the Current Site drop-down menu .

 - Cancel Click to discard changes . 

 - Submit Click to save changes .

• Import Site Click to import a new site . The Import Site 

screen will appear .

 - Site Name Enter a name that describes the site . It will 

be used in the Current Site drop-down menu .

 - Choose File Browse for the appropriate file .

 - Cancel Click to discard changes . 

Username

At the top right of the screen, click the Username to 

display the Store, Preferences, Edit Account, and Logout 

options:

Store If enabled by the admin, there is a direct link to: 

store.ubnt.com

Preferences To change the UI settings, click 

 .

• Rows per panel Displays the number of rows per page 

for tables in the property panels . The default is 10 .

• Dark settings Enabled by default . A dark theme is used 

on the Settings screens .

• Condensed view Enabled by default . The table 

padding is condensed and the font size is minimized to 

fit as much data on the screen as possible .

• Responsive tables Disabled by default . If enabled, 

the Responsive tables option removes columns on 

smaller-sized browsers to prevent excessive scrolling 

when the table columns are not customized .

• Inline property panel Enabled by default . When the 

property panel is inline, it compresses the main content 

when it is open . When the property panel is not inline, it 

opens on top of the content, as a popup .

• Undocked panels Disabled by default . Properties 

appear as overlays instead of in the property panel .

• Confirm before blocking client Enabled by default .

• Confirm before device upgrade Enabled by default .

• Confirm before device restart Enabled by default .

• Enable dynamic dashboard Disabled by default . If 

you enable it, then you can customize the Dashboard 

display . For more information, go to “Dynamic 

Dashboard (beta)” on page 69 .

• Auto discover devices Enabled by default . Devices are 

automatically discovered .

• Remember all refresh rates Disabled by default . Quick 

refresh rates are not recommended for permanent use 

or large installations .

• Enable refresh button Disabled by default . If enabled, 

the refresh button is displayed .

• Enable WebSocket connection Enabled by default . 

WebSocket allows cloud access .

• Use 24-hour time Disabled by default .

• Date format Enter the format you want to use . The 

default is MM/DD/YYYY .

• Language Select the appropriate language .

• Alerts position Select the position you want alerts to 

appear: Top left, Top center, Top right, Bottom left, 

Bottom center, or Bottom right .

http://store.ubnt.com
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• Statistics timezone Select the appropriate time zone 

for logging the statistical data: Browser’s, Site’s, or UTC . 

The default is UTC .

• Refresh rate The default is 2 minutes .

• Cancel Click to discard changes .

• Save and Close Click to save changes .

• Reset to Defaults Click to reset to factory defaults .

Edit Account To change the login name and/or password, 

click  . The Edit Account screen will appear:

• Password Enter your current password .

• Admin Name Enter the admin name .

• Email Enter the email address of the admin account .

• New Password Enter the new password .

• Confirm Password Enter the new password again .

• Alerts Select this option to enable email notifications .

 - Send similar alerts in one email Select this option to 

group similar alerts in a single email notification .

• Email Templates Select this option to enable the use of 

HTML email templates .

• Professional Installer Select this option to enable 

options for professional installers . Then select I hereby 

certify that I am a professional installer of wireless 

equipment . (This allows you to set the antenna gain for 

the UAP-AC-M device, which has a detachable antenna .)

• Submit Click to apply changes .

• Cancel Click to discard changes .

Logout To manually sign out of the UniFi Configuration 

Interface, click  .

Properties

The Properties panel is hidden by default . To display it, 

select a device . 

Information about each selected device appears as 

a popup within this panel . The information varies 

depending on the device type . For more information, see 

the appropriate chapter:

• “UniFi Security Gateway Details” on page 115

• “UniFi Switch Details” on page 121

• “UniFi Access Point Details” on page 131

• “Client Details” on page 147

Note: For management of the UniFi VoIP Phones, 

please download the UniFi VoIP Controller:  

www.ubnt.com/download/unifi

Controls and Live Chat

At the bottom left of the screen, there are four controls:

•  Events

•  Alerts (see “Alerts” on page 20)

•  Settings (see “Settings” on page 21)

•  Chat with Us (see “Chat with Us” on page 62)

Events

The Events  tab displays a list of recent events, along 

with the corresponding device icon, device name, 

message, date, and time . 

Maximize/Minimize Click  to maximize the screen size . 

Click again to minimize the screen size . 

Close Click  to close the screen .

http://www.ubnt.com/download/unifi
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Search  You can enter text that you want 

to search for . Simply begin typing; there is no need to 

press Enter .

You can apply one of the following filters to filter recent 

events based on the time period you specify:

•  (All) Display all of the recent events .

•  (1 day) Filter recent events for a one-day duration .

•  (7 days) Filter recent events to display a week’s 

duration .

•  (31 days) Filter recent events to display a month’s 

duration .

You can apply one of the following filters:

• All Display all of the recent events .

• Admin Only display recent events for the administrator .

• LAN Only display recent events for the wired network .

• WLAN Only display recent events for the wireless 

networks .

You can apply one of the following filters:

• All Display all of the recent events .

• Error Only display error-level events .

• Warnings Only display warning-level events .

• General Only display general-level events .

Icons

The messages use the following icons (not all are shown 

here):

Scheduled for upgrade

UniFi Security Gateway

UniFi Switch

UniFi Access Point

Clicking an Event Device Link

The messages have clickable links for client and UniFi 

devices:

• “UniFi Security Gateway Details” on page 115

• “UniFi Switch Details” on page 121

• “UniFi Access Point Details” on page 131

• “Client Details” on page 147

Alerts

When there is a new alert, an orange icon displaying the 

number of new alerts appears .

The Alerts  tab displays a list of important events, 

along with the corresponding device icon, device name, 

message, date, and time. 

Maximize/Minimize Click  to maximize the screen size . 

Click again to minimize the screen size . 

Close Click  to close the screen .

Search  You can enter text that you want 

to search for . Simply begin typing; there is no need to 

press Enter .

You can apply one of the following filters to filter recent 

alerts based on the time period you specify:

•  (All) Display all of the recent alerts .

•  (1 day) Filter recent alerts for a one-day duration .

•  (7 days) Filter recent alerts to display a week’s 

duration .

•  (31 days) Filter recent alerts to display a month’s 

duration .

Show archived alerts Select this option to display all of 

the archived alert messages .

You can apply one of the following filters:

• All Display all of the recent events .

• Error Only display error-level events .

• Warnings Only display warning-level events .

Archive All Click Archive All to archive all of the alert 

messages .

Archive Click  to archive the selected alert message .

Icons

The messages use the following icons (not all are shown 

here):

UniFi Security Gateway

UniFi Switch

UniFi Access Point

Clicking an Alert Device Link

The messages have clickable links for client and UniFi 

devices:

• “UniFi Security Gateway Details” on page 115

• “UniFi Switch Details” on page 121

• “UniFi Access Point Details” on page 131

• “Client Details” on page 147
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Settings

The Settings  tab displays a list of available sub-tabs:

• “Settings > Site” on page 21

• “Settings > Wireless Networks” on page 22

• “Settings > Networks” on page 27

• “Settings > Routing & Firewall” on page 31

• “Settings > Guest Control” on page 37

• “Settings > Profiles” on page 45

• “Settings > Services” on page 48

• “Settings > Admins” on page 53

• “Settings > User Groups” on page 54

• “Settings > DPI” on page 55

• “Settings > Controller” on page 56

• “Settings > Notifications” on page 57

• “Settings > Cloud Access” on page 58

• “Settings > Elite” on page 59

• “Settings > Maintenance” on page 59

• “Settings > Auto Backup” on page 62

Settings > Site

Configure the site-specific settings . To switch sites, select a 

different site from the Current Site drop-down menu at the 

top of any screen .

Site Configuration

Site Name Change the name of the site .

Country Select the appropriate country .

Time Zone Select the appropriate time zone .

Services

Advanced Features When enabled, airtime fairness, 

bandsteering, minimum RSSI, and load balancing features 

become available .

Automatic Upgrade When enabled, the UniFi Controller 

will automatically upgrade your APs’ firmware when an 

update is available . 

LED When enabled, the status LEDs on the UniFi devices 

will light up . When disabled, the LEDs will turn off .

Alerts Select this option to enable alert emails, which will 

be sent to the email addresses of the administrators .

Speed Test When enabled, you can run a periodic speed 

test . Enter the interval in minutes .

Port Remapping When enabled, the VOIP port on the 

UniFi Security Gateway, model USG, will be remapped as a 

WAN2 port .

Uplink Connectivity Monitor It monitors the uplinks of 

the managed APs, either wired or wireless, by checking to 

see if the gateway/custom IP can be reached . 

• Enable connectivity monitor and wireless uplink The 

monitor and wireless uplink capability are enabled by 

default . 

 - Enable automatic uplink failover Enable this option 

to have the UniFi Controller automatically select a new 

wireless uplink if the original uplink fails . This allows 

the UniFi APs to switch to alternative uplinks/mesh 

configurations if a node fails . 

• Default Gateway Enabled by default . All managed 

APs will use the gateway of the AP that is providing IP 

information, either by DHCP or Static designation . 

• Custom IP Click to specify an IP address .

 - Uplink IP Address All managed APs will use the IP 

address you enter .

SNMP Select this option to activate the SNMP 

(Simple Network Monitor Protocol) agent . SNMP 

is an application layer protocol that facilitates the 

exchange of management information between 

network devices . Network administrators use SNMP 

to monitor network-attached devices for issues that 

warrant attention.

• Community String Specify the SNMP community 

string . It is required to authenticate access to MIB 

(Management Information Base) objects and functions 

as an embedded password . The device supports a 

read-only community string; authorized management 

stations have read access to all the objects in the MIB 

except the community strings, but do not have write 

access . The device supports SNMP v1 . The default 

is public .

Remote Logging Enable to define a remote syslog server .

• Enable debug logging Select this option to create 

debug logs .

• Remote IP or Hostname Enter the IP address or 

hostname of the syslog server .

• Port Enter the port number of the syslog server . The 

default is 514 .

Device Authentication

SSH Authentication This option protects SSH access to 

the UniFi devices . All devices in the same site share the 

same SSH username and password . You can also make 

changes:
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• Username Enter the new username .

• Password Enter the new password .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Export Site Click to export the site to another controller 

of the same or higher version number . Then follow the 

on-screen instructions .

• Download Backup File Click to download a backup 

configuration file .

• Cancel Click to cancel the export .

Settings > Wireless Networks

Configure the wireless networks for each site . You can 

have up to four wireless network names or SSIDs per 

WLAN group.

WLAN Group The Default WLAN group is automatically 

created .

Add a New WLAN Group To add a new WLAN group, 

click the  button . Go to the Add or Edit a WLAN Group 

section .

Add or Edit a WLAN Group

• Name Enter or edit a descriptive name for the WLAN 

group .

• Mobility To enable seamless roaming (Zero Handoff ), 

select the checkbox .

Note: Not all UniFi APs support Zero Handoff 

Roaming .

When you enable this option, multiple Access Points 

(APs) act as an AP cluster, appearing as a single AP . The 

wireless client detects only one AP, so it seamlessly 

roams from AP to AP – there is no need to re-negotiate . 

The APs determine which AP has the best connection 

and should serve the client . They use multicasting to 

communicate so they must be wired in the same Layer 2 

domain . 

Zero Handoff Roaming does not support wireless 

uplinks and can only be used on a secured network . It 

is also not meant for all scenarios . For example, if there 

is too much load or interference, then Zero Handoff 

Roaming may not be appropriate for your scenario .

Configure the following options:

 - Radio Select the appropriate radio, 2G or 5G .

 - Channel Select the channel that all of the APs will use 

for Zero Handoff Roaming .

• Legacy Support (Not available if you enabled the 

Mobility option .) By default, legacy devices, such as 

802 .11b devices, are excluded . Select this option if you 

want to support legacy devices .

Advanced Options Click to display more options .
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• PMF Enabling PMF (Protected Management 

Frames) may cause a drop in performance . Select the 

appropriate option:

 - Disabled The UniFi APs will not use PMF for any 

stations .

 - Optional The UniFi APs will use PMF for all PMF-

capable stations while allowing non-PMF-capable 

stations to join the wireless network .

 - Required The UniFi APs will use PMF for all stations . 

Stations that are not capable of PMF will not be 

allowed to join the wireless network .

Save Click to apply changes .

Cancel Click to discard changes .

For each WLAN group, you have the following:

• Remove a WLAN Group To remove a WLAN group 

(except for the Default, which cannot be removed), 

select it from the drop-down menu, and then click the 

delete  button . 

• Options To make changes, select the WLAN group from 

the drop-down menu, and then click the edit  button . 

Go to “Add or Edit a WLAN Group” on page 22 .

Wireless Networks

Name Displays the wireless network name or SSID .

Security Displays the type of security being used on your 

wireless network .

Guest Network Indicates whether or not the network is a 

guest network .

VLAN Indicates its VLAN ID .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the wireless 

network settings . Go to the Create or Edit a Wireless 

Network section . 

• Delete Click  to remove the wireless network .

Create Wireless Network Click  to add 

a wireless network . Go to the Create or Edit a Wireless 

Network section . 

Create or Edit a Wireless Network

• Name/SSID Enter or edit the wireless network name 

or SSID.

• Enabled Select this option to make the network active .

• Security Select the type of security to use on your 

wireless network .

 - Open This option is typically only used on the guest 

network . When enabled, wireless network access is 

open to anyone without requiring a password .

 - WEP WEP (Wired Equivalent Privacy) is the oldest 

and least secure security algorithm . WPA™ security 

methods should be used when possible .

• WEP Key Enter a WEP encryption key in 

hexadecimal format . You can enter a 64-bit or 

128-bit key:

Type Hex

64-bit 10 Hexadecimal Characters  
(0-9, A-F, or a-f )  
Example: 00112233AA 
Note: You can use 5 printable characters, which 
will be translated to the corresponding HEX code.

128-bit 26 Hexadecimal Characters  
(0-9, A-F, or a-f )  
Example: 00112233445566778899AABBCC 
Note: You can use 13 printable characters, which 
will be translated to the corresponding HEX code.

• Key Index Specify which Index of the WEP Key 

to use . Four different WEP keys can be configured 

at the same time, but only one is used . Select the 

effective key: 1, 2, 3, or 4 .

 - WPA-Personal WPA or Wi-Fi Protected Access was 

developed as an encryption method stronger than 

WEP . WPA-Personal requires a passphrase to connect 

to the wireless network .

• Security Key Enter the passphrase that users will 

use to connect to the wireless network .
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 - WPA-Enterprise WPA Enterprise uses a RADIUS 

server to authenticate users on the wireless network .

• RADIUS Profile  Specify a RADIUS profile:

• Select a RADIUS profile from the drop-down list, 

or

• Click Create New RADIUS Profile to create a new 

RADIUS profile . Refer to “Create or Edit a RADIUS 

Profile” on page 45 for detailed information .

• Hotspot 2.0 Select this option to enable Hotspot 

2 .0 . Then select a Hotspot profile from the 

drop-down list . Go to “Hotspot 2.0” on page 49 

for more information .

• Guest Policy Select this option to enable guest access 

policies on this wireless network . By default, guest 

policies will drop broadcast traffic from wireless stations 

and also block LAN => WAN broadcast and multicast 

data from all except the default gateway . See Advanced 

Options for custom whitelisting .

Advanced Options

Click to display options for advanced users .

• Multicast and Broadcast Filtering Disabled by 

default . We recommend to enable it if there are more 

than 100 wireless clients on a single Layer-2 network . 

When Multicast and Broadcast Filtering is enabled, 

devices such as Chromecasts and Apple TVs will not be 

discovered unless the USG MDNS service is enabled .

Multicast/broadcast data is sent out at the lowest 

modulation rate, so we recommend that you block this 

traffic unless it is absolutely essential . Disable this option 

if proper multicast/broadcast controls are already 

implemented on the LAN infrastructure .

 - Excepted Devices You can specify devices that need 

to send multicast/broadcast data to Wi-Fi stations . In 

most cases, only the default gateway needs to send 

multicast data to Wi-Fi stations and is automatically 

added by the UniFi Controller . You can add any other 

devices, such as Bonjour printers or Chromecast 

devices .

• MAC Address Displays the MAC address of the 

device .

• Name Displays the name or hostname of the 

device .

• Action Click  to remove this device .

• (MAC_address) To add an excepted device, enter 

the MAC address and click  .

• Add Batch Click to add a group of devices .

• (MAC_addresses) Enter the MAC addresses in 

the field provided .

• Override current MAC Access Control 

List Select this option to override this list . 

Disabled by default .

• Import Click  to import a list of MAC 

addresses .

• Apply Click to save changes .

• Close Click to exit the screen without saving any 

changes .
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• Add Clients Click to add a group of wireless clients .

• Filter by Enter keywords to search for specific 

devices .

• MAC Address Displays the MAC address of the 

client device .

• Name Displays the name or hostname of the 

client device .

• Apply Select the client devices and then click to 

save changes .

• Close Click to exit the screen without saving any 

changes .

• VLAN To use a VLAN, select Use VLAN ID and enter the 

VLAN ID number . 

• Fast Roaming Fast Roaming allows certain devices with 

802 .11r capabilities to potentially roam more quickly . 

However, older devices may experience connectivity 

issues due to their lack of 802 .11r client-side support or 

compatibility . Select this option with caution .

• Hide SSID Select this option if you don’t want the 

wireless network name or SSID to be broadcast .

• WPA Mode (Available if WPA security is enabled .) Select 

the appropriate WPA method: Both, WPA1 Only, or 

WPA2 Only (default) .

 - Encryption (Available if WPA security is enabled .) 

Select the appropriate encryption method: Auto, 

TKIP Only, or AES/CCMP Only (default) .

• Group Rekey Interval (Available if WPA security is 

enabled .) Select this option to rekey the GTK (Group 

Temporal Key) after an interval specified in seconds . The 

default is 3600 seconds .

• User Group Assign wireless users to a specific user 

group . For more information about user groups, see 

“Settings > User Groups” on page 54 . 

• UAPSD Disabled by default . Select UAPSD 

(Unscheduled Automatic Power Save Delivery) to enable 

the power save mode of Wi-Fi devices .

• Scheduled Select Enable WLAN Schedule to restrict 

wireless access to the schedule you set .

 - Monday-Sunday Select the days you want to 

schedule .

 - (hours) Use the slider bars to adjust the start and end 

times of the day’s wireless access .

• Multicast Enhancement Disabled by default . Enabling 

Multicast Enhancement is useful for applications such as 

IPTV installations . 

If clients do not send IGMP (Internet Group 

Management Protocol) messages, then they are 

not registered as receivers of your multicast traffic . 

Using IGMP snooping, Multicast Enhancement isolates 

multicast traffic from unregistered clients and allows 

the device to send multicast traffic to registered clients 

using higher data rates . This may lessen the risk of 

traffic overload and increase the reliability of multicast 

traffic since packets are transmitted again if the first 

transmission fails . 

If clients do not send IGMP messages but should receive 

multicast traffic, then you may need to keep Multicast 

Enhancement disabled . 

Note: IGMPv3 is supported by the UniFi APs . 
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802.11 Rate and Beacon Controls

• DTIM Mode Select this option to use the default DTIM 

(Delivery Traffic Indication Message) values . Increasing 

the DTIM values allows devices to conserve power, at a 

slight latency penalty . Deselect it to configure the values 

below .

• DTIM 2G Period Enter the number of beacons between 

the 2 .4 GHz DTIM beacons . The default is 1 .

• DTIM 5G Period Enter the number of beacons between 

the 5 GHz DTIM beacons . The default is 1 .

• 2G Data Rate Control Select this option to determine 

what bit rates your 2 .4 GHz network will allow . Disabling 

lower bit rates can improve performance for higher-

density networks but will make some older devices 

incompatible with your network and limit the range of 

your wireless network .

 - Also require clients to use rates at or above the 

specified value Select this option to set minimum 

rates for clients .

 - Send beacons at 1 Mbps Select this option to set the 

beacon speed at 1 Mbps .

• 5G Data Rate Control Select this option to determine 

what bit rates your network will allow . Disabling 

lower bit rates can improve performance for higher-

density networks but will make some older devices 

incompatible with your network and limit the range of 

your wireless network .

 - Also require clients to use rates at or above the 

specified value Select this option to set minimum 

rates for clients .

 - Send beacons at 6 Mbps Select this option to set the 

beacon speed at 6 Mbps .

MAC Filter

• Enabled Select this option to filter MAC addresses .

• Policy Select Whitelist to allow connections from the 

following MAC addresses; all others will be blocked . 

Select Blacklist to block connections from the following 

MAC addresses; all others will be allowed .

• MAC Addresses To add a MAC address, enter it and 

click  .

 - Add Batch Click to add a group of devices .

• (MAC_addresses) Enter the MAC addresses in the 

field provided .

• Override current MAC Access Control List Select 

this option to override this list . Disabled by default .

• Import Click  to import a list of MAC 

addresses .

• Apply Click to save changes .

• Close Click to cancel changes .
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 - Add Clients Click to add a group of wireless clients .

• Filter by Enter keywords to search for specific 

devices .

• MAC Address Displays the MAC address of the 

client device .

• Name Displays the name or hostname of the client 

device .

• Apply Select the client devices and then click to 

save changes .

• Close Click to cancel changes .

RADIUS MAC Authentication

• Enabled Select this option to enable RADIUS MAC 

authentication .

• RADIUS Profile Select the appropriate RADIUS profile 

or create a new one; go to “Create or Edit a RADIUS 

Profile” on page 45 for more information .

• MAC Address Format Select the format used to 

convert a client’s MAC address to the RADIUS username .

• Empty Password Select this option to allow a blank 

password .

• Save Click to apply changes .

• Cancel Click to discard changes .

Settings > Networks

Configure the networks for each site . 

Networks

Name Displays the network name .

Purpose Displays the purpose of this network: Corporate, 

Guest, VLAN Only, Remote User VPN, Site‑to‑Site VPN, or 

VPN Client .

Subnet Displays the IP address and prefix size .

VLAN Displays the VLAN ID, if applicable .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the network 

settings . Go to the Create or Edit a Network section . 

• Delete (Not available for the default network .) Click 

 to remove the network .

Create New Network Click  to add a network . 

Go to the Create or Edit a Network section . 

Create or Edit a Network

• Name Enter or edit the network name .

• Purpose Select the most appropriate description: 

 - Corporate  Corporate networks are appropriate 

for networks containing trusted systems . Corporate 

networks have no restrictions between them, or from 

them to the internet, by default . 
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 - Guest Guest networks are often used in combination 

with the Guest Control feature (refer to “Settings > 

Guest Control” on page 37) for limiting access . The 

default Guest Control restrictions block authenticated 

guests from reaching any private IP subnet (RFC 1918) .

 - VLAN Only Deploys the configured VLAN ID and 

associated configuration to the UniFi Switch(es) . 

 - Remote User VPN Allows configuration of a UniFi 

Security Gateway as a remote access PPTP or L2TP 

VPN server to connect mobile VPN clients . 

 - Site-to-Site VPN Site-to-site VPNs connect different 

networks with an always-on connection and routing 

between . Auto, IPsec, and OpenVPN options are 

available . 

 - VPN Client Configures a VPN client on the UniFi 

Security Gateway to connect to a remote PPTP VPN 

server, acting like a mobile client would . Traffic 

leaving VPN client interfaces is source NATed to the IP 

assigned to the VPN client, so return routing from the 

server side isn’t needed .

Note: The Corporate, Guest, Remote User VPN, 

Site‑to‑Site VPN, and VPN Client settings apply to 

the UniFi Security Gateway only . The VLAN Only 

setting applies only to UniFi Switches .

After making your selection, follow the instructions for 

your selection:

Corporate or Guest Network

• Parent Interface Select the physical interface of the 

USG that this network will be associated with: LAN1 or 

LAN2 .

• VLAN (Not available for the default Corporate network, 

LAN .) Enter the VLAN ID .

• Gateway/Subnet Enter the IP address and subnet 

mask .

• Domain Name Enter the domain name .

• IGMP Snooping Select this option to monitor IGMP 

(Internet Group Management Protocol) traffic and 

thereby manage multicast traffic .

• DHCP Mode Select the appropriate option: DHCP 

Server, DHCP Relay, or None .

 - DHCP Server Enabled by default . The local DHCP 

server assigns IP addresses to DHCP clients on the 

network .

• DHCP Range Enter the starting and ending IP 

addresses of the range in the fields provided .

• DHCP Name Server Configure the name or DNS 

(Domain Name System) server setting:

• Auto Enabled by default . When this option is 

selected, all clients on the network are assigned 

the UniFi Security Gateway’s IP address as their 

DNS server . The clients will then use the UniFi 

Security Gateway’s caching DNS resolver as their 

DNS server .

• Manual Select this option to specify name 

servers . Then enter the IP address of a server in 

each DNS server field .

• DHCP WINS Server Select this option to designate 

WINS (Windows Internet Naming Service) server(s) . 

Then enter the IP address of a server in each WINS 

server field .

• DHCP Lease Time Enter the DHCP lease time in 

seconds . The IP addresses assigned by the DHCP 

server are valid only for the duration specified by 

the lease time . Increasing the lease time will extend 

the time clients retain their IP address in absence 

of the DHCP server . However, any network changes 

will take just over half the lease length to apply to 

all clients . In networks with high rates of device 

churn, much shorter lease lengths should be used 

to prevent exhausting the DHCP IP address pool . 

• DHCP UniFi Controller Enter the IP address of the 

UniFi Controller .

 - DHCP Relay Select this option to enable DHCP relay, 

which forwards DHCP packets to a DHCP server when 

DHCP clients are not on the same local network or 

subnet as their DHCP server . Go to “DHCP Relay” on 

page 51 for configuration instructions .

 - None Select this option to disable DHCP .

• DHCP Guarding Disabled by default . Select this option 

to detect and block unauthorized DHCP servers . DHCP 

guarding configures UniFi Switches to restrict DHCP 

servers on this network to the IP address(es) specified 

here . All other IP addresses attempting to serve DHCP 

will have the DHCP responses blocked, and the UniFi 

Controller will generate an alert . 

 - Trusted DHCP Server Enter the IP address of a 

trusted DHCP server in each field .

• UPnP LAN Disabled by default . Select this option 

to allow UPnP (Universal Plug and Play) on the local 

network .

• Save Click to apply changes .

• Cancel Click to discard changes .
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VLAN Only

The UniFi Switch is required for this option .

• VLAN Enter the ID number of the VLAN . Devices 

belonging to the same VLAN communicate as if 

they were attached to the same wire . Every VLAN ID 

represents a different VLAN . The VLAN ID range is 2 to 

4009 .

• IGMP Snooping Select this option to monitor IGMP 

(Internet Group Management Protocol) traffic and 

thereby manage multicast traffic . 

• DHCP Guarding Disabled by default . Select this option 

to detect and block unauthorized DHCP servers . DHCP 

guarding configures UniFi Switches to restrict DHCP 

servers on this network to the IP address(es) specified 

here . All other IP addresses attempting to serve DHCP 

will have the DHCP responses blocked, and the UniFi 

Controller will generate an alert . 

 - Trusted DHCP Server Enter the IP address of a 

trusted DHCP server in each field .

• Save Click to apply changes .

• Cancel Click to discard changes .

Remote User VPN

The UniFi Security Gateway is required for this option .

• VPN Type To connect mobile VPN clients, configure the 

UniFi Security Gateway as a remote access VPN server . 

Select the appropriate server type, PPTP Server or L2TP 

Server.

• Gateway/Subnet Enter the IP address and subnet 

mask .

• IP Pool The starting and ending IP addresses of the 

pool automatically appear after you complete the 

Gateway/Subnet field . These are the IP addresses that 

will be assigned to connected VPN clients . 

• Name Server Configure the name or DNS (Domain 

Name System) server setting .

 - Auto Enabled by default . Name servers are 

automatically assigned by the DHCP server .

 - Manual Select this option to specify name servers . 

Then enter the IP address of a server in each DNS 

server field .

• WINS Server Select this option to designate WINS 

(Windows Internet Naming Service) server(s) . Then enter 

the IP address of a server in each WINS server field .

• Site-to-Site VPN Enabled by default . The remote user 

can access the site’s resources as well as the resources of 

any other VPNs connected to the site . If you disable this 

option, then the remote user can only access the site’s 

resources .

• RADIUS Profile Select a RADIUS profile from the drop-

down list, or click Create New RADIUS Profile to create 

a new RADIUS profile . Refer to “Create or Edit a RADIUS 

Profile” on page 45 for information .

• Save Click to apply changes .

• Cancel Click to discard changes .

Site-to-Site VPN

The UniFi Security Gateway is required for this option .

• VPN Type Select the type of VPN being configured: 

Auto IPsec VTI, Manual IPsec, or OpenVPN .

 - Auto IPsec VTI Auto IPsec VTI is the default . This 

option lets you connect two sites on the same 

controller by simply picking the other site . The other 

end of the VPN tunnel uses a UniFi Security Gateway 

managed on a different site within the same UniFi 

Controller . If either side of the tunnel is using USG 

firmware 4 .2 .x, then the Auto IPsec VTI option will fall 

back to OpenVPN .

No further configuration is necessary; UniFi 

automatically creates a secure IPsec VPN and 

configures routing between the sites . Also, the VPN 

connection is bidirectional: creating an auto VPN from 

site A to site B also provides connectivity from site B to 

site A (nothing is configured on site B) .
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• Remote Site Select the appropriate site from the 

drop-down list .

Note: You must have admin privileges for the local 

and remote sites to view and select sites .

 - IPsec VPN Select this option to create a VPN that uses 

IPsec (IP security protocol) . 

• Enabled Select this option to create an IPsec VPN 

tunnel between two peer routers over the internet, 

from a local device to an externally managed device, 

such as an externally managed UniFi Security 

Gateway, EdgeRouter™, or third-party device that 

supports IPsec . (The UniFi Security Gateway is the 

local peer router .)

• Remote Subnets Click Add Subnet to add an 

address for a remote network .

• Peer IP Enter the internet IP address of the remote 

peer router .

• Local WAN IP Enter the internet IP address of the 

local UniFi Security Gateway .

• Pre-Shared Key Enter the pre-shared secret key . 

Both peer routers must use the same pre-shared 

secret key for authentication .

• IPsec Profile Select the appropriate option: 

• Customized Select this option to customize your 

settings .

• Azure dynamic routing Select this option if you 

are using Microsoft Azure with dynamic routing 

for a route-based VPN .

• Azure static routing Select this option if you are 

using Microsoft Azure with static routing for a 

policy-based VPN .

• Advanced Options Click to access the advanced 

configuration .

• Key Exchange Version Both peer routers must 

use the same Internet Key Exchange (IKE) version . 

Select the appropriate version: IKEv1 or IKEv2 . 

• Encryption Both peer routers must use the 

same encryption method . Select the appropriate 

encryption method: AES-128, AES-256, or 3DES .

• Hash Both peer routers must use the same hash 

algorithm . Select the appropriate hash algorithm: 

SHA1 or MD5 . 

• DH Group The DH (Diffie-Hellman) group 

specifies the strength of the DH encryption key 

for the key exchange . Both peer routers must use 

the same DH group . Select the appropriate DH 

group: 2, 5, 14, 15, 16, 19, 20, 21, 25, or 26 . The 

default is 14 . 

• PFS Select this option to enable PFS (Perfect 

Forward Secrecy), which protects your past 

sessions from decryption should your key be 

compromised in the future .

• Dynamic Routing Select this option to use VTI-

based IPsec (otherwise tunnel mode will be used) .

Note: If you selected Azure dynamic routing or 

Azure static routing, then the defaults of the 

Advanced Options will also change accordingly .
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 - OpenVPN Select this option to create a VPN that 

uses the OpenSSL (Secure Sockets Layer) library and 

SSL/TLS (Transport Layer Security) protocols . 

• Enabled Select this option to create an OpenVPN 

tunnel between two peer routers over the internet, 

from a local device to an externally managed device . 

(The UniFi Security Gateway is the local peer router .)

• Remote Subnets Click Add Subnet to add an 

address for a remote network .

• Remote Host Enter the hostname of the remote 

router .

• Remote Address Enter the internet IP address and 

port number of the remote router .

• Local Address Enter the internet IP address and 

port number of the UniFi Security Gateway .

• Shared Secret Key Enter the pre-shared secret 

key . (Include only the text below “BEGIN” and 

above “END” and remove the new lines .) Both peer 

routers must use the same pre-shared secret key for 

authentication .

• Save Click to apply changes .

• Cancel Click to discard changes .

VPN Client

The UniFi Security Gateway is required for this option .

• VPN Client PPTP Client is automatically selected .

• Enabled Select this option to enable the VPN client .

• Default Route Select this option to route internet 

traffic via the VPN tunnel .

• Route Distance Enter the administrative distance . (The 

default of PPTP client routes is 50 .)

• Remote Subnets (Available if Default Route is disabled .) 

Enter the network address of the remote network . This 

VPN client will be used to reach the specified remote 

network(s) .

 - Add Subnet If you have another remote subnet, click 

this option and enter its network address .

• DNS Select this option to use the DNS servers specified 

by the VPN server .

• Server Enter the IP address of the VPN server .

• Username Enter the VPN username .

• Password Enter the VPN password .

• MPPE Select this option to require MPPE (Microsoft 

Point-to-Point Encryption) .

• Save Click to apply changes .

• Cancel Click to discard changes .

Settings > Routing & Firewall

The Routing & Firewall screen displays the following tabs:

• Static Routes tab

• “Firewall” on page 32

• “Port Forwarding” on page 36

Static Routes

The Static Routes tab displays a list of user-defined static 

routes:

Name Displays the name of the static route .

Enabled Displays a check mark if the static route is 

enabled .

Network Displays the IP subnet of the network in 

Classless Inter-Domain Routing (CIDR) or slash notation 

(example: 192 .0 .2 .0/24) .

Type Displays the static route’s type: Next Hop, Interface, 

or Black Hole .

Interface Displays the interface associated with the static 

route .
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Next Hop Displays the IP address of the next hop for the 

static route .

Hop Distance Displays the status route’s administrative 

distance .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the static route 

entry . Go to “Create or Edit a Static Route” on page 

32 . 

• Delete Click  to remove the static route .

To create a static route, click CREATE NEW ROUTE  and go to 

“Create or Edit a Static Route” on page 32  .

Create or Edit a Static Route

Name Enter a name for the static route .

Enabled Keep this option selected to enable the route . 

The route is enabled by default .

Type This read-only field displays the route type: Static .

Network Enter the IP address and subnet mask using 

CIDR or slash notation:  

<network_IP_address>/<subnet_mask_number> 

(example: 192 .0 .2 .0/24) .

Distance Enter the static route’s administrative distance . 

This is a number between 1 and 255 . This number is often 

set to 1 (or a similarly low value) to create a route with a 

shorter distance than dynamic routes .

Static Route Type Select the static route’s type: Next 

Hop, Interface, or Black Hole .

• Next Hop The IP address of the next hop gateway for 

the desired routing path . This is the default .

 - Next Hop Enter the next hop IP address .

• Interface Interface routes are used with point-to-point 

connections, where there need not be a gateway IP . 

They are most often used with VPNs .

 - Interface Select the appropriate interface .

• Black Hole Select this option to forward unwanted 

traffic into a black hole, or to drop it .

Save Click to apply changes .

Cancel Click to discard changes .

Firewall

Firewall rules are used to allow or block packets on an 

interface . There are predefined rules that cannot be edited 

or deleted, and you can create your own rules . When you 

create a rule, you specify matching criteria, such as the 

protocol (any, TCP, UDP, etc .) and whether the rule will be 

evaluated before or after the predefined rules . Rules are 

evaluated in order; as soon as one rule results in a match, 

that rule is applied, and rule evaluation stops .

The Firewall tab displays user-defined firewall information, 

organized into three sub-tabs: Rules, Groups, and Settings .

Rules

The Rules sub-tab displays existing firewall rules . There are 

three network types:

WAN This is your internet connection .

LAN This is in reference to all corporate networks .

Guest This is in reference to any guest subnets .

There are three instances per network type: In, Out, and 

Local:

In Filters packets that enter the interface and traverse the 

router .

Out Filters packets that leave the interface . This applies to 

traffic that traverses the system or from the router itself .

Local Filters packets that are destined for the router . 

Note: There are predefined firewall rules for most 

interfaces . For detailed information on these 

predefined rules, refer to “Predefined Firewall 

Rules” on page 33 .

The interfaces are WAN In, WAN Out, WAN Local, LAN In, LAN 

Out, LAN Local, Guest In, Guest Out, and GUEST Local . 

The following information is displayed for each rule:

(order) Click  to change the order of the rules (except 

for the predefined rules) .

Rule Index Displays an automatically generated index 

number associated with the rule .

Enabled Displays a check mark if the rule is enabled .

Name Displays the descriptive name of the rule .

Action Displays the action to take if the rule criteria are 

satisfied: Drop, Reject, or Accept .
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Protocol Displays the protocol(s) that apply to the rule . If 

Except: precedes the listed protocol(s), all protocols except 

those listed are applicable .

Source Displays the source to which the rule applies .

Destination Displays the destination to which the rule 

applies .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the firewall rule . 

Go to “Create or Edit a Firewall Rule” on page 33 . 

• Delete Click  to remove the firewall rule .

To create a firewall rule, click CREATE NEW RULE  and go to 

“Create or Edit a Firewall Rule” on page 33 .

Create or Edit a Firewall Rule

Predefined Firewall Rules

The following firewall rules are predefined (cannot be 

edited or deleted):

Interface Rule Name Action Protocol

WAN IN Allow established/related sessions Accept All

Drop invalid state Drop All

WAN OUT None* - -

WAN 
LOCAL

Allow established/related sessions Accept All

Drop invalid state Drop All

Allow ICMP Accept ICMP

LAN IN Packets from UniFi to VoIP Accept All

Packets from Intranet to VoIP Drop All

Accounting defined network 
192 .168 .1 .0/24

Accept All

LAN OUT Accounting defined network 
192 .168 .1 .0/24

Accept All

LAN LOCAL None - -

GUEST IN Allow DNS packets to external 
name servers

Accept UDP

Allow packets to captive portal Accept TCP

Allow packets to allow subnets Accept All

Drop packets to restricted subnets Drop All

Drop packets to intranet Drop All

Drop packets to voip Drop All

Drop packets to remote user Drop All

Authorized guests white list Drop All

GUEST 
OUT

None - -

GUEST 
LOCAL

Allow DNS Accept UDP

Allow ICMP Accept ICMP

* The WAN_OUT ruleset is not deployed by default until controller 
version 5 .5 .2 and newer . To deploy WAN_OUT in earlier versions, set 
config .ugw .deploy_firewall_wan_out=true in config .properties .

Create New Rule

Name Enter a descriptive name for the rule .

Enabled Enables or disables the rule (enabled by default) .

Rule Applied Specify when the rule will be applied: 

Before Predefined Rules (default) or After Predefined 

Rules .

Action Select the action to take if the rule criteria are 

satisfied: 

• Drop Packets are blocked with no message . This is the 

default action .

• Reject Packets are blocked, and an ICMP (Internet 

Control Message Protocol) message is sent saying that 

the destination is unreachable .

•  Accept Packets are allowed through the firewall .

Protocol Specify the protocol(s) to which the rule applies . 

Select one of the following:

• All Match packets of all protocols (default) .

• TCP Match TCP packets .

• UDP Match UDP packets .

• TCP and UDP Match TCP and UDP packets .

• ICMP Match ICMP packets .

• Choose a protocol by name Select a protocol from the 

drop-down list to match packets of that protocol .

• Enter a protocol number Enter the port number of the 

protocol to match packets of that protocol .

• Match all protocols except for this Match all protocols 

except for the selected protocol(s) . (At least one protocol 

must be selected; All is not a valid selection with this 

option .)

• ICMP Type Name (Available if ICMP is selected .) Select 

the appropriate type from the drop-down list .
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Advanced

Logging Check the box to enable logging (disabled by 

default) .

States Select each state that will apply to the rule (none 

are selected by default) .

• New The packet is the first packet seen in a new 

connection . 

• Established The packet is part of an existing 

connection which has seen packets in both directions .

• Invalid The packet cannot be identified or its state 

cannot be determined .

• Related The packet is part of a new connection that is 

related to an existing connection .

IPsec Select the criteria for IPsec packet filtering: 

Don’t match on IPsec packets (default), Match inbound 

IPsec packets, or Match inbound non-IPsec packets .

Source

Source Type Select Address/Port Group or Network .

• Address/Port Group The source is an address/port 

group . Specify the following:

 - Address Group Select an address group from the 

drop-down list . To create a new address group, click 

Create Address Group .

• Name Enter a descriptive name .

• Address Enter an IP address .

• Add To add another address to the group, click 
Add . 

• Save Click to apply changes .

• Cancel Click to discard changes .

 - Port Group Select a port group from the drop-down 

list . To create a new address group, click Create Port 

Group .

• Name Enter a descriptive name .

• Port Enter a port number .

• Add To add another port number to the group, 
click Add . 

• Save Click to apply changes .

• Cancel Click to discard changes .

• Network The source is a network . Specify the following:

 - Network Select the network from the drop-down list . 

Then select IPv4 Subnet or USG IP Address from the 

drop-down list .

MAC Address Enter the MAC address of the source .

Destination

Destination Type Select the type of destination: 

• Address/Port Group The destination is an address/port 

group . Specify the following:

 - Address Group Select an address group from the 

drop-down list . To create a new address group, click 

Create Address Group .

• Name Enter a descriptive name .

• Address Add an IP address .

• Add To add another address to the group, click 
Add . 

• Save Click to apply changes .

 - Port Group Select a port group from the drop-down 

list . To create a new address group, click Create Port 

Group .

• Name Enter a descriptive name .

• Port Enter a port number .

• Add To add another port number to the group, 
click Add . 

• Save Click to apply changes .

• Network The destination is a network . Specify the 

following:

 - Network Select the network from the drop-down list . 

Then select IPv4 Subnet or USG IP Address from the 

drop-down list .

Save Click to apply changes .

Cancel Click to discard changes .
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Groups

The Groups sub-tab displays the following information:

Name Displays the name of the group .

Type Displays the group type: Address or Port .

Count Displays the total addresses or ports in the group .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the group . Go to 

the Create or Edit a Firewall Group section .

• Delete Click  to remove the group .

To create a group, click CREATE NEW GROUP  and go to the 

Create or Edit a Firewall Group section .

Create or Edit a Firewall Group

Name Enter a name for the group .

Type Select the type of group to create: Address or Port .

Address (Available if Type is set to Address .) Enter the IP 

address .

Port (Available if Type is set to Port .) Enter the port 

number .

Add Click Add to add another address or port to the 

group .

Save Click to apply changes .

Cancel Click to discard changes .

Settings

The Settings sub-tab displays the following options:

Conntrack Modules

FTP Tracks FTP connections . Enabled by default .

GRE Tracks GRE connections . Enabled by default .

H.323 Tracks H .323 connections . Enabled by default .

PPTP Tracks PPTP connections . Enabled by default .

SIP Tracks SIP connections . Disabled by default .

TFTP Tracks TFTP connections . Enabled by default .

State Timeouts

ICMP Enter the ICMP state timeout in seconds . The 

default is 30 .

Other Enter the state timeout for protocols excluding TCP, 

UDP, and ICMP in seconds . The default is 600 .

TCP Close Enter the ICMP state timeout in seconds . The 

default is 10 .

TCP Close Wait Enter the state timeout in seconds for 

connections in TCP Close Wait status . The default is 60 .

TCP Established Enter the state timeout in seconds for 

connections in TCP Established status . The default is 7440 .

TCP FIN Wait Enter the state timeout in seconds for 

connections in TCP FIN Wait status . The default is 120 .

TCP Last ACK Enter the state timeout in seconds for 

connections in TCP Last ACK status . The default is 30 .

TCP SYN Recv Enter the state timeout in seconds for 

connections in TCP SYN (Synchronize) Recv status . The 

default is 60 .

TCP SYN Sent Enter the state timeout in seconds for 

connections in TCP SYN Sent status . The default is 120 .

TCP Time Wait Enter the state timeout in seconds for 

connections in TCP Time Wait status . The default is 120 .

UDP Other Enter the state timeout in seconds for UDP 

connections with traffic in only one direction . The default 

is 30 .
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UDP Stream Enter the state timeout in seconds for UDP 

connections with bidirectional traffic . The default is 180 .

Firewall Options

Broadcast Ping Controls whether the UniFi Security 

Gateway replies to broadcast pings . Disabled by default .

Receive Redirects Controls whether the UniFi Security 

Gateway accepts ICMP redirects . Disabled by default .

Send Redirects Controls whether the UniFi Security 

Gateway sends ICMP redirects . Enabled by default .

SYN Cookies Controls usage of SYN cookies, a technique 

to resist SYN flood attacks that want to open ports on the 

UniFi Security Gateway . Enabled by default .

Apply Changes Click to save changes .

Reset Click to discard changes .

Port Forwarding

The Port Forwarding tab displays a list of port forwarding 

entries .

Name Displays the name of the port forwarding entry .

From Displays the source IP address, if specified .

Port Displays the port or ports that will be forwarded to 

the LAN . Also known as the external port(s) .

Dest IP/Port Displays the destination IP address and 

port(s) that will receive the forwarded port traffic . Also 

known as the internal port(s) .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the port 

forwarding entry . Go to the Create or Edit a Port 

Forwarding Entry section .

• Delete Click  to remove the port forwarding 

entry .

To create a port forwarding rule, click 
CREATE NEW PORT FORWARD RULE  and go to the Create or Edit a 

Port Forwarding Entry section .

Create or Edit a Port Forwarding Entry

Name Enter a name to identify this port forwarding entry .

From The default is Anywhere, which accepts traffic from 

any source IP address . To specify a source IP address, 

select Limited and enter the source IP address in the field 

provided .

Port Enter the port or ports that will be forwarded to the 

LAN (also known as the external port or ports) . You can 

identify the port or ports by name, number, and/or range . 

To specify multiple ports, use a comma-separated list 

(example: 20‑23,554) .

Forward IP Enter the LAN IP address that will receive the 

forwarded port traffic .

Forward Port Enter the port or ports that will receive 

the forwarded port traffic (also known as the internal 

port) . You can identify the port or ports by name, number, 

and/or range . If you do not specify this port, then the 

original destination port of the traffic will be used.

Protocol Select the protocol that will be forwarded: Both, 

TCP, or UDP .

Logs Select this option to create port forward logs .

Save Click to apply changes .

Cancel Click to discard changes .
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Settings > Guest Control

The Guest Control screen displays the following sections:

• Guest Policies (see below)

• “Portal Customization” on page 40

• “Hotspot” on page 41 (for Hotspot authentication)

• “Access Control” on page 45

Guest Policies

Enable Guest Portal Disabled by default . When disabled, 

guests can access the internet without entering a 

password or accepting the terms of service . When this 

option is enabled, you can control the Guest Portal .

Authentication When the Guest Portal is enabled, the 

authentication options will appear:

• Authentication > No Authentication

• “Authentication > Simple Password” on page 38

• “Authentication > Hotspot” on page 38

• “Authentication > Facebook Wi-Fi” on page 39

• “Authentication > External Portal Server” on page 39

Authentication > No Authentication

Select this option if guests are not required to log in (you 

can choose to require the terms of service) . 

Expiration Specify the guest login expiration after a 

designated period of time: 8 hours, 24 hours, 2 days, 

3 days, 4 days, 7 days, or User-defined, which can be 

designated in minutes, hours, or days .

Landing Page After connecting, guests are redirected to 

the landing page . Select one of the following options:

• Redirect to the original URL After connecting, guests 

are directed to the URL they requested . 

• Promotional URL After connecting, guests are 

redirected to the URL that you specify . Ensure that the 

URL begins with http:// . Example: http://www .ubnt .com

Use Secure Portal When selected, unauthorized guests 

will be redirected to the HTTPS guest portal .

Redirect Using Hostname Select this option to enter and 

use a hostname for the portal URL in place of the default 

IP address . Paired with an SSL certificate, this ensures 

that site certificates are displayed as trusted in the guest 

browser . Example: www .ubnt .com

When logging in with No authentication, guests can click 

Connect for immediate access . 

If you enable the terms of service, then guests will be 

required to accept the terms of use before gaining access 

to the internet . 

You can select Enable terms of service under Settings > 

Guest Control > Portal Customization to enforce selection of 

the terms of service by the guest . See “Access Control” on 

page 45 for more information .

Enable HTTPS Redirection When selected, unauthorized 

guests will be redirected to the guest portal when they are 

HTTPS browsing .

http://www.ubnt.com
http://www.ubnt.com
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Authentication > Simple Password

Select this option if guests are required to enter a simple 

password (you can choose to require the terms of service) . 

See “Guest Policy” on page 24 for more information .

Guest Password Enter a password that guests must enter 

before connecting to the internet . 

Expiration Specify the guest login expiration after a 

designated period of time: 8 hours, 24 hours, 2 days, 

3 days, 4 days, 7 days, or User-defined, which can be 

designated in minutes, hours, or days .

Landing Page After connecting, guests are redirected to 

the landing page . Select one of the following options:

• Redirect to the original URL After connecting, guests 

are directed to the URL they requested .

• Promotional URL After connecting, guests are 

redirected to the URL that you specify . Ensure that the 

URL begins with http:// . Example: http://www .ubnt .com

Use Secure Portal When selected, unauthorized guests 

will be redirected to the HTTPS guest portal . If you don’t 

have a valid certificate installed on the UniFi Controller, 

then guests will see a certificate error and the Captive 

Network Assistant on OS X may not appear.

Redirect Using Hostname Select this option to enter and 

use a hostname for the portal URL in place of the default 

IP address . Paired with an SSL certificate, this ensures 

that site certificates are displayed as trusted in the guest 

browser . Example: www .ubnt .com

When logging in with Simple Password authentication, 

guests will be required to enter the Guest Password before 

gaining access to the internet .

If you enable the terms of service, then guests will be 

required to accept the terms of use before gaining access 

to the internet . 

You can select Enable terms of service under Settings > 

Guest Control > Portal Customization to enforce selection of 

the terms of service by the guest . See “Access Control” on 

page 45 for more information .

Enable HTTPS Redirection When selected, unauthorized 

guests will be redirected to the guest portal when they are 

HTTPS browsing . They may see an invalid certificate error 

if they are HTTPS browsing before authentication .

Authentication > Hotspot

Select this option to enable Hotspot functionality, 

including the ability to customize portal login pages 

and bill customers using major credit cards or other 

supported methods . You must also select Enable Guest 

Portal under Settings > Guest Control to enforce voucher 

entry, payment, and selection of the terms of service by 

the guest . See “Guest Policy” on page 24 for more 

information .

Default Expiration Specify the guest login expiration 

after a designated period of time: 8 hours, 24 hours, 

2 days, 3 days, 4 days, 7 days, or User-defined, which can 

be designated in minutes, hours, or days .

Landing Page After connecting, guests are redirected to 

the landing page . Select one of the following options:

• Redirect to the original URL After connecting, guests 

are directed to the URL they requested . 

• Promotional URL After connecting, guests are 

redirected to the URL that you specify . Ensure that the 

URL begins with http:// . Example: http://www .ubnt .com

http://www.ubnt.com
http://www.ubnt.com
http://www.ubnt.com
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Use Secure Portal When selected, unauthorized guests 

will be redirected to the HTTPS guest portal . If you don’t 

have a valid certificate installed on the UniFi Controller, 

then guests will see a certificate error and the Captive 

Network Assistant on OS X may not appear.

Redirect Using Hostname Select this option to enter and 

use a hostname for the portal URL in place of the default 

IP address . Paired with an SSL certificate, this ensures 

that site certificates are displayed as trusted in the guest 

browser . Example: www .ubnt .com

Enable HTTPS Redirection When selected, unauthorized 

guests will be redirected to the guest portal when they are 

HTTPS browsing . They may see an invalid certificate error 

if they are HTTPS browsing before authentication .

Authentication > Facebook Wi-Fi

Select this option to enable free Wi-Fi via Facebook, so 

businesses can offer free Wi-Fi via Facebook check-in for 

their customers . For more information, go to:  

https://www.facebook.com/help/facebookwifi

Expiration Specify the guest login expiration after a 

designated period of time: 8 hours, 24 hours, 2 days, 

3 days, 4 days, 7 days, or User-defined, which can be 

designated in minutes, hours, or days .

Use Secure Portal When selected, unauthorized guests 

will be redirected to the HTTPS guest portal . If you don’t 

have a valid certificate installed on the UniFi Controller, 

then guests will see a certificate error and the Captive 

Network Assistant on OS X may not appear.

Redirect Using Hostname Select this option to enter and 

use a hostname for the portal URL in place of the default 

IP address . Paired with an SSL certificate, this ensures 

that site certificates are displayed as trusted in the guest 

browser . Example: www .ubnt .com

Enable HTTPS Redirection When selected, unauthorized 

guests will be redirected to the guest portal when they are 

HTTPS browsing . They may see an invalid certificate error 

if they are HTTPS browsing before authentication .

Facebook Wi-Fi

Gateway Name Enter the name of your Facebook Wi-Fi 

gateway .

Gateway Configuration You can configure the gateway 

after you register it with Facebook . The registration will 

happen automatically after applying the changes with the 

Facebook Wi-Fi feature enabled for the first time . Once you 

select the name, you cannot change it without registering 

the gateway again . 

For more information, go to:  

https://www.facebook.com/help/facebookwifi

Authentication > External Portal Server

Select this option if you are using an external server to 

host a custom guest portal .

Custom Portal Enter the IP address in the IP Address field .

Use Secure Portal When selected, unauthorized guests 

will be redirected to the HTTPS guest portal . If you don’t 

have a valid certificate installed on the UniFi Controller, 

then guests will see a certificate error and the Captive 

Network Assistant on OS X may not appear.

Redirect Using Hostname Select this option to enter and 

use a hostname for the portal URL in place of the default 

IP address . Paired with an SSL certificate, this ensures 

that site certificates are displayed as trusted in the guest 

browser . Example: www .ubnt .com

Enable HTTPS Redirection When selected, unauthorized 

guests will be redirected to the guest portal when they are 

HTTPS browsing . They may see an invalid certificate error 

if they are HTTPS browsing before authentication .

http://www.ubnt.com
https://www.facebook.com/business/facebook-wifi
http://www.ubnt.com
https://www.facebook.com/help/facebookwifi
http://www.ubnt.com
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Portal Customization

Select this option to have customized portal pages appear 

in place of the default login pages . (This option is not 

available if you are using Facebook Wi-Fi or an external 

portal server .)

Template Engine Select AngularJS for client-side 

rendering or Legacy JSP for server-side rendering . We 

recommend AngularJS unless you are using old templates.

Note: AngularJS is not compatible with old 
templates because the old templates were designed 

to work with JSP (Java Server Pages).

The UniFi Controller offers a built-in editor to customize 

AngularJS; however, it is not fully customizable at 
this time. 

AngularJS is a single-page app, so it should work more 
quickly. However, AngularJS uses JS (JavaScript), which 
may not work with some really old web browsers or newer 

browsers with JS support disabled. 

AngularJS uses responsive design, so it will adapt to the 
size of a mobile device, such as a tablet or smartphone . 

Legacy JSP is fully customizable and uses old HTML, so it 
should work with any web browser . You can customize 

Legacy JSP only by overriding files. Legacy JSP works more 
slowly and is not responsive by default .

AngularJS

Select AngularJS for client-side rendering .

• Override Default Templates Select this option if you 

want to manually edit the styles or templates . Please 

note that changing the templates may mean that some 

of the fields available in the UI will no longer apply to 

the portal .

• Title Enter the title of your portal . The default is Hotspot 

portal .

• Welcome Text Select Enable welcome text to add a 

welcome message . 

After you have added your welcome text, click Submit 

to save your changes or click Cancel . 

Once you have welcome text, then you can click EDIT   
to make changes .

 - Text position Select the appropriate location for the 

welcome text, Under the logo or Above boxes .

• Terms of Service Select Enable terms of service to add 

any terms of service you want hotspot users to accept .

Click Submit to save your changes or click Cancel . 

Once you have the terms of service, then you can click 
EDIT  to make changes .

• Languages Displays the languages you have added . 

English is the default and cannot be deleted .

 - Code Displays the language code .

 - Language Displays the name of the language .

 - Actions Click  to remove the language .

 - Add Language To add a language, select it and click 

 .

Note: Some languages are not supported 

by default, so you will need to create a 

locales/<code>/ directory in your overrides path 

and translate the appropriate language files .

• Portal Customization You can make the following 

formatting changes:

 - Customize logo Click Upload image and select the 

logo you want to use . (We recommend the use of the 

 .png format .) Then click Open .

 - Background image Click Upload image and select 

the image you want to use . (We recommend the use 

of the  .jpg format .) Then click Open .

• Tile background image Select this option if you 

want to repeat the background image in a tile 

pattern .
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 - Background color Click to select the appropriate 

color, or enter the hexadecimal HTML color value you 

want to use . The default is #233041 .

 - Text color Click to select the appropriate color, or 

enter the hexadecimal HTML color value you want to 

use . The default is #ffffff .

 - Button color Click to select the appropriate color, or 

enter the hexadecimal HTML color value you want to 

use . The default is #1379b7 .

 - Button text color Click to select the appropriate 

color, or enter the hexadecimal HTML color value you 

want to use . The default is #ffffff .

 - Link color Click to select the appropriate color, or 

enter the hexadecimal HTML color value you want to 

use . The default is #00db9e .

 - Box color Click to select the appropriate color, or 

enter the hexadecimal HTML color value you want to 

use . The default is #ffffff .

 - Text color in box Click to select the appropriate color, 

or enter the hexadecimal HTML color value you want 

to use . The default is #000000 .

 - Link color in box Click to select the appropriate color, 

or enter the hexadecimal HTML color value you want 

to use . The default is #1379b7 .

 - Box opacity You can change the opacity of the box 

background color . The default is 90 .

• Desktop Preview Enabled by default . The Desktop 

Preview previews the portal in the desktop view .

• Mobile Preview Click Mobile Preview to preview the 

portal in the mobile view .

• Reset Style Reset Portal Customization changes to the 

factory defaults .

Note: At this time AngularJS does not support 
voucher customization; however, you can 

customize vouchers using the voucher .html and 

voucher .css files . Refer to “Customizable Default 

Files” on page 160 for more information .

Legacy JSP

Select this option to enable server-side rendering .

• Override Default Templates Select this option if you 

want to manually edit the styles or templates . Please 

note that changing the templates may mean that 

some of the fields available in the UI will no longer 

apply to the portal . See “Portal Customization with 

Legacy JSP” on page 157 for more information .

Hotspot

When Hotspot authentication is selected, the Hotspot 

section is displayed . 

API API-based authorization is enabled by default .

Select the methods of authorization:

Vouchers Use Hotspot Manager to create vouchers 

(including distributable code, duration values, and 

use restrictions) . See “Payments” on page 42 and 

“Hotspot Manager” on page 151 .
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Payments Set up payment-based authentication . Go to 

the Payments section .

RADIUS Available if AngularJS is enabled. Go to 
“RADIUS” on page 48 .

Facebook Available if AngularJS is enabled. This 
authentication method requires Redirect using hostname 

to be enabled . Go to ”Facebook” on page 45 .

Google+ Available if AngularJS is enabled. This 
authentication method requires Redirect using hostname 

to be enabled . Go to “Google+” on page 45 .

Go to Hotspot Manager Click Go to Hotspot Manager to 

manage Analytics, Wireless Guests, Payments/Transactions, 

Vouchers, and Operator Accounts . See “Hotspot Manager” 

on page 151 .

When logging in with voucher-based Hotspot 

authentication, guests will be required to enter the 

voucher number before gaining access to the internet .

If you enable the terms of service, then guests will be 

required to accept the terms of use before gaining access 

to the internet . 

When logging in with payment-based Hotspot 

authentication, guests will be required to select the 

package type and click the payment choice before gaining 

access to the internet .

If you enable the terms of service, then guests will be 

required to accept the terms of use before gaining access 

to the internet . 

You can select Enable terms of service under Settings 

> Guest Control > Portal Customization to enforce 

selection of the terms of service by the guest . See “Portal 

Customization with Legacy JSP” on page 157 for more 

information .

Voucher Customization

Template Engine Legacy JSP is enabled by default.

Override Default Templates Select this option if you 

want to manually edit the styles or templates . Please note 

that changing the templates may mean that some of the 

fields available in the UI will no longer apply to the portal . 

See “Portal Customization with Legacy JSP” on page 
157 for more information .

Payments

Payment Packages (Available only for payment-based 

authentication .) There are three packages by default: Basic 

8HR ($5.99), Premium Daypass ($8.99), and Free Trial .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the package 

settings . Go to “Add or Edit a Package” on page 43 . 

• Delete Click  to delete the package .

Add Another Package Click ADD ANOTHER PACKAGE  to create 

a new package . Go to “Add or Edit a Package” on page 

43 . 
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Add or Edit a Package

• Name Enter or edit the name of the package .

• Payment Select Free package if appropriate . (Only 

one free package is allowed . There is a free package 

by default, so unless you delete it, this option is not 

available .)

• Price Select the appropriate currency from the 

drop-down menu, and then enter the price .

• Charged as Enter the text that will be shown on the 

credit card statement .

• Overwrite Limit Select this option if you want to 

overwrite the user group policy per WLAN/user .

• Hours Enter the number of access hours the package 

allows .

• Limit Download Enter the maximum download 

bandwidth in Kbps .

• Limit Upload Enter the maximum upload bandwidth in 

Kbps .

• Limit Quota Enter the maximum amount (in 

megabytes) of data transfer allowed per session .

• Customize payment fields Select to customize form 

fields .

 - Enable first name field Select this option to create a 

field for a first name .

• Required Select this option if you want to make 

this field mandatory .

 - Enable last name field Select this option to create a 

field for a last name .

• Required Select this option if you want to make 

this field mandatory .

 - Enable address field Select this option to create a 

field for an address .

• Required Select this option if you want to make 

this field mandatory .

 - Enable city field Select this option to create a field 

for a city .

• Required Select this option if you want to make 

this field mandatory .

 - Enable state field Select this option to create a field 

for a state .

• Required Select this option if you want to make 

this field mandatory .

 - Enable Zip/Postal Code field Select this option to 

create a field for a zip or postal code .

• Required Select this option if you want to make 

this field mandatory .

 - Enable country field Select this option to create a 

field for a country .

• Required Select this option if you want to make 

this field mandatory .

• Default value Select the appropriate default 

country from the drop-down menu .

 - Enable email field Select this option to create a field 

for an email address .

• Required Select this option if you want to make 

this field mandatory .

 - Submit Click to apply changes .

 - Cancel Click to discard changes .

Payment Field Options Certain fields may be required by 

some payment gateways; please check with your payment 

gateway for specific requirements . Refer to the Add or Edit 

a Package section in the previous column for information 

about the Payment Field Options .

Payment Gateway You have multiple options:

• PayPal™ Website Payment Pro (US, Canada, UK) Use 

your PayPal Website Payments Pro account . 

To manage payments and transactions, click 
GO TO HOTSPOT MANAGER, and see “Hotspot Manager” on 

page 151 . 

Enter the PayPal account details: 

 - API Username Enter the corresponding Username.

 - API Password Enter the corresponding Password .

https://www.paypal.com/webapps/mpp/website-payments-pro
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 - API Signature Enter the corresponding Signature for 

the PayPal account that will receive payments .

 - Use sandbox account For PayPal testing purposes, 

select this option . Then click Apply Sandbox Account 

to set up or access your PayPal Sandbox Test 

Environment .

• Stripe (US, Canada, UK) Use your Stripe account . To 

manage payments and transactions, click Go to Hotspot 

Manager, and see “Hotspot Manager” on page 151 .

Enter the Stripe account detail: 

 - API Key Enter the live secret API key.

Note: We recommend that you perform a test 

transaction with the test secret API key first before 

using the live secret API key . 

• Quickpay (Europe) Use your Quickpay account . To 

manage payments and transactions, click Go to Hotspot 

Manager, and see “Hotspot Manager” on page 151 . 

Enter the Quickpay account details: 

 - Merchant ID Enter the ID for your merchant account.

 - API User API Key Enter the API key .

 - Agreement ID Enter the agreement ID .

 - Enable test mode Select this option to use the test 

mode .

• Authorize.Net® (US, Canada) Use your Authorize.Net 

account . To manage payments and transactions, click Go 

to Hotspot Manager, and see “Hotspot Manager” on 

page 151 . 

Enter the Authorize .Net account details: 

 - API Login ID Enter the API login ID used to identify 

yourself as an authorized user.

 - Transaction Key Enter the key used to authenticate 

transactions .

 - Use test account For Authorize .Net testing purposes, 

select this option . Then click Apply Test Account to 

set up or access your Authorize.Net test account .

• Merchant Warrior (Australia, New Zealand) Use your 

Merchant Warrior account . To manage payments and 

transactions, click Go to Hotspot Manager, and see 

“Hotspot Manager” on page 151 . 

Enter the Merchant Warrior account details: 

 - Merchant UUID Enter the ID for your merchant 

account.

 - API Key Enter the API key.

 - API Passphrase  Enter the API passphrase .

 - Use test account For Merchant Warrior testing 

purposes, select this option . Then click Apply Test 

Account to set up or access your Merchant Warrior 

test account .

• IPpay™ (US, Canada) Use your IPpay account . To 

manage payments and transactions, click Go to Hotspot 

Manager, and see “Hotspot Manager” on page 151 . 

Enter the IPpay account details: 

 - Terminal ID Enter the terminal number for your 

merchant account.

 - Use test account For IPpay testing purposes, select 

this option . Then click Apply Test Account to set up 

or access your IPpay test account .

RADIUS

Profile Select the appropriate RADIUS profile or create 

a new one; go to “Create or Edit a RADIUS Profile” on 

page 45 for more information .

Authentication type Select MS-CHAPv2 or CHAP .

Disconnect Requests Select this option to accept 

incoming disconnect requests . 

• Receiver Port Enter the appropriate port number . The 

default is 3799 .

https://developer.paypal.com
https://developer.paypal.com
https://stripe.com
http://quickpay.net
http://www.authorize.net
https://developer.authorize.net/testaccount/
http://www.merchantwarrior.com
http://www.merchantwarrior.com/join
http://www.merchantwarrior.com/join
http://www.ippay.com
http://www.converge-tech.com/IPPay-s/1821.htm
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Facebook

App ID Enter the ID for the Facebook app . For more 

information, go to:  

https://developers.facebook.com/docs/apps/register

App Secret Enter the secret key .

Scope Select this option to request the user’s email 

address .

For more information, go to:  

ubnt.link/UniFi-Social-Media-Authentication

Google+

Client ID Enter the ID for the Google API . For more 

information, go to:  

https://developers.google.com/identity/protocols/

OAuth2

Client Secret Enter the secret key .

Scope Select this option to request the user’s email 

address .

Domain Enter a domain to limit the connection to users 

of a specific Google Apps domain .

For more information, go to:  

ubnt.link/UniFi-Social-Media-Authentication

Access Control

Pre-Authorization Access Enter any hostnames or 

subnets (internal or external) that you want guests to be 

able to access, even if they have not been authenticated . 

Click the delete  icon to remove a subnet from this list .

• Add Hostname or Subnet Click Add Hostname or 

Subnet to add more allowed hostnames or subnets .

Post-Authorization Restrictions Enter any hostnames or 

subnets that you don’t want guests to be able to access . 

Click the delete  icon to remove a subnet from this list .

• Add Hostname or Subnet Click Add Hostname or 

Subnet to add more restricted hostnames or subnets .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Settings > Profiles

You can use this option to create profiles for RADIUS 

authentication . RADIUS is a networking protocol providing 

centralized Authentication, Authorization, and Accounting 

(AAA) management for computers to connect to and use a 

network service .

RADIUS

Name Displays the name of the RADIUS authentication 

profile .

# Servers Displays the number of servers associated with 

this profile .

Accounting Enabled Displays a check mark if RADIUS 

accounting is enabled .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes .

• Delete Click  to delete the profile . 

Add New RADIUS Profile Click CREATE NEW RADIUS PROFILE  to create a 

new RADIUS profile . The Create New RADIUS Profile screen 

appears .

Create or Edit a RADIUS Profile

Profile Name Enter a name for the RADIUS profile .

VLAN Support Use these options to configure VLAN 

support:

https://developers.facebook.com/docs/apps/register
http://ubnt.link/UniFi-Social-Media-Authentication
https://developers.google.com/identity/protocols/OAuth2
https://developers.google.com/identity/protocols/OAuth2
http://ubnt.link/UniFi-Social-Media-Authentication
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• Enable RADIUS assigned VLAN for Wired 

Network Disabled by default . Select this option to 

allow the RADIUS server to dynamically assign a VLAN to 

a wired client . 

• Enable RADIUS assigned VLAN for Wireless 

Network Disabled by default . Select this option to 

allow the RADIUS server to dynamically assign a VLAN to 

a wireless client . 

If you set a VLAN ID as a static value for another SSID on 

the same AP, then you cannot re-use the same VLAN ID 

for the RADIUS-assigned (dynamic) VLAN . For example, 

if you have a VLAN set to VLAN 10, then you cannot use 

VLAN ID 10 for RADIUS-controlled VLAN users as those 

users will not be assigned an IP address .

RADIUS Auth Server Enter information used to identify 

the RADIUS server(s):

• IP Address Enter the IP address of the RADIUS 

authentication server .

• Port Enter the port number of the RADIUS 

authentication server . The default is 1812 .

• Password/Shared Secret Enter the password or 

shared secret (a case-sensitive text string) that will 

be used to validate communication with the RADIUS 

authentication server .

• Add Auth Server Click to add another RADIUS 

authentication server to the profile .

Accounting This option is disabled by default . If you are 

using an accounting server, click Enable Accounting and 

then configure the Interim Update and RADIUS Accounting 

Server settings:

Interim Update To specify the duration between 

accounting information updates, select Enable Interim 

Update .

• Interim Update Interval Enter the appropriate 

duration between updates for UniFi APs; the default is 

3600 seconds .

RADIUS Accounting Server Configure the following 

settings:

• IP Address Enter the IP address of the RADIUS 

accounting server .

• Port Enter the port number of the RADIUS accounting 

server . The default is 1813 .

• Password/Shared Secret Enter the password or shared 

secret (a case-sensitive text string) that will be used to 

validate communication with the RADIUS accounting 

server .

• Add Accounting Server Click to add another RADIUS 

authentication server to the profile .

Save Click to apply changes .

Cancel Click to discard changes .

Switch Ports

You can define switch port profiles that specify VLAN 

groupings for easy configuration . VLAN groupings 

allow you to create a combination of native networks 

(untagged) and tagged networks (tagged VLANs) for 

switch ports . The groupings configured here are then 

available for assignment to switch ports on the Switch’s 

Port Configuration tab .

Name Displays the name of the profile .

PoE Displays the selected PoE option .

Native Network Displays the selected native network .

Link Neg. Displays the selected link negotiation option .

Isolation Displays the selected isolation option .

Storm Ctrl. Displays the selected storm control option .

Actions Click a button to perform the desired action:

• View Click VIEW  to display more details . Go to the 

Create or View Switch Port Profile section .

• Delete Click  to delete the entry . 

Add New Port Profile Click to create a new profile .

Create or View Switch Port Profile

• Profile Name Enter a name to identify this profile .

• PoE Select the appropriate option: Do not modify, Off, 

24V Passive, PoE/PoE+, or Passthrough .

• Native Network The Native Network specifies the 

default VLAN, or Port VLAN Identifier (PVID), for the 

switch port . This determines the VLAN to be used for 

untagged traffic on that port . Most client devices do not 

VLAN-tag traffic; they will therefore only use the Native 

Network on their port . 
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The Switch accepts tagged and untagged packets 

in the ingress direction, and the untagged packets 

are assigned to the VLAN of the native network . For 

example, if the PVID is VLAN 30, then all untagged 

packets are assigned to VLAN 30 . In the egress direction, 

the native network packets are stripped of the VLAN 30 

header and exit as untagged packets .

This table lists how the packets are handled:

Packet 
Type

Ingress Action Egress

Tagged Accepted Remains tagged Sent out as tagged

Untagged Accepted Assigned to VLAN 
of native network

VLAN header 
removed and sent 
out as untagged

Each physical port can have multiple networks attached; 

however, only one of them can be native (untagged) . 

Select the appropriate native network . (Additional 

networks may be created in “Settings > Controller” on 

page 56 .)

• Tagged Networks The VLANs chosen here will be 

permitted as tagged on switch ports configured with 

this grouping . This permits ingress and egress traffic 

with the applicable VLAN tag . Any VLAN tags other than 

those chosen here will be dropped . 

As an example, the following illustrates how an access 

point’s switch port functions with one native network 

and two tagged VLANs used for additional wireless 

SSIDs . The AP’s switch port uses a VLAN grouping with 

LAN (VLAN 1) as the native network, and has VLANs 20 

and 30 defined as tagged networks .

• VLAN 20: corporate

• VLAN 30: guest

This table lists how the packets are handled:

Packet 
Type

Ingress Action Egress

Untagged Accepted Assigned to VLAN 1 VLAN header 
removed and sent 
out as untagged

Tagged as 
VLAN 20

Accepted Remains tagged Sent out tagged as 
VLAN 20

Tagged as 
VLAN 30

Accepted Remains tagged Sent out tagged as 
VLAN 30

The proper use of VLANs isolates the traffic of each 

VLAN . The guest traffic on VLAN 30 will be kept separate 

from the traffic on the corporate network .

Select the appropriate tagged network . (Use “Settings > 

Controller” on page 56 to create more networks .)

• Voice Network Select the appropriate voice network, if 

applicable .

• Advanced Options Click to access advanced options .

 - 802.1x Control Select Auto, Force authorized, Force 

unauthorized, or MAC-based to use a RADIUS server 

for user authentication on the Switch’s ports . 

 - Link Negotiation The default is Auto, enabling 

Ethernet autonegotiation, which is appropriate 

for almost all cases . Do NOT use Manual unless the 

device being connected to the port has also been 

set manually; if so, then switch to Manual to disable 

autonegotiation and enable manual configuration of 

duplex and speed:

• Full Duplex (Available for RJ45 ports only.) 
Full-duplex transmission is enabled by default . If 

disabled, it will be set to half duplex . 

• Link Speed Set the link speed of the interface 

as needed to match the device plugged into the 

port. For RJ45 ports, select 10 Gbps, 1000 Mbps, 

100 Mbps, or 10 Mbps . For SFP+ ports, select 

10 Gbps or 1000 Mbps . SFP ports must be set to 

1000 Mbps . 

 - Isolation Select to mark this port as an isolated port . 

An isolated port cannot communicate directly with 

any other isolated port .

 - Storm Control Monitor the unicast, multicast, and/or 

broadcast traffic for this port . If the specified type 

of traffic on this port exceeds the threshold rate you 

specify, then the UniFi Switch drops the excess traffic .

• Unknown Unicast Select to monitor unknown 

unicast traffic . Enter the threshold value in packets 

per second .

Note: Unlike Broadcast and Multicast storm 

control, Unicast storm control does not apply 

to all unicast traffic . It applies only to traffic 

destined for a MAC address not found in the 

switch’s MAC address table . Most devices 

should have a very low rate of such traffic . 

High rates of such traffic indicate malicious 

activity, or a broken device . Blocking 

excessive rates of such traffic may prevent 

problems on other devices on the network .
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• Multicast Select this option to control unicast 

traffic destined to unknown MAC addresses . Enter 

the threshold in packets per second . 

• Broadcast Select this option to monitor broadcast 

traffic . Enter the threshold in packets per second .

 - LLDP-MED You can use LLDP-MED (Link Layer 

Discovery Protocol-Media Endpoint Discovery) for 

device discovery and configuration of IP phones .

• Enable LLDP-MED Enabled by default .

• Enable topology change notification Disabled 

by default . This allows the Switch to receive 

notifications about any IP phone topology changes .

• Save Click to apply changes .

• Cancel Click to discard changes .

Settings > Services

You can configure a variety of services: RADIUS, Hotspot 

2 .0, DHCP, Dynamic DNS, MDNS, SIP, UPnP, and NTP .

RADIUS

Add RADIUS users and configure a RADIUS server .

Users

A list of RADIUS users is displayed .

Name Displays the name of the user .

VLAN Displays the assigned VLAN .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes . Go to the Create or 

Edit a User section .

• Delete Click  to delete the profile . 

• Create New User Click to add a new user .

Create or Edit a User

Create a new user or make changes .

• Name Enter the name of the user .

• Password Enter a password .

• VLAN Enter the appropriate VLAN number .

• Tunnel Type Select the appropriate type: 1 - Point-to-
Point Tunneling Protocol (PPTP), 2 - Layer Two Forwarding 
(L2F), 3 - Layer Two Tunneling Protocol (L2TP), 4 - Ascent 
Tunnel Management Protocol (ATMP), 5 - Virtual Tunneling 
Protocol (VTP), 6 - IP Authentication Header in the Tunnel-
mode (AH), 7 - IP-in-IP Encapsulation (IP-IP), 8 - Minimal 
IP‑in‑IP Encapsulation (MIN‑IP‑IP), 9 - IP Encapsulating 
Security Payload in the Tunnel‑mode (ESP), 10 - Generic 
Route Encapsulation (GRE), 11 - Bay Dial Virtual Services 
(DVS), 12 - IP-in-IP Tunneling, or 13 - Virtual LANs (VLAN) .

• Tunnel Medium Type Select the appropriate tunnel 

medium type: 1 - IPv4 (IP version 4), 2 - IPv6 (IP version 6), 
3 - NSAP, 4 - HDLC (8-bit multidrop), 5 - BBN 1822, 6 - 802 
(includes all 802 media plus Ethernet “canonical format”), 

7 - E.163 (POTS), 8 - E.164 (SMDS, Frame Relay, ATM), 
9 - F.69 (Telex), 10 - X.121 (X.25, Frame Relay), 11 - IPX, 

12 - AppleTalk, 13 - Decnet IV, 14 - Banyan Vines, or 

15 - E.164 with NSAP format subaddress .

• Save Click to apply changes .

• Cancel Click to discard changes .

Server

Configure a RADIUS server .

Enable RADIUS Server Click to configure a RADIUS 

server .

Secret Enter the key shared with the RADIUS server .

Clients Clients are configured for the entire network .
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Authentication Port Enter the appropriate port number 

to use for authentication; the default is 1812 .

Accounting Port Enter the appropriate port number to 

use for accounting; the default is 1813 .

Accounting Interim Interval Enter the appropriate 

duration between updates; the default is 3600 seconds .

Tunnelled Reply Enabled by default .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Hotspot 2.0

Use this option to create Hotspot 2 .0 profiles for each site . 

Hotspot 2 .0 is a standard for Wi-Fi roaming between Wi-Fi 

and cellular networks with automatic authentication .

Note: The Hotspot 2 .0 feature is supported by 

generation 2 and 3 APs .

Hotspot 2.0 Profile Name Displays the name of the 

Hotspot 2 .0 profile .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the profile . Go to 

the Create or Edit a Hotspot 2.0 Profile section .

• Delete Click  to delete the profile . 

Create or Edit a Hotspot 2.0 Profile

• Hotspot 2.0 Profile Name Enter a name for the 

Hotspot 2 .0 profile .

Internetworking Information

• Network Type Select the network type: Private 

network, Private network with guest access, 

Chargeable public network, Free public network, 

Personal device network, Emergency services only 

network, Test or experimental, or Wildcard .

• Network Access Configure these settings as required:

 - Internet Disabled by default .

 - Additional step required for access Disabled by 

default .

 - Emergency services reachable Disabled by default .

 - Unauthenticated emergency services 

accessible Disabled by default .

• HESSID Specify the Homogeneous External Service Set 

Identifier (HESSID) . This should be the MAC address of 

one of the APs in the network .

• Venue Info Specify the Venue Group and Venue Type . 

The available venue types vary depending on which 

venue group is selected, as shown in the following table:

Venue Group Available Venue Types

Unspecified Unspecified

Assembly Unspecified, Arena, Stadium, 
Passenger terminal, Amphitheater, 
Amusement Park, Place of worship, 
Convention center, Library, Museum, 
Restaurant, Theater, Bar, Coffee shop, 
Zoo or Aquarium, Emergency coordination 
center

Business Unspecified, Doctor or Dentist office,  
Bank, Fire station, Police station,  
Post office, Professional office, 
Research and development facility, 
Attorney office

Educational Unspecified, Primary school,  
Secondary school, University or College

Factory or Industrial Unspecified, Factory

Institutional Unspecified, Hospital, Long‑Term Care Facility 
(e.g., nursing home, hospice, etc.),  
Alcohol and Drug Rehabilitation Center, 
Group home, Prison orJail

Mercantile Unspecified, Retail store, Grocery market, 
Automotive service station, Shopping mall, 
Gas station

Residential Unspecified, Private residence,  
Hotel or Motel, Dormitory, Boarding house

Storage Unspecified

Utility and Miscellaneous Unspecified

Vehicular Unspecified, Automobile or Truck, Airplane, 
Bus, Ferry, Ship or Boat, Train, Motor Bike

Outdoor Unspecified, Muni‑mesh Network, City park, 
Rest area, Traffic control, Bus stop, Kiosk

• Venue Name Displays a list of Hotspot 2 .0 venues that 

have been created for the site:

 - Language Displays the language used by the venue .

 - Name Displays the name of the venue .

 - Actions Click  to delete the venue . 
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To add a venue name:

• Language Select the appropriate language .

• Name Enter a descriptive name .

• Add Venue Name Click to save the venue name .

NAI Realm List

• Name Displays the name of the NAI realm .

• EAP Method Displays the name of the EAP method that 

is being used by the NAI realm .

• Realm Enabled Displays Yes if the realm is enabled or 

No if the realm is not enabled .

• Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the NAI realm . 

Go to the Add or Edit a NAI Realm section .

• Delete Click  to delete the NAI realm . 

• Add NAI Realm List To add an NAI realm to the list, 

click ADD NAI REALM  . Go to the Add or Edit a NAI Realm 

section .

Add or Edit a NAI Realm

 - Name Enter the name of the NAI realm .

 - Realm Enabled Check the box to enable the NAI 

realm . This option is disabled by default .

 - EAP Method Select the Extensible Authentication 

Profile (EAP) method: EAP-TLS, EAP-SIM, EAP-TTLS, 

EAP-AKA, or EAP-AKA’ . 

 - (List of authentication types) Displays a list of 

authentication types that have been defined for this 

NAI realm list entry:

 - Auth Type Displays the authentication type .

 - Auth Subtype Displays the authentication subtype .

 - Actions Click  to delete the authentication 

type from the list .

To add an authentication type to the list, select the 

Auth Type and Auth Subtype, and then click ADD AUTH  . 

The available authentication subtypes vary depending on 

the value of Auth Type, as shown in the following table:

Auth Type Auth Subtype

Non‑EAP Inner Authentication PAP, CHAP, MSCHAP, MSCHAPv2

Inner Authentication EAP Method None

Credential SM, USIM, NFC Secure Element, 
Hardware Token, Softoken, 
Certificate, Username/Password, 
Anonymous, Vendor Specific

 - Submit Click to save your changes to the NAI realm 

list entry .

 - Cancel Click to discard changes . 

Domain Name List

• Name Displays the domain name .

• Actions Click  to delete the domain name 

from the list . 

• Add Domain Name To add a domain name to the list, 

fill out the Name field, and then click ADD DOMAIN NAME  . 

Roaming Consortium List

• Name Displays the name of the roaming consortium .

• Organization ID Displays the roaming consortium’s 

IEEE-assigned organization ID .

• Actions Click  to delete the roaming 

consortium from the list . 

To add a roaming consortium to the list, fill out the 

Name and Organization ID fields, and then click 
ADD ROAMING CONSORTIUM  . 

3GPP Cellular Network List

• Name Displays the name of the 3GPP cellular network .

• MCC Displays the Mobile Country Code (MCC) . The 

default is 001 .

• MNC Displays the Mobile Network Code (MNC) . The 

default is 001 .

• Actions Click  to delete the 3GPP cellular 

network from the list . 
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To add a 3GPP cellular network to the list, fill out the Name, 

MCC, and MNC fields, and then click ADD 3GPP CELLULAR NETWORK  . 

Save Click to apply changes made to the profile .

Cancel Click to discard changes .

DHCP

A DHCP (Dynamic Host Configuration Protocol) server 

assigns IP addresses to DHCP clients . You can add DHCP 

servers and configure DHCP relay .

DHCP Server

The UniFi Security Gateway forwards DNS queries from 

local clients to DNS servers .

Register client hostname from DHCP requests in USG 

DNS forwarder Enabled by default .

Apply Changes Click to save changes .

Reset Click to cancel changes .

DHCP Relay

You can add additional DHCP servers and configure DHCP 

relay settings . DHCP relay forwards DHCP packets to a 

DHCP server when DHCP clients are not on the same local 

network or subnet as their DHCP server .

DHCP Servers Click Add Server . Then enter the IP 

address of the new DHCP server in the field provided .

Hop Count Enter the maximum number of hops allowed 

(range: 1-255) .

Maximum Packet Size Enter the maximum number of 

packets allowed (range: 64-1400) .

Listen and Transmit Port Enter the port number (range: 

1-65535) .

Relay Agent Options Handling Specify what action 

should be taken if the DHCP request already includes relay 

information: 

• Default Discards the DHCP packet .

• Append Adds to the existing DHCP packet .

• Discard Drops the DHCP packet .

• Forward Forwards the DHCP packet unchanged .

• Replace Replaces the existing DHCP packet .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Dynamic DNS

Domain Name System (DNS) translates domain names 

to IP addresses . Each DNS server on the internet holds 

these mappings in its respective DNS database . Dynamic 

Domain Name System (DDNS) is a network service that 

notifies the DNS server in real time of any changes in the 

device’s IP settings . Even if the device’s IP address changes, 

you can still access the device through its domain name . 

The list of DDNS entries is displayed:

Service Displays the name of the DDNS service .

Hostname Displays the hostname registered with the 

DDNS service .

Server Displays the IP address or hostname of the DDNS 

server that should receive DDNS updates .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes .

• Delete Click  to delete a DDNS entry . 

Create New Dynamic DNS Click to create a DDNS entry .
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Create New Dynamic DNS

• Interface Select the appropriate interface, WAN 1 or 

WAN 2 .

• Service Select the appropriate DDNS service: afraid, 

dnspark, dslreports, dyndns, easydns, namecheap, 

sitelutions, or zoneedit .

• Hostname Enter the host name of the device .

• Username Enter the user name of the DDNS account .

• Password Enter the password of the DDNS account .

• Server Enter the address of your DDNS server .

• Save Click to apply changes .

• Cancel Click to discard changes .

MDNS

mDNS (Multicast DNS) creates an identifier for a device 

to use as a hostname with a multicast service on a local 

network . This helps simplify network configuration 

because no unicast DNS server is needed .

Enable Multicast DNS Click to enable this option .

Apply Changes Click to save changes .

Reset Click to cancel changes .

SIP

You can configure the UAP-AC-EDU as a SIP client to use it 

as an extension of a SIP phone system .

Note: The UAP-AC-EDU can be used either as part 

of a SIP system or through the EDU app – not both . 

For example, if the UAP-AC-EDU is configured as a 

SIP client, then you cannot use the EDU app to make 

broadcasts through it .

Configuration

Primary SIP settings are configured . Use the Endpoint tab 

to add each UAP-AC-EDU as an endpoint (SIP client) .

Enable EDU SIP Client Click to use the UAP-AC-EDU as a 

SIP client .

SIP Server For your SIP server, enter the IP address, IP 

address with port number (IP:port), FQDN, or FQDN with 

port number (FQDN:port) . The default port is 5060 .

Outbound Proxy Optional: For your outbound proxy 

server, enter the IP address, IP address with port number 

(IP:port), FQDN, or FQDN with port number (FQDN:port) . 

Apply Changes Click to save changes .

Reset Click to cancel changes .

Endpoint

Add each UAP-AC-EDU as an endpoint . The list of existing 

endpoints is displayed .

Device Name Displays the MAC address or hostname .

Extension/Username Displays the extension number or 

username .

Auth User Displays the name of the authorized user .

Volume Displays the volume level .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes .

• Delete Click  to delete an endpoint . 

Create New Endpoint Click to add a UAP-AC-EDU as an 

endpoint .
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Create or Edit an Endpoint

• Device Select or search for the appropriate 

UAP-AC-EDU .

• Extension/Username Enter the extension number or 

username .

• Auth User Enter the name of the authorized user .

• Password Enter the SIP password .

• Volume Specify the volume level .

• Save Click to apply changes .

• Cancel Click to discard changes .

UPnP

Instead of manually configuring port forwarding rules, you 

can use UPnP for automatic port forwarding when you 

have hardware that supports UPnP .

Configuration

Enable UPnP Disabled by default . Click to use this option; 

additional settings will appear .

WAN Interface Select the appropriate interface, WAN 1 

or WAN 2 .

Enable NAT Port Mapping Protocol Enabled by default . 

This protocol is typically used by Apple devices . 

Enable Secure Mode Enabled by default . This restricts 

port mappings to the clients’ own IP addresses .

Networks

LAN Click to use UPnP for your primary local network .

LAN__ Click to use UPnP for your local networks .

Apply Changes Click to save changes .

Reset Click to cancel changes .

NTP

NTP (Network Time Protocol) is a protocol for 

synchronizing the clocks of computer systems over 

packet-switched, variable-latency data networks . UniFi can 

obtain the system time from NTP servers on the internet .

Configure NTP Servers The default server IP addresses 

are displayed . You can designate different NTP servers .

Apply Changes Click to save changes .

Reset Click to discard changes .

Settings > Admins

You can create administrator accounts that are 

site-specific; these site administrators can only see the 

sites they manage and cannot see any devices that are 

Pending Approval .

The superadmin account is created during the Setup 

Wizard and has global admin (read/write) access; this 

superadmin account cannot be revoked or re-invited . 

Only the superadmin and admins who have permission to 

adopt devices can view devices that are Pending Approval 

and then adopt them on the UniFi Controller .

Note: Ensure that you save the superadmin login 

information for future use.

To create operator accounts for the Hotspot Manager, see 

“Operator Accounts” on page 155 .

Username Displays the name of the administrator .

Email Displays the email address of the administrator .

Verified Displays a checkmark to indicate that an admin 

is verified after he or she responds to an email invitation .

Role Displays the permissions level: Admin (read/write 

access) or Read Only .
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Permissions Displays whether the admin can adopt 

devices, see pending devices, and/or have read-only 

access to all sites .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes .

• Delete Click  to delete the user group . (The 

Default user group cannot be deleted .)

Add New Admin Click  to add a new admin . Go 

to the Create or Edit an Admin section . 

To create operator accounts for the Hotspot Manager, see 

“Operator Accounts” on page 155 .

Create or Edit an Admin

• Invite to Controller Select this option to allow the 

new administrator access . The admin who issued the 

invitation can select which role the new administrator 

will have with respect to the UniFi Controller . You have 

three options:

 - Send an invitation via email Send an email to the 

new administrator . 

• Name Enter the name of the new administrator .

• Email Enter the email address of the new 

administrator . 

• Cloud Access For remote access, select this option . 

The new administrator must use his or her own 

cloud account (linked to the same email address) to 

manage the UniFi Controller . 

 - Manually set and share the password Set up the 

password and share it with the new administrator .

• Name Enter the name of the new administrator .

• Password Enter the password for the new 

administrator . Select Require the user to change 

their password if you want the password changed 

after the initial login .

• Email Enter the email address of the new 

administrator . 

 - Invite existing admin Add an administrator from 

another site .

• Select Admin Search for an existing administrator 

from the drop-down list .

• Role Select Administrator (read/write access) or 

Read Only .

• Site Permissions Select this option to allow the new 

administrator to adopt pending devices .

• Global Permissions There are two options:

 - Show pending devices Select this option to allow 

the new administrator to view pending devices .

 - Allow read only access to all sites Select this option 

to restrict the new administrator to read-only access 

for all sites .

• Invite Click to invite the new administrator .

• Cancel Click to discard changes .

Settings > User Groups

Configure user groups on this screen . The default user 

group is named Default and has no bandwidth limits .

User Group Settings

Name Displays the name of the user group .

Bandwidth Limit (Download) Displays the download 

limit .

Bandwidth Limit (Upload) Displays the upload limit .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the user group 

settings . Go to the Create or Edit a User Group section . 

• Delete Click  to delete the user group . (The 

Default user group cannot be deleted .)

Create New User Group Click  to create 

a new user group . Go to the Create or Edit a User Group 

section . 

Create or Edit a User Group

• Name Enter or edit the name of the user group .
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• Bandwidth Limit (Download) Select to limit the 

download bandwidth . Enter the maximum in Kbps .

• Bandwidth Limit (Upload) Select to limit the upload 

bandwidth . Enter the maximum in Kbps .

• Save Click to apply changes .

• Cancel Click to discard changes .

See “Wireless Client – Configuration” on page 148 

or “Wired Client – Configuration” on page 150 

for information on how to assign a user or guest to a 

user group.

Settings > DPI

Configure the Deep Packet Inspection (DPI) settings of the 

UniFi Controller .

Enable DPI When enabled, this option turns on the 

DPI feature of the UniFi Security Gateway . The data will 

accumulate until you either click Clear DPI Counters 

(described below) or reboot/upgrade the Gateway . This 

feature will not work for any WAN connection when Smart 

Queue is enabled on it .

Clear DPI Counters Click this button to clear the DPI 

counters .

Apply Changes Click to save changes .

Reset Click to cancel changes .

DPI Restriction Groups

Add Group Click  to add a group . Go to the 

Add Group section . 

One group is created by default . Click + to expand the 

section for any group .

The following information is listed for each restriction:

Category/App Displays the traffic category or 

application .

Enabled Displays the status of the restriction .

Blocked Displays whether matching traffic is blocked .

Log Traffic Displays whether matching traffic is logged .

Actions Click the appropriate button:

• Edit Click EDIT  to make changes .

• Delete Click  to delete the DPI restriction 

group . (The Default group cannot be deleted .)

Add Restriction Click  to add a restriction . Go to 

the Add Restriction section . 

Add Group

• Group Name Enter a descriptive name .

• Create Click to apply changes .

• Cancel Click to discard changes .

Add Restriction

• Select Category Select the appropriate traffic category 

from the drop-down list, and then click  .

• Enabled Select to apply this restriction to the selected 

group .

• Block Select to block all traffic that matches this 

restriction .

• Log Traffic Select to log all traffic that matches this 

restriction .

• Save Click to apply changes .

• Cancel Click to discard changes .

DPI Restriction Assignments

Click  to expand the section for networks .

The following information is listed for each wired network:

Network Displays the name of the network .

Group Name Displays the name of the DPI restriction 

group .

Purpose Displays the purpose of the restriction .

Subnet Displays the subnet mask .
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VLAN Displays the assigned VLANs, if any .

Actions Click the appropriate button:

• Edit Click EDIT  to make changes .

• Delete Click  to delete the restriction . 

The following information is listed for each wireless 

network:

Network Displays the name of the network .

Group Name Displays the name of the DPI restriction 

group .

Security Displays the security description .

Guest Network Displays the name of the guest network .

VLAN Displays the assigned VLANs, if any .

Actions Click the appropriate button:

• Edit Click EDIT  to make changes .

• Delete Click  to remove this assignment .

Assign Network Click  to assign a restriction . Go 

to the Assign Restriction section . 

Assign Restriction

• Network Select the appropriate wired or wireless 

network from the drop-down list .

• Restriction Group Select the appropriate DPI 

restriction group from the drop-down list .

• Save Click to apply changes .

• Cancel Click to discard changes .

Settings > Controller

(Available for the superadmin only .) Configure the system 

settings of the UniFi Controller .

Controller Version

UI Displays the version number of the user interface .

Backend Displays the version number of the server-side 

application and database .

Build Displays the version number of the software build .

Platform Displays the version number of the cloud 

service .

Controller Settings

Controller Name Enter a descriptive name for your UniFi 

Controller instance .

Controller Hostname/IP (For advanced users only .) Enter 

the hostname or IP address of the UniFi Controller .

Note: When alert emails are sent out, the Controller 

Hostname/IP will be specified in the Controller URL at 

the bottom of every message .

• Override inform host with controller hostname/IP An 

inform host URL is used for Layer-3 device adoption 

using the UniFi Discovery Utility . Select this option 

to override the inform host URL . Then enter the 

appropriate hostname or IP address .

Note: The default inform port is 8080 . (You can 

customize this in system .properties .)

Network Discovery When enabled, this option allows 

UniFi to be discoverable via UPnP on the Layer-2 network . 

This option is disabled by default .

Store Users can have a link to store.ubnt.com . Select the 

appropriate option: Enable store for the Super Admin 

only, Enable store for all users, or Disable store for all 

users .

Support Messaging Select the appropriate option: 

Enable Live Chat for the Super Admin only, Enable Live 

Chat for all users, or Disable Live Chat for all users .

Maps Setting

If you want to use Google Maps on the Map screen, you 

need a Google API key . Follow the instructions in the 

following article to obtain a Google API key:

https://developers.google.com/maps/documentation/

javascript/get-api-key#get-an-api-key

Google Maps API Key Enter a valid API key . 

Use Google Maps engine for image maps Select this 

option to enable the use of Google Maps .

Mail Server

When enabled, UniFi will send email alerts triggered by 

disconnected UniFi devices . Specify the administrator 

email address when you create an account under 

“Settings > Admins” on page 53 .

http://store.ubnt.com
https://developers.google.com/maps/documentation/javascript/get-api-key#get-an-api-key
https://developers.google.com/maps/documentation/javascript/get-api-key#get-an-api-key
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SMTP Server Select this option to enable emails . 

• Hostname Enter the outgoing (SMTP) mail server 

name . 

• Port The default is 25 . If Secure Sockets Layer (SSL) 

is enabled, then the port number will automatically 

change to 465 .

• Enable SSL You can enable SSL to enhance secure 

communications over the internet . 

• Enable authentication Select this option to enable 

authentication .

 - Username Enter the username required by the 

mail server.

 - Password Enter the password required by the 

mail server.

• Specify sender address Select this option to specify 

the sender email address . Enter the email address that 

will appear as the sender of the email alert .

• Test SMTP Server Enter an email address and click 

Send to test the mail server setup .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Settings > Notifications

Customize the types of notifications you receive from the 

UniFi Controller for a variety of events .

(show/hide disabled events) Click  to show or hide 

disabled events on the Notifications screen .

(collapse/expand all) Click  to collapse all events to 

their section headings or expand to display all events on 

the Notifications screen .

AP Events Click to access AP Events notifications .

Select the appropriate notification type for the following 

event types involving APs: AP adopted, AP automatically 

readopted, AP changed channel, AP configured, AP 

connected, AP deleted, Rogue AP detected, Pending AP 

discovered, AP elite license assigned, Elite AP offline, AP elite 

license revoked, AP upgrade failed (firmware check), AP 

upgrade failed (download), AP failed host key verification, 

AP isolated, AP license changed, AP disconnected, AP 

event, AP channel interference, AP detected radar, Pending 

AP rediscovered, AP restarted by admin, AP restarted by 

unknown, Rolling upgrade triggered, AP upgrade scheduled, 

AP upgraded, AP wireless event, Wireless uplink configured, 

and Wireless uplink disconnected.

• Event Select this option to receive a notification on the 

Events screen .

• Alert Select this option to receive a notification on the 

Alerts screen .

• Email Select this option to receive a notification email .

Gateway Events Click to access Gateway Events 

notifications .

Select the appropriate notification type for the following 

event types involving Gateways: Gateway adopted, 

Gateway automatically readopted, Gateway commit error, 

Gateway connected, Gateway deleted, Pending gateway 

discovered, Gateway elite license assigned, Elite gateway 

offline, Gateway elite license revoked, Gateway upgrade 

failed (firmware check), Gateway upgrade failed (download), 

Gateway failed host key verification, Gateway license 

changed, Gateway disconnected, Gateway event, Gateway 

restarted by admin, Gateway restarted by unknown, 

Gateway upgrade scheduled, and Gateway upgraded.

Event Select this option to receive a notification on the 

Events screen .

Alert Select this option to receive a notification on the 

Alerts screen .

Email Select this option to receive a notification email .

Switch Events Click to access Switch Events notifications .

Select the appropriate notification type for the following 

event types involving Switches: Switch adopted, Switch 

automatically readopted, Switch connected, Switch 

deleted, Switch detected rogue DHCP server, Pending 

switch discovered, Switch elite license assigned, Elite switch 

offline, Switch elite license revoked, Switch upgrade failed 

(firmware check), Switch upgrade failed (download), Switch 

failed host key verification, Switch license changed, Switch 

loop detected, Switch disconnected, Switch event, Switch 

overheating, Switch restarted by admin, Switch restarted by 

unknown, Switch upgrade scheduled, and Switch upgraded.

• Event Select this option to receive a notification on the 

Events screen .

• Alert Select this option to receive a notification on the 

Alerts screen .

• Email Select this option to receive a notification email .

Client Events Click to access Client Events notifications .

Select the appropriate notification type for the following 

event types involving clients: Client blocked (wired), 

Client unblocked (wired), Guest connected (wired), 

Guest disconnected (wired), User connected (wired), 

User disconnected (wired), Client blocked (wireless), 

Client unblocked (wireless), Guest unauthorized, Guest 

unauthorized by quota, Guest connected (wireless), Guest 

disconnected (wireless), Guest AP roaming, Guest channel 

roaming, User connected (wireless), User disconnected 

(wireless), User AP roaming, and User channel roaming.
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• Event Select this option to receive a notification on the 

Events screen .

• Alert Select this option to receive a notification on the 

Alerts screen .

• Email Select this option to receive a notification email .

Hotspot Events Click to access Hotspot Events 

notifications .

Select the appropriate notification type for the following 

event types involving hotspots: Guest authorized w/o 

authentication, Guest authorized by password, Guest 

payment processed, and Voucher used.

• Event Select this option to receive a notification on the 

Events screen .

• Alert Select this option to receive a notification on the 

Alerts screen .

• Email Select this option to receive a notification email .

Stream Events Click to access Stream Events notifications .

Select the appropriate notification type for the following 

event types involving streaming: Stream config incorrect, 

Scheduled stream failed, and Stream skipped devices.

• Event Select this option to receive a notification on the 

Events screen .

• Alert Select this option to receive a notification on the 

Alerts screen .

• Email Select this option to receive a notification email .

Admin Events Click to access Admin Events notifications .

Select the appropriate notification type for the following 

event types involving administrators: Auto backup failed, 

Guest authorized, Guest authorization extended, Guest 

unauthorized, Hotspot operator login, Admin login, Admin 

login failed, Payment refunded, Controller update available, 

Voucher(s) created, and Voucher deleted.

• Event Select this option to receive a notification on the 

Events screen .

• Alert Select this option to receive a notification on the 

Alerts screen .

• Email Select this option to receive a notification email .

When you are done with customizing the notifications, 

you have the following options:

Apply Changes Click to save changes .

Reset Click to cancel changes .

Reset to Defaults Click to reset to the factory default 

settings .

Settings > Cloud Access

Set up the login for cloud access .

Cloud Access

Enable Cloud Access Disabled by default . Click to 

configure the login . 

Note: Enabling or disabling cloud access will affect 

cloud access for all admins on that UniFi Controller .

The Cloud Login Credentials screen will appear .

• Email or Username Enter the email address or 

username of your UBNT account .

• Password Enter the password of your UBNT account .

• No account? Register now. If you do not have a UBNT 

account, click here to visit this link:  

https://account.ubnt.com/register

Follow the on-screen instructions to set up an account .

• Enable Cloud Access Click to save changes .

• Skip Click to skip the login .

Controller

Status Displays “Connected” if cloud access is active .

User Cloud Access

Dashboard Click unifi.ubnt.com to access the dashboard 

for your cloud account .

Configured for Displays the username or email address 

of your UBNT account .

Advanced Options

Click to display the advanced option:

Report Errors to Ubiquiti Disabled by default . To enable 

connection errors to be reported to Ubiquiti, select this 

option . This allows us to acquire technical information to 

help troubleshoot any issues with connecting to our cloud 

services .

https://account.ubnt.com/register
https://unifi.ubnt.com
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Apply Changes Click to save changes .

Reset Click to cancel changes .

Settings > Elite

For information about the UniFi Elite service, go to: 

www.ubnt.com

Status

This section describes the status of the UniFi Elite service 

requirements, which includes, cloud access, online 

availability, acceptance of the Terms of Service, and Elite 

service availability in the applicable country .

Refresh Status Click to update the status information .

Terms of Service

I accept Terms of Service You can click Terms of Service 

to review the terms . To use the service, select I accept 

Terms of Service .

Confirm Click to confirm acceptance of these terms .

Restrictions

UniFi Elite service is currently available in the countries 

listed .

Settings > Maintenance

(Available for the superadmin only .) The Maintenance 

screen contains administrative options, so you can 

customize logs, manage system backups, and download 

configuration information to assist in support issues . 

If your UniFi Controller is running on a UniFi Cloud Key, 

you can use the Maintenance tab to upgrade the UniFi 

Cloud Key firmware, upgrade the UniFi Controller software 

located on the UniFi Cloud Key, reboot the UniFi Cloud 

Key, power it off, or reset it to factory defaults .

Server Information

Current Version Displays the software version .

Services

Log Level You can customize the support information 

that is collected:

• Device Select the level of severity required to trigger 

device log entries: Normal, More, or Debug . The default 

is Normal .

• Mgmt Select the level of severity required to trigger 

management log entries: Normal, More, or Debug . The 

default is Normal .

• System Select the level of severity required to trigger 

system log entries: Normal, More, or Debug . The 

default is Normal .

• Cloud Access Select the level of severity required to 

trigger system log entries: Normal, More, or Debug . The 

default is Normal .

• Apply Click to save changes .

Compact Database Click to optimize disk usage by 

freeing up pre-allocated disk space . There may be service 

interruptions during the process . Click Confirm to 

continue .

Device Firmware Update Click to check for available 

firmware updates .

Data Retention

Time Series with 5 Minutes Granularity Select the 

appropriate interval: 1 hour, 2 hours, 6 hours, 12 hours, 

1 day, 7 days, or 30 days . The default is 1 day .

Time Series with Hourly Granularity Select the 

appropriate interval: 1 day, 7 days, 30 days, 60 days, 

90 days, 180 days, or No limit . The default is 30 days .

http://www.ubnt.com
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Time Series with Daily Granularity Select the 

appropriate interval: 31 days, 90 days, 180 days, 

365 days, or No limit . The default is 90 days .

Time Series with Monthly Granularity Select the 

appropriate interval: 31 days, 90 days, 180 days, 

365 days, or No limit . The default is 365 days .

Non time series (Users, Devices, Events...) Select the 

appropriate interval: 7 days, 30 days, 60 days, 90 days, 

180 days, 365 days, or No limit . The default is 365 days .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Backup

Backup Data Retention Select the time duration of the 

backup data retention: 7 days, 30 days, 60 days, 90 days, 

180 days, 365 days, or No limit . The default is 7 days .

Download Backup Click this option to download a file 

that contains all of your settings and data retained for the 

duration you specify, so you can restore them later if you 

choose . 

Restore

Browse Click Choose File to select a backup file that 

you’ve already downloaded . Follow the on-screen 

instructions to restore settings from the selected file .

Support Info

Download Click Download Support Info to download 

a file to your computer with information about your 

configuration . You can email this file to our support team . 

System Config Click Show System Config to view 

configuration settings . The System Config screen appears .

System Config

• Network Config Click Network Config to view the 

network configuration settings .

• APs Displays the APs by model and quantity .

• Version Displays the software version .

• DPI Displays the status of the DPI (Deep Packet 

Inspection) feature, which is configured in “Settings > 

Site” on page 21 .

• Conn Monitor Displays the status of the Uplink 

Connectivity Monitor feature, which is configured in 

“Settings > Site” on page 21 .

• Cloud Access Displays the status of the Cloud Access 

feature .

• Current Site Displays the name of the current site .

• Networks Displays the name(s) of the current 

network(s) .

• Wireless Networks Displays the name(s) of the current 

wireless networks .

• Guest Portal Displays the status of the Guest Portal 

feature, which is configured in “Settings > Guest 

Control” on page 37 .

• Authentication Displays the type of authentication 

required for guest access, which is configured in 

“Settings > Guest Control” on page 37 .

• Expiration Displays the period of time before a guest 

login expires, which is configured in “Settings > Guest 

Control” on page 37 .

• Landing Page Displays the type of landing page for 

guest access, which is configured in “Settings > Guest 

Control” on page 37 .

• Portal Customization Displays the status of the Portal 

Customization feature, which is configured in “Portal 

Customization” on page 40 .

• Name/MAC Addr. Displays the hostname, alias, or MAC 

address of the device .

• Model Displays the model number of the device .

• Version Displays the version number of the firmware .

• Channel 2G/5G Displays the channel used on each 

radio band .

• Power 2G/5G Displays the TX power used on each 
radio band .

• Clients 2G/5G Displays the number of clients on each 

radio band .

• Band Str. Displays the status of the band steering 

feature .

• ATF Displays the status of the airtime fairness feature .

• Load Bal. 2G/5G Displays the load balancing for the 2 .4 

and 5 GHz radio bands .

• Min. RSSI 2G/5G Displays the minimum client signal 

threshold for each radio band .

• Uplink State Displays the status of the uplink, if 

applicable .

• IP Addr. Displays the local IP address of the device .

• Uptime Displays the duration of time the device has 

been running .

• Uplink Displays the duration of the uplink connection .

• Close Click Close to exit this screen .

• Download Click Download to download a screenshot 

in  .png format .
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Network Config

• Name Displays the name of the local wired network .

• Purpose Displays a description of this network .

• Subnet Displays the IP address and prefix size .

• DHCP Server Displays the status of the DHCP server 

feature .

• DHCP Range Displays the range of available IP 

addresses .

• DHCP Name Server Displays the IP address of the DNS 

server .

• DHCP WINS Server Displays the IP address of the WINS 

server .

• DHCP Lease Time Displays the lease time for any 

assigned IP address .

• IGMP Snooping Displays the status of the IGMP 

Snooping feature .

• Close Click Close to exit this screen .

• Download Click Download to download a screenshot 

in  .png format .

Cloud Key

If you have a Cloud Key, go to the following sections:

• Cloud Key Firmware

• Cloud Key Controller

• Cloud Key Operations

Firmware

The Firmware section displays firmware versions according 

to the following filters:

(device) Select the appropriate filter: All, Known Devices, 

or Site Devices .

(firmware version) Select the appropriate filter: All, 

Cached, or Available.

Device Displays the device name .

Size (MB) Displays the size of the file .

Version Displays the firmware version number .

Actions Click a button to perform the desired action .

• Cache Click CACHE to save the firmware version for 

local hosting . This can be used for batch upgrades to 

groups of devices .

Cloud Key Firmware

The Cloud Key Firmware section is available if you are using 

a UniFi Cloud Key .

Current Version Displays the version number of the UniFi 

Cloud Key firmware . Click Check for Update to see if there 

is a newer firmware version . If there is, then you can follow 

the on-screen instructions to upgrade now .

Available Update If there is an available update, then 

the available firmware version number is displayed . Click 

Apply Update to upgrade the firmware .

Status Displays the current status, Up to Date or Update 

Available .

Cloud Key Controller

The Cloud Key Controller section is available if you are 

using a UniFi Cloud Key .

Current Version Displays the version number of the UniFi 

Controller software . Click Check for Update to see if there 

is a newer software version . If there is, then you can follow 

the on-screen instructions to upgrade now .

Note: We recommend that you back up your UniFi 

Controller configuration (refer to “Backup” on page 

60 for more information) before upgrading .

Available Update If there is an available update, then 

the available software version number is displayed . Click 

Apply Update to upgrade the software .

Status Displays the current status, Up to Date or Update 

Available .

Note: We recommend that you back up your UniFi 

Controller configuration (refer to “Backup” on page 

60 for more information) before upgrading .

Cloud Key Operations

Restart Cloud Key Click this option to powercycle the 

UniFi Cloud Key .

Shut Down Cloud Key Click this option to turn off the 

UniFi Cloud Key .
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Reset Cloud Key Click this option to reset the UniFi Cloud 

Key to its factory default settings . This option will reboot 

the UniFi Cloud Key, and all factory default settings will be 

restored .

Note: We recommend that you back up your UniFi 

Controller configuration (refer to “Backup” on page 

60 for more information) before resetting the 

UniFi Cloud Key to its defaults .

Settings > Auto Backup

Configure the automatic backup settings for the UniFi 

Controller .

Note: If you are using a UniFi Cloud Key, make sure 

to insert an SD memory card before enabling this 

feature .

Enable Auto Backup Enable this option to turn on the 

automatic backup feature . Then configure the options:

• Occurrence Select how often to perform auto backup: 

(every) Hour, Day, Week, Month, or Year . Then select the 

appropriate time, day, and/or month, if applicable .

• Occurrence Timezone Select your time zone .

• Maximum Number of Files Specify the maximum 

number of backup files to save . The default is 7 .

• Data Retention Days Specify the length of time in 

days that data will be retained: Settings only, 7 days, 

30 days, 60 days, 90 days, 180 days, 365 days, or 

No limit .

Apply Changes Click to save changes .

Reset Click to cancel changes .

Chat with Us

(Available if you are a superadmin or you are allowed to 

access live chat .) Click  to open a window for online chat 

support .
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Chapter 4: Dashboard

The Dashboard screen provides a visual representation of 

your network’s status . Basic information is provided for 

each node:

• Latency

• Throughput

• “WAN” on page 64

• “LAN” on page 64

• “WLAN” on page 65

Latency
The latency value from the latest Speed Test is displayed . 

The monitor is color-coded to indicate status:

Black A UniFi Security Gateway is active, and the Speed 

Test is available .

Red The Speed Test is not available because it requires an 

active UniFi Security Gateway .

Throughput
The throughput value from the latest Speed Test is 

displayed . The monitor is color-coded to indicate status:

Black A UniFi Security Gateway is active, and the Speed 

Test is available .

Red The Speed Test is not available because it requires an 

active UniFi Security Gateway .

Status information Click the Latency or Throughput 

monitor to display the following: 

WWW

Current status information is displayed .

• Uptime Displays the length of time the internet 

connection has been active .

• Latency Displays the amount of time it takes a packet 

to travel from the UniFi Security Gateway to the service 

provider’s gateway .

• Up Displays the upload rate of your internet 

connection .

• Down Displays the download rate of your internet 

connection .

Speed Test

Results from the latest Speed Test are displayed .

• Last Run Displays the duration of time since the last 

Speed Test .
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• Latency Displays the amount of time it takes a packet 

to travel from the UniFi Security Gateway to the service 

provider’s gateway .

• Up Displays the upload speed .

• Down Displays the download speed .

• Run Speed Test Click to run the Speed Test .

Speed Test Click to run the Speed Test .

After the Speed Test is complete, the following will be 

displayed:

• Download speed

• Upload speed

• Latency, duration of the average Ping round-trip time

• Close Click to exit the Speed Test .

• Run Speed Test Click to run the test again .

WAN
The basic details of the UniFi Security Gateway are 

displayed .

The monitor is color-coded to indicate status:

Green The WAN connection is active .

Red The WAN connection is inactive .

Active Devices Displays the number of Gateway devices 

adopted and active .

Inactive Displays the number of Gateway devices 

adopted but not active .

Pending Displays the number of Gateway devices 

pending adoption .

Status information Click the monitor to display the 

following: 

• Gateway Displays the IP address of the UniFi Security 

Gateway .

• DNS Displays the IP addresses of the Domain Name 

System (DNS) servers .

• Clients Displays the total number of local clients .

• Up Displays the upload rate of your internet 

connection .

• Down Displays the download rate of your internet 

connection .

LAN
The basic details of the wired network(s) are displayed .

The monitor is color-coded to indicate status:

Green The wired network is active .

Red The wired network is inactive .
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Active Devices Displays the number of wired devices 

adopted and active .

Inactive Displays the number of wired devices adopted 

but not active .

Pending Displays the number of wired devices pending 

adoption .

Status information Click the monitor to display the 

following: 

• LAN IP Displays the local IP address of the UniFi 

Security Gateway .

• Users Displays the number of clients connected to the 

wired network .

• Guests Displays the number of clients connected to the 

guest wired network .

• Switches Displays the number of UniFi Switches 

managed on this site .

• Down Displays the download rate of the wired 

network(s) .

• Up Displays the upload rate of the wired network(s) .

WLAN
The basic details of the wireless network(s) are displayed .

The monitor is color-coded to indicate status:

Green The wireless network is active .

Red The wireless network is inactive .

Active Devices Displays the number of APs adopted and 

active .

Inactive Displays the number of APs adopted but not 

active .

Pending Displays the number of APs pending adoption .

Status information Click the monitor to display the 

following: 

• Users Displays the number of clients connected to the 

primary wireless network(s) .

• Guests Displays the number of clients connected to the 

guest wireless network(s) .

• APs Displays the number of APs managed on this site .

• Down Displays the download rate of the wireless 

network(s) .

• Up Displays the upload rate of the wireless network(s) .

Download Throughput & Latency
The historical chart displays the download traffic in terms 

of throughput and latency over a 24-hour period .

Note: A UniFi Security Gateway must be active to 

enable this chart .

Avg/Max Throughput Average throughput is displayed 

as a dark gray bar . Maximum throughput is displayed as a 

light gray bar .

Latency Latency is displayed as a blue line .

Status information Click a specific point to display the 

following about a date and time: 

• Avg/Max Throughput Displays the average and 

maximum throughput values .

• Latency Displays the latency value .

Upload Throughput & Latency
The historical chart displays the upload traffic in terms of 

throughput and latency over a 24-hour period . 

Note: A UniFi Security Gateway must be active to 

enable this chart .

Avg/Max Throughput Average throughput is displayed 

as a dark gray bar . Maximum throughput is displayed as a 

light gray bar .

Latency Latency is displayed as a blue line .
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Status information Click a specific point to display the 

following about a date and time: 

• Avg/Max Throughput Displays the average and 

maximum throughput values .

• Latency Displays the latency value .

Devices on 2.4 GHz Radio Band
The 2 .4 GHz Channel Occupancy Chart displays the 

channel use of the 2 .4 GHz band on a per-AP basis . 

Note: At least one 2 .4 GHz UniFi AP must be active 

to enable this chart .

1-11 Each AP is represented by a square icon, which 

is located in the channel to which the AP is currently 

assigned . The gray peak associated with each channel 

indicates the relative percentage of channel utilization on 

each assigned channel .

The color of the square icon indicates the percentage of 

channel utilization on each AP assigned to the displayed 

channel:

Color Status Percentage of Utilization

Ideal Low: <50%

Acceptable Medium: 50-75%

Warning

(potential performance 
implications)

High: >75%

Over time, if channel utilization is consistently high on a 

given channel, this may indicate a need for improved AP 

channel assignments .

Status information Click a specific channel to display the 

following information:

• Utilization per AP The minimum, average, and 

maximum percentage are displayed .

• Clients per AP The minimum, average, and maximum 

number of clients are displayed .

Devices on 5 GHz Radio Band
The 5 GHz Channel Occupancy Chart displays the channel 

use of the 5 GHz band on a per-AP basis . 

Note: At least one 5 GHz UniFi AP must be active to 

enable this chart .

(Channels) Each AP is represented by a square icon, 

which is located in the channel to which the AP is currently 

assigned . The gray peak associated with each channel 

indicates the relative percentage of channel utilization on 

each assigned channel .

The color of the square icon indicates the percentage of 

channel utilization on each AP assigned to the displayed 

channel:

Color Status Percentage of Utilization

Ideal Low: <50%

Acceptable Medium: 50-75%

Warning

(potential performance 
implications)

High: >75%

Over time, if channel utilization is consistently high on a 

given channel, this may indicate a need for improved AP 

channel assignments .

Status information Click a specific channel to display the 

following information:

• Utilization per AP The minimum, average, and 

maximum percentage are displayed .

• Clients per AP The minimum, average, and maximum 

number of clients are displayed .
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Clients on 2.4 GHz Radio Band
Click Clients above the Channel Occupancy Charts to 

display the number of clients on each specific channel . 

Note: At least one 2 .4 GHz UniFi AP must be active 

to enable this chart .

1-11 Each client is represented by a circular icon, which is 

located in the channel it is using . The gray peak associated 

with each channel indicates the relative amount of traffic .

The color of the circular icon represents the quality of 

the RX rate associated with the client. This indicates the 
quality of the connection between the client and AP:

Color Status RX Rate

Ideal High: > 40 Mbps

Acceptable Medium: < 40 Mbps

Warning

(poor performance with 
this client)

Low: < 10 Mbps

Over time, if client rates are consistently poor, this may 

indicate a need for greater or improved coverage, or may 

help identify clients experiencing issues .

Status information Click a specific channel to display the 

following information:

• RX Rate per Client The minimum, average, and 

maximum RX rates are displayed.

• TX Rate per Client The minimum, average, and 

maximum TX rates are displayed.

Clients on 5 GHz Radio Band
Click Clients above the Channel Occupancy Charts to 

display the number of clients on each specific channel . 

Note: At least one 5 GHz UniFi AP must be active to 

enable this chart .

(Channels) Each client is represented by a circular icon, 

which is located in the channel it is using . The gray peak 

associated with each channel indicates the relative 

amount of traffic .

The color of the circular icon represents the quality of 

the RX rate associated with the client. This indicates the 
quality of the connection between the client and AP:

Color Status RX Rate

Ideal High: > 40 Mbps

Acceptable Medium: < 40 Mbps

Warning

(poor performance with 
this client)

Low: < 10 Mbps

Over time, if client rates are consistently poor, this may 

indicate a need for greater or improved coverage, or may 

help identify clients experiencing issues .

Status information Click a specific channel to display the 

following information:

• RX Rate per Client The minimum, average, and 

maximum RX rates are displayed.

• TX Rate per Client The minimum, average, and 

maximum TX rates are displayed.
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Devices
UniFi devices are displayed .

Traffic Displays the total number of devices and a 

color-coded breakdown of the device types .

WLAN Displays the number of wireless devices .

LAN Displays the number of wired devices .

WAN Displays the number of gateway devices .

Status information Click a specific device category to 

display the device models and their quantities .

Clients
Network clients are displayed .

Note: The DPI feature must be enabled to display 

client information .

Traffic Displays the total number of devices and a 

color-coded breakdown of the device types .

Ubiquiti Displays the number of Ubiquiti clients .

(Various) Displays the number of clients that belong in 

each of the remaining client categories .

Other Displays the number of clients that don’t belong in 

the aforementioned categories .

Status information Click a specific client category to 

display the client category name .

Deep Packet Inspection
Deep Packet Inspection (DPI) is more advanced than 

conventional Stateful Packet Inspection (SPI) filtering for 

traffic analysis . Ubiquiti’s proprietary DPI engine includes 

the latest application identification signatures to track 

which applications (and IP addresses) are using the most 

bandwidth . 

The DPI feature requires the following:

• A UniFi Security Gateway must be active to enable this 

feature .

• DPI must be enabled on the Settings > Site screen . See 

“Settings > Site” on page 21 for more information .

Traffic Displays the total amount of traffic and a color-

coded breakdown of the traffic types .

Network Protocols Displays the amount of data that is 

identified as network protocol traffic .

Streaming Media Displays the amount of data that is 

identified as streaming media .

Web Displays the amount of data that is identified as 

web-related traffic .

File Transfer Displays the amount of data that is 

identified as files being transferred .

Social Network Displays the amount of data that is 

identified as social networking traffic .

Other Displays the amount of data that doesn’t belong in 

the aforementioned categories .

Status information Click a specific traffic category to 

display the traffic category name and amount of data .
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Dynamic Dashboard (beta)
You can enable the Dynamic Dashboard (beta) setting 

using your account preferences . For more information, go 

to ”Username” on page 18 .

Once Dynamic Dashboard (beta) is enabled, then you can 

customize the Dashboard display . You can move, add, or 

remove the sections of the display . (Each section uses a 

widget for its status information .)

Unlock The Dashboard is locked by default . Click  

to unlock the display .

Once unlocked, you can click  to remove a widget or 

click  to move a widget .

Reset You can reset the Dashboard to its factory default 

settings . Click  .

Add Widget You can add widgets back to the display . 

Click  . 

• Select widget Select the widget you want to add .

• Save Click to apply changes .

• Cancel Click to discard changes .

Lock Once you are finished with your changes, click 

 to save your display options .
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Chapter 5: Statistics

The Statistics screen provides a visual representation 

of the clients and network traffic connected to your 

managed UniFi network .

Here are the available options:

• Overview The default view describes the wireless 

clients and network traffic . Please refer to the next 

column for more information .

• Traffic Stats (Available if you have a UniFi Security 

Gateway with the DPI feature enabled .) The Traffic 

Stats screen describes the network traffic by category, 

application, and client usage . Go to “Traffic Stats” on 

page 73 for more information .

• Performance The Performance screen describes 

the device performance by CPU and memory usage, 

traffic, packets, dropped packets, and errors . Go to 

“Performance” on page 76 for more information .

• Switch Stats The Switch Stats screen describes the ports 

and port traffic . Go to “Switch Stats” on page 77 for 

more information .

• Speed Test Stats The Speed Test Stats screen describes 

the speed test results . Go to “Speed Test Stats” on 

page 78 for more information .

• Debugging Metrics This beta offers wireless device 

and client statistics for debugging . Go to “Debugging 

Metrics” on page 78 for more information .

Overview
The Overview screen describes the usage by wireless 

clients and UniFi Access Points .

Clear Current Stats Reset the current statistics to 

start over.

Wireless Clients (Per ESSID)

# of Clients A visual pie chart represents the client 

distribution amongst the wireless networks (SSIDs) . Click 

the chart for the number of clients per network .
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Wireless Clients (Per Radio Type)

# of Clients A visual pie chart represents the client 

distribution between the radio bands . Click the chart for 

the number of clients per band .

Current Usage: Top Access Points

The details of the most active Access Points in current use 

are displayed .

# of Clients A pie chart represents the client distribution 

on the most active Access Points . Click the chart for the 

number of clients per specified AP .

Traffic A pie chart represents traffic on the most active 

Access Points . Click the chart for the amount of traffic per 

specified AP .

Quick Look

Most Active AP

The details of the most active Access Point are displayed:

Name or MAC address You can click this link to open the 

AP Details screen . See “UniFi Access Point Details” on 

page 131 for additional information .

Download Displays the total amount of data downloaded 

by the AP .

Upload Displays the total amount of data uploaded by 

the AP .

Most Active Client

The details of the most active client in current use are 

displayed:

Name or MAC address You can click this link to open the 

Client Details screen . See “Client Details” on page 147 

for additional information .

Download Displays the total amount of data downloaded 

by the client .

Upload Displays the total amount of data uploaded by 

the client .

Longest Connected Client

The details of the client connected for the longest period 

of time are displayed:

Name or MAC address You can click this link to open the 

Client Details screen . See “Client Details” on page 147 

for additional information .

Uptime Displays the duration of time the client has been 

connected .

Download Displays the total amount of data downloaded 

by the client .

Upload Displays the total amount of data uploaded by 

the client .

Recent Activities

The details of recent network activities are displayed .

Recent Activities Select or search for a device  You can view the 

number of clients and amount of traffic by UniFi AP . The 

drop-down list displays managed UniFi APs by name or 

MAC address . Select the appropriate AP or enter the text 

you want to search for . Simply begin typing; there is no 

need to press Enter .

(daily) The default view . Select 5 minutes, hourly, or 

daily to change the duration interval .

Date Click either arrow to change the date in one-day 

increments . 
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Click the date to display the calendar .

• Calendar Click a specific date to display its statistics . 

For a range of dates, click both the start and end dates, 

which are color-coded orange; the intervening dates 

are color-coded blue . Click either arrow to change the 

calendar in one-month increments .

 - Apply Click to save changes .

 - Cancel Click to cancel changes .

(bytes) The default view . Select bps to change the unit of 

measurement .

The top graph displays the total number of clients and 

amount of data for all APs .

Clients In the graph, a dashed line displays the number of 

clients connected during the selected time period . Click a 

point on the line to display the exact number .

Traffic In the graph, a solid line displays the network 

traffic during the selected time period . Click a point on the 

line to display the specific amount of data .

When you select an AP, an additional graph that is 

color-coded to the selected AP appears . (You can select 

multiple APs for filtering .)

You can click  to remove an AP from display .

Traffic Stats
(Available if you have a UniFi Security Gateway with the 

DPI feature enabled . Go to “Settings > Site” on page 

21 for more information .) The Traffic Stats screen 

describes the network traffic by application usage . 

Deep Packet Inspection (DPI) is more advanced than 

conventional Stateful Packet Inspection (SPI) filtering for 

traffic analysis . Ubiquiti’s proprietary DPI engine includes 

the latest application identification signatures to track 

which applications (and IP addresses) are using the most 

bandwidth . 

Clear Categories Reset the category listings . To reset 

the statistics to start over, go to the Settings > DPI screen 

and click Clear CPI Counters . For more information go to 

“Settings > DPI” on page 55 .

Applications are organized by category, such as Network 

Protocols, Streaming Media, Web, File Transfer, and Social 

Network . The total amount of traffic is broken down by 

category .

Amount of Traffic A pie chart represents the traffic 

distribution by the most popular categories . Click the 

chart for the amount of traffic per category .

A list displays a comprehensive breakdown of the traffic by 

category . You can click any category to have it displayed 

with a detailed breakdown of the application usage within 

that category .



74

UniFi Controller User Guide

Ubiquiti Networks, Inc.

Chapter 5: Statistics

There are three views available: Overview, Apps, and Users .

Overview

The most popular categories are displayed with the 

amount of traffic broken down further by application .

Amount of Traffic A pie chart represents the traffic 

distribution by the most popular applications . Click the 

chart for the amount of traffic per application .

A list displays a comprehensive breakdown of the traffic 

by application .

Click a specific application to display a list of clients .

You can click  to remove a category from display .

Add Category

To add a new category for display, follow these steps:

1 . Click Add Category or the   sign .

2 . Select a category . You can also enter a keyword in the 

Filter field; simply begin typing; there is no need to 

press Enter .

3 . Click Save .

Apps

The most popular applications are displayed .

(icon) Displays the representative icon, if applicable .

App Name Displays the name or description .

Up Displays the total amount of data uploaded by the 

app .

Down Displays the total amount of data downloaded by 

the app .

Active Users Displays the number of users currently 

using the app .
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Click any app to display the amount of traffic broken down 

further by client .

Clear Applications Reset the current statistics to 

start over.

(amount of traffic) A pie chart represents the traffic 

distribution by the relevant applications . Click the chart for 

the specific amount of traffic per application .

A list displays a comprehensive breakdown of the 

application traffic by client .

• Client Name You can click this link to open the Client 

Details screen . See “Client Details” on page 147 for 

additional information .

• Applications The bar graph displays the percentage of 

the app traffic generated by the client . Click to display 

additional statistics:

 - Up Pkts/Bytes Displays the number of packets and 

bytes uploaded .

 - Down Pkts/Bytes Displays the number of packets 

and bytes downloaded .

• Up Displays the total amount of data uploaded by the 

app for this client .

• Down Displays the total amount of data downloaded 

by the app for this client .

Users

The users are displayed with the amount of traffic broken 

down further by category .

(icon) The client device icon is displayed if available .

Client Name You can click this link to open the Client 

Details screen . See “Client Details” on page 147 for 

additional information .

Categories The bar graph displays the percentage of 

the traffic per category generated by the client . Click to 

display additional statistics:

• Up Pkts/Bytes Displays the number of packets and 

bytes uploaded .

• Down Pkts/Bytes Displays the number of packets and 

bytes downloaded .

Up Displays the total amount of data uploaded by the 

user for this app .

Down Displays the total amount of data downloaded by 

the user for this app .
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Performance
The Performance screen describes the device performance 

by CPU and memory usage, traffic, packets, dropped 

packets, and errors . 

(device) Select or search for a device  You can view the 

performance statistics by device . The drop-down list 

displays managed UniFi devices by name or MAC address . 

Select the appropriate device or enter the text you want to 

search for . Simply begin typing; there is no need to press 

Enter .

(daily) The default view . Select 5 minutes, hourly, or 

daily to change the duration interval .

Date Click either arrow to change the date in one-day 

increments . 

Click the date to display the calendar .

• Calendar Click a specific date to display its statistics . 

For a range of dates, click both the start and end dates, 

which are color-coded orange; the intervening dates 

are color-coded blue . Click either arrow to change the 

calendar in one-month increments .

 - Apply Click to save changes .

 - Cancel Click to cancel changes .

Additional display options will vary depending on the 

device type:

• Gateway Click the port whose statistics you want to 

view: LAN 1, LAN 2, WAN 1, or WAN 2 .

• SW You can select the Switch Stats option for more 

information .

• AP You have two options:

 - (radio band) Select the radio band you want to view: 

All, 5G, or 2G .

 - (bytes) The default view . Select bps to change the 

unit of measurement .

Multiple color-coded graphs are displayed . Click a point on 

the line to display the specific values .

CPU and Memory

CPU Load Average The graph displays the average load 

on the CPU during the selected time period . 

Memory (%) The graph displays the percentage of 

memory used during the selected time period .

Traffic

Received A solid green line displays the bytes of data 

received .

Transmitted A solid purple line displays the bytes of data 

transmitted .

Packets

Received A solid green line displays the number of 

packets received .

Transmitted A solid purple line displays the number of 

packets transmitted .
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Dropped

Received A solid green line displays the number of 

receive packets dropped .

Transmitted A solid purple line displays the number of 

transmit packets dropped .

Errors

Received A solid green line displays the number of 

receive errors .

Transmitted A solid purple line displays the number of 

transmit errors .

Switch Stats
The Performance screen describes the ports and port 

traffic of the selected UniFi Switch .

(device) Select or search for a device  You can view the ports and 

their traffic by UniFi Switch . The drop-down list displays 

managed UniFi Switches by name or MAC address . Select 

the appropriate switch or enter the text you want to 

search for . Simply begin typing; there is no need to press 

Enter .

(daily) The default view . Select 5 minutes, hourly, or 

daily to change the duration interval .

Date Click either arrow to change the date in one-day 

increments . 

Click the date to display the calendar .

• Calendar Click a specific date to display its statistics . 

For a range of dates, click both the start and end dates, 

which are color-coded orange; the intervening dates 

are color-coded blue . Click either arrow to change the 

calendar in one-month increments .

 - Apply Click to save changes .

 - Cancel Click to cancel changes .

Additional display options are available:

• Sort Click the appropriate sort order: Natural 

(numerical port order), Transmitted, Received, or Total .

• (bps) The default view . Select bytes or packets to 

change the unit of measurement .

The upper part of the detached popup screen has an icon 

for each port .

Indicates a 10/100 Mbps connection .

Indicates a 1 Gbps (1000 Mbps) connection .

Indicates a 10 Gbps connection .

Indicates 1 Gbps (1000 Mbps) connection with PoE .

Indicates the connection is disabled (no network or 

VLAN is enabled) .

Indicates no connection (the network or VLAN is 

enabled, but the port is not in use) .

Indicates STP blocking .

Indicates mirroring mode .

Indicates an uplink .
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Place your cursor over a port to view details .

• Port Displays the port number .

• Name Displays the name of the port .

• Status Displays the connection speed and duplex mode .

• TX Displays the amount of data transmitted .

• RX Displays the amount of data received .

• Profile Displays the Switch Port profile assigned to it . 

Switch Port profiles are configured in Settings > “Switch 

Ports” on page 46 .

Click an active port to display its color-coded graph . Click 

a point on the line to display the specific values .

Port

Received A solid green line displays the bytes of data 

received .

Transmitted A solid purple line displays the bytes of data 

transmitted .

Speed Test Stats
The Speed Test Stats screen describes the speed test 

results .

Date Click either arrow to change the date in one-day 

increments . 

Click the date to display the calendar .

• Calendar Click a specific date to display its statistics . 

For a range of dates, click both the start and end dates, 

which are color-coded orange; the intervening dates 

are color-coded blue . Click either arrow to change the 

calendar in one-month increments .

 - Apply Click to save changes .

 - Cancel Click to cancel changes .

Two color-coded graphs are displayed . Click a point on the 

line to display the specific values .

Latency

Latency Displays the amount of time it takes a packet 

to travel from the UniFi Security Gateway to the service 

provider’s gateway .

Speed

Download Displays the download speed .

Upload Displays the upload speed .

Debugging Metrics
The beta Debugging Metrics screen offers statistics about 

your wireless devices and clients .
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2G/5G Select the radio band whose statistics you want to 

view .

RX/TX/Total Select the type of data you want to view: RX 

(receive), TX (transmit), or Total (all data) .

Most Active APs

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

TX Displays the amount of data transmitted using the 

selected radio band .

RX Displays the amount of data received using the 

selected radio band .

Total Displays the amount of data transmitted and 

received using the selected radio band .

Top Clients

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

_ GHz Clients Displays the number of clients using the 

selected radio band .

Total Clients Displays the total number of clients .

Longest Connected Clients

Name You can click this link to open the Client Details 

screen . See “Client Details” on page 147 for additional 

information .

Uptime Displays the duration of time the client has been 

connected .

Retries

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

TX Retries Displays the percentage of data transmitted 

that is comprised of retries .

RX Retries Displays the percentage of data received that 

is comprised of retries .

Top Interference

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

Interference Displays the percentage of interference 

experienced by the AP .

Channel Utilization

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

Total Displays the total percentage of the channel that is 

being used .

Self TX Displays the percentage of the channel that is 

being used by the AP for transmitting data .

Self RX Displays the percentage of the channel that is 

being used by the AP for receiving data .

Most Active Clients

Name You can click this link to open the Client Details 

screen . See “Client Details” on page 147 for additional 

information .

TX Displays the amount of data transmitted using the 

selected radio band .

RX Displays the amount of data received using the 

selected radio band .

Total Displays the amount of data transmitted and 

received using the selected radio band .



80

UniFi Controller User Guide

Ubiquiti Networks, Inc.

Chapter 5: Statistics

Top Memory Usage

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

Memory Usage Displays the percentage of device 

memory being used .

Top CPU Usage

Name You can click this link to open the AP Details screen . 

See “UniFi Access Point Details” on page 131 for 

additional information .

CPU Usage Displays the percentage of CPU processing 

power being used .
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Chapter 6: Map

The Map screen allows you to upload custom map images 

of your location(s) or use Google Maps™ for a visual 

representation of your UniFi network . You can also view 

the system topology . When you initially launch the UniFi 

Controller application, a default map is displayed . The map 

scale is shown in the legend at the bottom of the map .

Adding Custom Maps
To add a custom map, you must first create the image 

using an illustration, image editing, or blueprint 

application that exports a file in  .jpg,  .gif, or  .png 

file format.

Once you’ve created the map, you can upload it to the 

UniFi Controller software:

1 . Click Add New Map. 



82

UniFi Controller User Guide

Ubiquiti Networks, Inc.

Chapter 6: Map

2 . The default is Google Maps . Click Image .

3 . Click Choose Map Image .

4 . Locate the file to use as a map (valid file formats are 

 .jpg,  .gif, and  .png) and then click Open . If you do not 

want to upload a file, click Cancel .

5 . Enter a map name in the field provided .

Select Keep placed devices if you want to keep them 

on the image you uploaded .

Keep Optimize image enabled if you want the UniFi 

Controller to automatically reduce the size of a large 

image for better performance .

Note: If the map is incorrect, click Select a 

different map and try again .

6 . There are two tabs available, Designer (default) and 

Legacy . 

• Designer You have these features: predictive 

coverage, 2D or 3D views, solid or heatmap views, 

and the capability to add walls .

• Legacy You can filter by radio band and display 

coverage and topology .

Click Save.

7 . Click Done .

Adding a Google Map
To add a Google Map to the UniFi Controller software 

Map view:

1 . Click Add New Map .
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2 . The default is Google Maps . 

3 . If Google Maps is not enabled yet, then enable this 

feature by following the provided guide on how to 

obtain a valid Google Maps API key:

https://developers.google.com/maps/

documentation/javascript/get-api-key#get-an-api-

key

4 . Go to the Settings > Controller section and enter the API 

key . Check the box to enable Use Google Maps engine 

for Image maps . (For more information, go to “Maps 

Setting” on page 56 .) Click Apply Changes . 

5 . The default view is Map view, which looks like 

a street map. Click Terrain to display enhanced 

geographical details .

Map View

Terrain View

Use the tools to navigate the map or adjust the zoom 

using the zoom  control . 

In the field provided, enter an address or the latitude 

and longitude of a specific location . Then press Enter 

or Return .

You can also click Satellite for a bird’s-eye view . Click 

Labels to display street and location names .

Enter a map name in the field provided and click Save . 

6 . Click Done .

Editing a Map
You can edit or delete a map .

1 . Click Edit Maps .

https://developers.google.com/maps/documentation/javascript/get-api-key#get-an-api-key
https://developers.google.com/maps/documentation/javascript/get-api-key#get-an-api-key
https://developers.google.com/maps/documentation/javascript/get-api-key#get-an-api-key
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2 . There is a list of existing maps . 

• Edit Click EDIT  to make changes .

• Delete Click  to remove the map .

Placing Devices on the Map
1 . Click  at the lower left .

2 . Drag each device icon from the Unplaced Devices list to 

the appropriate location on the map.

Note: If you cannot drag and drop a device, 

ensure that you are logged in as a superadmin .

Each device icon will appear in the area where you 

placed it. 

Once all devices have been placed the  icon changes 

from black to gray .

Device Information

Status

The device icon indicates the UniFi model (not all icons are 

shown below):

UniFi AP Pro, UniFi AP AC Lite/LR/Pro/HD/SHD

UniFi AP AC EDU

UniFi AP AC Mesh

UniFi AP AC Mesh Pro

UniFi AP In-Wall/AP AC In-Wall

UniFi AP/AP LR

UniFi AP AC

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

UniFi Security Gateway

UniFi Security Gateway Pro

UniFi 24-Port Switch

UniFi 48-Port Switch

The LED color of the icon indicates the device status .

• Blue/Green Indicates the device is connected .

• Red/Orange Indicates the device is disconnected . A 

disconnected  icon also marks the device icon .

Device Options

Click a UniFi icon to reveal options . Click the UniFi icon 

again to hide them .

Lock Lock the device icon to its current location .

Details Display the Details screen . For more 

information, go to the appropriate chapter:

• “UniFi Security Gateway Details” on page 115

• “UniFi Switch Details” on page 121

• “UniFi Access Point Details” on page 131

Statistics (Available for the second and third 

generation UniFi AC APs only .) Displays the RF 

Environment screen . For more information, go to 

“RF Environment” on page 141 .

Remove Remove the device icon from its location .
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Map Display Options
(Map) If multiple maps have been uploaded, you can 

select which map you want from the drop-down list or 

search for keywords . There is no need to press Enter; 

simply start typing . 

Labels

Each device can be displayed with its name . If no 

custom label is applied, the device’s MAC address will be 

displayed . 

Click this button to cycle between the following options 

for label display:

None Do not display device labels .

Simple Display simple device labels containing the device 

name only .

Detailed Display detailed device labels containing 

the following information: device name, MAC address, 

transmit/receive channel(s), number of users connected, 

and number of guests connected .

To change a name applied to a device, refer to Alias in the 

appropriate section: 

• “UniFi Security Gateway – Configuration” on page 

117

• “UniFi Switch – Configuration” on page 127

• “UniFi Access Point – Configuration” on page 135

Features

You have multiple display options available, some of 

which vary depending on the Designer/Legacy option:

Legacy Designer

Filter Devices

2G Devices Displays the 2 .4 GHz devices .

5G Devices Displays the 5 GHz devices .

Layers

Coverage Displays a visual representation of the wireless 

range covered by any APs .

• __ dBm You can change the receiver sensitivity value 

for more accurate coverage results . The default is 

‑90 dBm.
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Precision (Designer option only) To fine-tune the 

predictive coverage, select a dBm value from the drop-

down list: 0.1 dBm, 0.5 dBm, 1 dBm, 2 dBm, or 4 dBm .

Topology (Legacy option only .) Displays a visual 

representation of the network configuration and 

connections between any APs . A dashed line will indicate 

the wirelessly connected AP and its uplink to a wired AP, 

even if the wirelessly connected AP is isolated .

Coverage Type

If Coverage is enabled, you have the following options:

2G Coverage Displays the coverage by 2 .4 GHz devices .

5G Coverage Displays the coverage by 5 GHz devices .

Performance

(Available for Designer option) If Performance is enabled, 

you have the following option:

Live Update Automatically updates in real time .

Scheme

(Available for Designer option) If Scheme is enabled, you 

have the following options:

Solid Displays the coverage as solid colors .

Heatmap Displays the coverage as a heatmap .

Additional Options

The left side of the map offers the following options:

Zoom Slider Use to zoom the map detail in 

and out. 

Devices (Legacy option only .) Click to toggle the 

size of devices and their labels between small 

and large.

2D 2D/3D (Designer option only .) Click to toggle 

between two- and three-dimensional views of the 

devices and walls .

Unplaced Devices Drag each device icon from the 

list to the appropriate location on the map. (This 
option may require superadmin access .)

Move (Designer option only .) Click to move placed 

devices or the map .

Draw Walls (Designer option only .) Use this option 

to select the type of wall and then draw it on 

the image. Press ESC to end the wall .

Set Map Scale Use this option to define the scale 

of the map . You will draw a line and define the 

distance that the line represents . 



87

UniFi Controller User Guide

Ubiquiti Networks, Inc.

Chapter 6: Map

Drawing Walls
1 . Click the draw walls  button .

2 . Select the type of wall you want to draw . You can 

change the default height and thickness values in the 

fields provided . By default they are specified in meters 

but you can switch to feet using the drop-down menu 

on the right . 

3 . Draw the wall and press ESC to end the wall .

4 . You can select a different type of wall and add it to the 

map .

After you have added the UniFi APs, the interference 

caused by the walls will be predicted and displayed in 

both the Solid and Heatmap views .

Setting the Map Scale
1 . Click the set map scale  button .

2 . Click and hold to draw a line in the area that you want 

to use to set the scale of the map . If you need to redraw 

the line, just click and hold again to draw a new line .
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3 . Enter the distance that the line represents in the 

Distance field . By default, the distance is specified in 

meters but you can switch to feet using the drop-down 

menu on the right . Click Set Scale . 

The legend at the bottom of the map shows the new scale 

of the map .

System Topology
1 . Click , and then select Topology from the 

drop-down menu .

2 . The UniFi Controller displays a topology diagram of 

your UniFi system .

The default view shows the entire topology tree, 

except for client devices . Click any node to collapse the 

branches below (to the right of ) that node . Clicking the 

root node collapses the entire tree .

3 . Click Show Clients to display client devices .

4 . Click Link Labels to display labels on each link:

The labels provide the following information: 

• Wired links

• Data rate in Mbps

• Duplex type: FDX for full duplex, HDX for half duplex

• Port number to which the device is connected

• Wireless links

• RSSI expressed as a percentage

• RSSI displayed in dBm

Note: The displayed RSSI value is from the AP 

side of the link; i .e ., it is how the AP hears the 

client .
• Negotiation Rate (__ Mbps / __ Mbps)
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Chapter 7: Devices

The Devices screen displays a list of UniFi devices 

discovered by the UniFi Controller . You can click any of the 

column headers to change the list order.

You can apply one of the following primary filters:

• All Displays all UniFi devices .

• Gateway/Switches Displays all UniFi Security Gateways 

and Switches .

• APs Displays all UniFi APs .

If the APs filter is applied, then another filter is available 

(unless columns have been customized):

• Overview Displays the number of clients, amount 

of data downloaded, amount of data uploaded, and 

channel setting .

• Performance Displays the number of 2 .4 GHz and 

5 GHz clients, overall transmit rate, overall receive rate, 
transmit rates in the 2.4 GHz and 5 GHz radio bands, and 
channel setting .

• Config Displays the WLAN and radio settings for the 

2.4 GHz and 5 GHz radio bands.

Items per page Select how many results are displayed 

per page: 10, 25, 50, or 100 . 

If there is more than one page of entries to display, click 

the navigation controls or page numbers at the bottom 

right of the screen to display different pages .

Search Search or select tag  Enter the text you want to 

search for . Simply begin typing; there is no need to press 

Enter . You can also select a device tag (configured in the 

Configuration section of a device) . 

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

The icon column sorts by state, and for connected devices 

it also sorts by device type . This is the order:

• Connected Gateway

• Connected Switch

• Connected AP

• Any device that is being upgraded or provisioned

• Any device that is being adopted or is restarting

• Any device that is pending

• Any device that is disconnected or in an error state
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After this sorting is applied, the sort order uses 

alphabetical order according to the device name .

Settings  To enable group or batch configuration or 

customize the column layout, click this option . 

• Enable Group Config (Switch) Use this feature to 

configure an entire group of UniFi Switches at the same 

time . The following settings can be changed with batch 

configuration:

• Enable/disable LED

• Management VLAN

• Jumbo Frame

• Flow Control

• Spanning Tree

• Priority

• 802.1X Control

• Custom Upgrade

• Force Provision

• Forget These Devices

To configure a group of switches, click  and then 

select Enable group config . 

For more information, go to “Group Configuration” on 

page 92 .

• Enable Group Config (AP) Use this feature to configure 

an entire group of UniFi APs at the same time . The 

following AP settings can be changed with batch 

configuration:

• Enable/disable LED

• Radio Channel

• Radio Channel Width

• Radio Transmit Power

• WLAN Groups

• Custom Upgrade

• Force Provision

• Disable These Devices

• Forget These Devices

To configure a group of APs, click  and then select 

Enable group config . 

For detailed instructions and information on AP group 

configuration, refer to the following online help article: 

ubnt.link/UniFi-AP-Group-Configuration

• Customize Columns Each primary filter: All, 

Gateway/Switches, or APs applies a default set of 

columns to display . If you enable the Customize Columns 

 option, then the primary filter no longer changes the 

columns . 

The very first time you enable the Customize Columns 

option, the UniFi Controller software will detect which 

columns are currently visible and remember your 

selection . For example:

1 . Enable the Customize Columns option on the APs > 

Performance screen .

2 . Disable customization .

3 . Apply the Gateway/Switches filter .

4 . Enable the Customize Columns option again .

5 . The columns of the APs > Performance screen will be 

displayed . 

Click  to customize the columns used for display . 

Select Customize columns .

You can select additional columns for display .

 - Reset columns to Click the drop-down at the bottom 

of the Customize columns screen to display the Reset 

columns to ... options . The option you select will apply 

no matter which primary filter: All, Gateway/Switches, 

or APs, you select . This resets the columns (the UniFi 

Controller software will not remember your original 

selection) .

http://ubnt.link/UniFi-AP-Group-Configuration


91

UniFi Controller User Guide

Ubiquiti Networks, Inc.

Chapter 7: Devices

• Default The Device Name, IP Address, Status, Model, 

Version, Uptime, and Actions columns are displayed .

• Gateway/Switches The Device Name, IP Address, 

Status, Model, Version, Down, Up, and Actions 

columns are displayed .

• AP Overview The Device Name, IP Address, Status, 

Model, Version, Clients, Down, Up, Channel and 

Actions columns are displayed .

• AP Performance The Device Name, IP Address, 

Status, 2G Clients, 5G Clients, TX, RX, TX 2G, TX 5G, 

Channel, and Actions columns are displayed .

• AP Config The Device Name, Status, Version, 

WLAN2G, WLAN5G, Radio2G, Radio5G, and Actions 

columns are displayed .

• All columns The Device Name, MAC Address, IP 

Address, Status, Model, Version, Uptime, Mem. Usage, 

Load Avg., Clients, Down, Up, WLAN2G, WLAN5G, 

Radio2G, Radio5G, 2G Clients, 5G Clients, TX, RX, 

TX 2G, TX 5G, Channel, Ch. Util. 2G, Ch. Util. 5G, BSSID, 

and Actions columns are displayed .

All
All UniFi device types are displayed .

(icon) Displays the icon corresponding to the UniFi device 

(not all icons are shown below):

UniFi AP Pro, UniFi AP AC Lite/LR/Pro/HD/SHD

UniFi AP AC EDU

UniFi AP AC Mesh

UniFi AP AC Mesh Pro

UniFi AP In-Wall/AP AC In-Wall

UniFi AP/AP LR

UniFi AP AC

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

UniFi Security Gateway

UniFi Security Gateway Pro

UniFi 24-Port Switch

UniFi 48-Port Switch

If displayed, the LED color of the device icon indicates the 

device status .

• Blue/Green Indicates the device is connected .

• Gray Indicates the device is pending approval .

• Red/Orange Indicates the device is disconnected or 

not managed by this site (Pending Approval or Managed 

by Other) .

Device Name Displays the hostname, alias, or MAC 

address of the UniFi device . You can click the name to 

get additional details . For more information, see the 

appropriate chapter:

• “UniFi Security Gateway Details” on page 115

• “UniFi Switch Details” on page 121

• “UniFi Access Point Details” on page 131

IP Address Displays the IP address used by the UniFi 

device .

Status Indicates the device status: Connected, 

Disconnected, Pending Approval, Adopting, Upgrading, 

Managed by Other, or Isolated (APs only) .

Only the superadmin and admins who have permission to 

adopt devices can view devices that are Pending Approval 

and then adopt them on the UniFi Controller .

Note: The superadmin account was created during 

the initial installation; for more information, see 

“Configuring the UniFi Controller Software” on 

page 2 .

Model Displays the model name of the UniFi device .
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Version Displays the version number of the UniFi device’s 

firmware .

Uptime Displays the duration of time the UniFi device has 

been running .

Actions Click a button to perform the desired action: 

• Locate Click  to flash the LED on the physical 

device and the device’s icon on the Map tab so you can 

locate it . The LED will flash until the Locate button is 

clicked again . (The icon on the Map tab will flash three 

times and stop .)

• Restart Click  to restart the selected device .

• Upgrade If a software upgrade is available for the 

device, click  to install the latest UniFi firmware 

on the device . The Status will appear as Upgrading until 

the process is complete and the device reconnects to 

the UniFi Controller software .

• Adopt Click  to adopt a device that appears as 

Pending Approval for its status . The Status will appear as 

Adopting until the device is connected .

Gateway/Switches
All UniFi Gateway and Switch devices are displayed .

(icon) Displays the icon corresponding to the UniFi device 

(not all icons are shown below):

UniFi Security Gateway

UniFi Security Gateway Pro

UniFi 24-Port Switch

UniFi 48-Port Switch

The LED color of the device icon indicates the device 

status .

• Green Indicates the device is connected .

• Gray Indicates the device is pending approval .

• Red Indicates the device is disconnected or not 

managed by this site (Pending Approval or Managed by 

Other) .

Device Name Displays the hostname, alias, or MAC 

address of the UniFi device . You can click the name to 

get additional details . For more information, see the 

appropriate chapter:

• “UniFi Security Gateway Details” on page 115

• “UniFi Switch Details” on page 121

IP Address Displays the IP address used by the UniFi 

device .

Status Indicates the device status: Connected, 

Disconnected, Pending Approval, Adopting, Upgrading, or 

Managed by Other .

Only the superadmin and admins who have permission to 

adopt devices can view devices that are Pending Approval 

and then adopt them on the UniFi Controller .

Note: The superadmin account was created during 

the initial installation; for more information, see 

“Configuring the UniFi Controller Software” on 

page 2 .

Model Displays the model name of the UniFi device .

Version Displays the version number of the UniFi device’s 

firmware .

Down Displays in green the total amount of data 

downloaded by the UniFi device .

Up Displays in purple the total amount of data uploaded 

by the UniFi device.

Actions Click a button to perform the desired action: 

• Locate Click  to flash the Status LED on the 

Gateway/Switch and its icon on the Map tab so you can 

locate it . The LED will flash until the Locate button is 

clicked again . (The icon on the Map tab will flash three 

times and stop .)

• Restart Click  to restart the selected device .

• Upgrade If a software upgrade is available for the 

device, click  to install the latest UniFi firmware 

on the device . The Status will appear as Upgrading until 

the process is complete and the device reconnects to 

the UniFi Controller software .

• Adopt Click  to adopt a device that appears as 

Pending Approval for its status . The Status will appear as 

Adopting until the device is connected .

Group Configuration

To enable group or batch configuration, follow these 

instructions:

1 . Click  and then select Enable group config . 

2 . Select the appropriate switches .
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3 . Click  .

4 . The Properties panel opens . Click the + icon to expand 

the appropriate section:

5 . In the General section, make the appropriate change:

• LED Select Keep existing (behavior), Use site 

settings, On, or Off .

• Queue Changes Click Queue Changes to line up 

the changes to take effect . This allows you to make 

multiple changes to the device and then apply 

them all at once so that the device doesn’t have to 

re-provision over and over again when you change 

different sections of the configuration . Each section 

with pending changes is highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can 

cancel the changes of any section by clicking X of 

the appropriate section .)

• Cancel Click Cancel to discard changes .

• Common Device Tags Select or search for a device 

tag . You can also enter a keyword and press Enter to 

save a new device tag .

6 . In the Services section, make the appropriate changes:

• Management VLAN The Management VLAN 

specifies the VLAN ID that will be used for the 

management IP address of the switch . The IP 

configuration configured under the switch’s Network 

panel will be applied to this VLAN ID . The default is 

Keep existing (setting) .

• Jumbo Frame The Maximum Transmission Unit 

(MTU) is the maximum packet size (in bytes) that 

a network interface can transmit or receive . The 

standard Ethernet MTU is 1500 bytes . Enable jumbo 

frames to allow usage of MTUs up to 9216 bytes on 

all ports of this switch . The default is Keep existing 

(setting) .
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• Flow Control Enabling this option will enable 

802 .3x Ethernet Flow Control on all ports of this 

switch . This should remain disabled, unless you have 

a specific requirement for 802 .3x and understand its 

implications . The default is Keep existing (setting) .

• Spanning Tree Ethernet networks cannot have 

multiple active paths between switches (absent 

aggregation such as LAG), as this causes a switching 

loop, where broadcast and multicast traffic are 

amplified and repeated in a never-ending loop . 

Spanning Tree prevents switching loops, and allows 

for redundant interconnections between switches . 

Interfaces with redundant paths are put into STP 

blocking mode, leaving the port down unless the 

current best active path fails . 

Select the appropriate option: RSTP (Rapid 

Spanning Tree Protocol), STP (Spanning Tree 

Protocol), or Disabled . RSTP is the default and is 

recommended because topology changes apply 

much more quickly (usually within 6 seconds, rather 

than the 30-50 seconds of STP) . STP will enable the 

older 802 .1D STP on this switch instead of RSTP . 

Disabled will disable all versions of spanning tree; 

however, this is not recommended, as it can leave 

the network susceptible to being taken down by an 

inadvertently created switching loop . The default is 

Keep existing (setting) .

• Priority STP uses the priority value as part of the 

calculation in electing a root bridge of the spanning 

tree . It is best to configure a lower priority number 

(higher preference in root bridge elections) on one 

or two of the switches you consider the “core” of 

your network. For instance, if you have two 10 Gb 
switches, and several gigabit switches, configure a 

lower priority on the two 10 Gb switches to ensure 
that they are preferred as the STP root bridge . The 

default is Keep existing (setting) .

• 802.1x Control Select this option to use a RADIUS 

server for user authentication on the switch’s ports . 

The default is Keep existing (setting) . 

If you enable 802.1X control, then the RADIUS Profile 

setting appears .

• RADIUS Profile The default is Keep existing (setting) .  

You can click Create New RADIUS Profile to create 

a new one to use . Go to “Create or Edit a RADIUS 

Profile” on page 45 for instructions .

• Queue Changes Click Queue Changes to line up 

the changes to take effect . This allows you to make 

multiple changes to the device and then apply 

them all at once so that the device doesn’t have to 

re-provision over and over again when you change 

different sections of the configuration . Each section 

with pending changes is highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can 

cancel the changes of any section by clicking X of 

the appropriate section .)

• Cancel Click Cancel to discard changes .

7 . In the Manage Devices section, make the appropriate 

changes:

• Custom Upgrade For firmware upgrades, the 

UniFi devices retrieve the latest firmware from the 

Ubiquiti website . To specify firmware saved in a 

custom location, enter the URL of the firmware’s 

location and then click  to upgrade 

the firmware .

• Force Provision Click Provision to ensure that the 

device has all of the latest settings applied to it .

• Forget These Devices Click Forget to remove the 

Switches from management by the UniFi Controller 

software and reset them to factory default settings .

Note: Use caution when clicking Forget . This 

will restore the Switches to factory default 

settings when they are in a Connected state .

8 . Click the Devices tab to view the selected Switches .
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• Device Name Displays the hostname, alias, or MAC 

address of the Switch . 

• Model Displays the model name .

• (properties) Click  to get additional details; see 

“UniFi Switch Details” on page 121 for more 

information .

• (remove) Click  to remove the Switch from this 

group configuration .

APs
You can apply one of the following filters to display 

different status information:

• Overview Displays the number of clients, amount 

of data downloaded, amount of data uploaded, and 

channel setting .

• Performance Displays the number of 2.4 and 5 GHz 
clients, overall transmit rate, overall receive rate, 2 .4 and 

5 GHz transmit rates, and channel setting .

• Config Displays the WLAN and radio settings for the 

2.4 GHz and 5 GHz radio bands.

On any sub-tab, you can initiate a rolling upgrade of the 

firmware for all APs .

Start Rolling Upgrade (Available if any AP has an 

upgrade available .) Click START ROLLING UPGRADE  to begin 

automatically upgrading APs, one by one, except for 

wirelessly uplinked APs, which are intentionally excluded 

from upgrading .

Overview

(icon) Displays the icon corresponding to the AP model 

(not all icons are shown below):

UniFi AP Pro, UniFi AP AC Lite/LR/Pro/HD/SHD

UniFi AP AC EDU

UniFi AP AC Mesh

UniFi AP AC Mesh Pro

UniFi AP In-Wall/AP AC In-Wall

UniFi AP/AP LR

UniFi AP AC

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

The LED color of the icon indicates the device status .

• Blue/Green Indicates the device is connected .

• Gray Indicates the device is pending approval .

• Red/Orange Indicates the device is disconnected or not 

managed by this site (Pending Approval or Managed by 

Other) .

Device Name Displays the hostname, alias, or MAC 

address of the AP . You can click the name to get additional 

details; see “UniFi Access Point Details” on page 131 for 

more information .

IP Address Displays the IP address of the AP .

Status Displays the connection status . 

• Connected The AP is physically wired to the network.

• Connected (100 FDX) The AP is physically wired to the 

network at 100 Mbps in full-duplex mode .

• Connected (wireless) The AP is wirelessly uplinked to a 

physically wired AP . 

• Disconnected The AP is unreachable by the UniFi 

Controller software .

• Isolated A managed AP is unable to locate its uplink.

• Managed by Other The AP is not in the default state 

but it is not controlled by the UniFi Controller . 

• Pending Approval The AP is in the default state and is 

available for adoption .

Only the superadmin and admins who have permission 

to adopt devices can view devices that are Pending 

Approval and then adopt them on the UniFi Controller .

Note: The superadmin account was created 

during the initial installation; for more 

information, see “Configuring the UniFi 

Controller Software” on page 2 .

Model Displays the model name of the UniFi device .

Version Displays the version number of the UniFi device’s 

firmware .
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Clients Displays the number of clients connected to 

the AP.

Down Displays in green the total amount of data 

downloaded by the AP .

Up Displays in purple the total amount of data uploaded 

by the AP .

Channel Displays the transmit/receive channel being 

used by the AP . The radio band is represented as (ng) for 

2 .4 GHz and (na)/(ac) for 5 GHz .

Actions Click a button to perform the desired action:

• Locate Click  to flash the LED on the AP and the 

AP’s icon on the Map tab so you can locate it . The LED 

will flash until the Locate button is clicked again . (The 

icon on the Map tab will flash three times and stop .)

• Restart Click  to restart the selected device .

• Upgrade If a software upgrade is available for the 

device, click  to install the latest UniFi firmware 

on the device . The Status will appear as Upgrading until 

the process is complete and the device reconnects to 

the UniFi Controller software .

• Adopt Click  to adopt a device that appears as 

Pending Approval for its status . The Status will appear as 

Adopting until the device is connected .

Group Configuration

For detailed instructions and information on AP group 

configuration, refer to the following online help article: 

ubnt.link/UniFi-AP-Group-Configuration

Performance

(icon) Displays the icon corresponding to the AP model 

(not all icons are shown below):

UniFi AP Pro, UniFi AP AC Lite/LR/Pro/HD/SHD

UniFi AP AC EDU

UniFi AP AC Mesh

UniFi AP AC Mesh Pro

UniFi AP In-Wall/AP AC In-Wall

UniFi AP/AP LR

UniFi AP AC

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

The LED color of the icon indicates the device status .

• Blue/Green Indicates the device is connected .

• Gray Indicates the device is pending approval .

• Red/Orange Indicates the device is disconnected or 

not managed by this site (Pending Approval or Managed 

by Other) .

Device Name Displays the hostname, alias, or MAC 

address of the AP . You can click the name to get additional 

details; see “UniFi Access Point Details” on page 131 

for more information .

IP Address Displays the IP address of the AP .

Status Displays the connection status . 

• Connected The AP is physically wired to the network .

• Connected (100 FDX) The AP is physically wired to the 

network at 100 Mbps in full-duplex mode .

• Connected (wireless) The AP is wirelessly uplinked to a 

physically wired AP . 

• Disconnected The AP is unreachable by the UniFi 

Controller software .

• Isolated A managed AP is unable to locate its uplink.

• Managed by Other The AP is not in the default state 

but it is not controlled by the UniFi Controller . 

• Pending Approval The AP is in the default state and is 

available for adoption .

Only the superadmin and admins who have permission 

to adopt devices can view devices that are Pending 

Approval and then adopt them on the UniFi Controller .

Note: The superadmin account was created 

during the initial installation; for more 

information, see “Configuring the UniFi 

Controller Software” on page 2 .

2G Clients Displays the number of clients connected to 

the AP using the 2 .4 GHz band .

5G Clients Displays the number of clients connected to 

the AP using the 5 GHz band .

TX Displays in purple the overall TX (transmit) rate.

RX Displays in green the overall RX (receive) rate.

http://ubnt.link/UniFi-AP-Group-Configuration
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TX 2G Displays the overall TX rate for the 2.4 GHz radio 
band . The different colors represent different types of 

packet activity:

Color Packet Activity

Packets sent

Packets retried

Packets not sent due to likely interference

TX 5G Displays the overall TX rate for the 5 GHz radio 
band . The different colors represent different types of 

packet activity:

Color Packet Activity

Packets sent

Packets retried

Packets not sent due to likely interference

Channel Displays the transmit/receive channel being 

used by the AP . The radio band is represented as (ng) for 

2 .4 GHz and (na)/(ac) for 5 GHz .

Actions Click a button to perform the desired action:

• Locate Click  to flash the LED on the AP and the 

AP’s icon on the Map tab so you can locate it . The LED 

will flash until the Locate button is clicked again . (The 

icon on the Map tab will flash three times and stop .)

• Restart Click  to restart the selected device .

• Upgrade If a software upgrade is available for the 

device, click  to install the latest UniFi firmware 

on the device . The Status will appear as Upgrading until 

the process is complete and the device reconnects to 

the UniFi Controller software .

• Adopt Click  to adopt a device that appears as 

Pending Approval for its status . The Status will appear as 

Adopting until the device is connected .

Config

(icon) Displays the icon corresponding to the AP model 

(not all icons are shown below):

UniFi AP Pro, UniFi AP AC Lite/LR/Pro/HD/SHD

UniFi AP AC EDU

UniFi AP AC Mesh

UniFi AP AC Mesh Pro

UniFi AP In-Wall/AP AC In-Wall

UniFi AP/AP LR

UniFi AP AC

UniFi AP AC Outdoor

UniFi AP Outdoor+

UniFi AP Outdoor5

The LED color of the icon indicates the device status .

• Blue/Green Indicates the device is connected .

• Gray Indicates the device is pending approval .

• Red/Orange Indicates the device is disconnected or 

not managed by this site (Pending Approval or Managed 

by Other) .

Device Name Displays the hostname, alias, or MAC 

address of the AP . You can click the name to get additional 

details; see “UniFi Access Point Details” on page 131 

for more information .

Status Displays the connection status . 

• Connected The AP is physically wired to the network.

• Connected (100 FDX) The AP is physically wired to the 

network at 100 Mbps in full-duplex mode .

• Connected (wireless) The AP is wirelessly uplinked to a 

physically wired AP . 

• Disconnected The AP is unreachable by the UniFi 

Controller software .

• Isolated A managed AP is unable to locate its uplink.

• Managed by Other The AP is not in the default state 

but it is not controlled by the UniFi Controller . 

• Pending Approval The AP is in the default state and is 

available for adoption .

Only the superadmin and admins who have permission 

to adopt devices can view devices that are Pending 

Approval and then adopt them on the UniFi Controller .

Note: The superadmin account was created 

during the initial installation; for more 

information, see “Configuring the UniFi 

Controller Software” on page 2 .

Version Displays the version number of the UniFi device’s 

firmware .

WLAN 2G Displays the name of the WLAN group using 

the 2 .4 GHz radio band .
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WLAN 5G Displays the name of the WLAN group using 

the 5 GHz radio band .

Radio 2G Displays the channel and TX power settings 
used in the 2 .4 GHz radio band .

Radio 5G Displays the channel and TX power settings 
used in the 5 GHz radio band . 

Actions Click a button to perform the desired action:

• Locate Click  to flash the LED on the AP and the 

AP’s icon on the Map tab so you can locate it . The LED 

will flash until the Locate button is clicked again . (The 

icon on the Map tab will flash three times and stop .)

• Restart Click  to restart the selected device .

• Upgrade If a software upgrade is available for the 

device, click  to install the latest UniFi firmware 

on the device . The Status will appear as Upgrading until 

the process is complete and the device reconnects to 

the UniFi Controller software .

• Adopt Click  to adopt a device that appears as 

Pending Approval for its status . The Status will appear as 

Adopting until the device is connected .
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Chapter 8: Clients

The Clients screen displays a list of network clients . You can 

click any of the column headers to change the list order.

You can apply one of the following primary filters:

• All Displays all clients, regardless of connection type .

• Wireless Displays all wireless clients .

• Wired Displays all wired clients .

A secondary filter is available:

• All Displays all users and guests . 

• Users Displays only users .

• Guests Displays only guests .

Items per page Select how many results are displayed 

per page: 10, 25, 50, 100, or 200 . 

The columns of information vary depending on which 

primary filter (All, Wireless, or Wired) is applied .

If there is more than one page of entries to display, click 

the navigation controls or page numbers at the bottom 

right of the screen to display different pages .

Add Client Click to add a client to your network .

Configure the following:

• MAC Address Enter the MAC address or unique 

hardware identifier of the client .

• Alias Allows you to change the hostname of the client . 

• User Group Allows you to assign the client to a User 

Group . User Groups are set up under the Settings tab 

> User Groups option (see “Settings > User Groups” 

on page 54 for more information) . The default User 

Group is Automatic .
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• Fixed IP If you want to assign a static IP address to the 

client, select this option . Then configure the settings 

below . 

• Network Select the appropriate network from the 

drop-down list .

• IP Address Enter the static IP address .

• Add Click to save changes .

• Cancel Click to cancel changes .

All Configured Clients Click to view all clients that you 

have manually added . The Insight > Known Clients screen 

appears . Go to “Known Clients” on page 106 for more 

information .

Search  Enter the text you want to search 

for . Simply begin typing; there is no need to press Enter .

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

The icon column sorts by state, and for connected devices 

it also sorts by device type . This is the order:

• Connected wireless user

• Connected wireless guest

• Connected wired user

• Connected wired guest

After this sorting is applied, the sort order uses 

alphabetical order according to the client name .

Settings  To enable group or batch configuration or 

customize the column layout, click this option . 

• Enable Group Config Use this feature to configure an 

entire group of clients at the same time . The following 

settings can be changed with batch configuration:

• Note

• User Group

• IP Address

Group Configuration

To enable group or batch configuration, follow these 

instructions:

1 . Click  and then select Enable group config . 

2 . Select the appropriate clients .

3 . Click  .

4 . The Properties panel opens . 

5 . Click the + icon to expand the appropriate section:

6 . In the General section, make the appropriate changes:

• Note Allows you to enter comments about the 

client . Once saved, the client will be designated as a 

“Noted” client on the Insights > Known Clients tab .
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• User Group Allows you to assign the client to 

a User Group . User Groups are set up under the 

Settings tab > User Groups option (see “Settings > 

User Groups” on page 54 for more information) . 

The default User Group is Automatic .

• Queue Changes Click Queue Changes to line up 

the changes to take effect . This allows you to make 

multiple changes to the device and then apply 

them all at once so that the device doesn’t have to 

re-provision over and over again when you change 

different sections of the configuration . Each section 

with pending changes is highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can 

cancel the changes of any section by clicking X of 

the appropriate section .)

7 . In the Network section, make the appropriate changes:

• Fixed IP Address The default is Keep existing 

(setting) . If you want the local DHCP server to assign 

an IP address to the client, select Don’t use fixed IP 

address . 

If you want to assign a static IP address to the client, 

select Use fixed IP address . Then configure the 

settings below . 

• Network Select the appropriate network from the 

drop-down list

• IP Addresses Enter the static IP address for each 

client listed .

• Show Current IPs If you want the current IP 

addresses shown, click this option . Otherwise, the 

current IP addresses are hidden .

• Queue Changes Click Queue Changes to line up 

the changes to take effect . This allows you to make 

multiple changes to the device and then apply 

them all at once so that the device doesn’t have to 

re-provision over and over again when you change 

different sections of the configuration . Each section 

with pending changes is highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can 

cancel the changes of any section by clicking X of 

the appropriate section .)

8 . Click the Clients tab to view the selected clients .

• (icon) Displays the icon corresponding to a wireless 

or wired client .

• Name Displays the hostname, alias, or MAC address 

of the client . 

• IP Address Displays the IP address used by the 

client .

• (properties) Click  to get additional details; 

see “Client Details” on page 147 for more 

information .

• (remove) Click  to remove the client from this 

group configuration .

Customize Columns

Each primary filter: All, Wireless, or Wired applies a default 

set of columns to display . If you enable the Customize 

Columns option, then the primary filter no longer changes 

the columns . 

Click  to customize the columns used for display . 
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Select Customize columns .

You can select additional columns for display . Options 

include the following:

• Name Displays the hostname, alias, or MAC address 

of the connected client . You can click the name to get 

additional details; refer to “Client Details” on page 

147 for more information .

• Hostname Displays the hostname of the connected 

client .

• MAC Address Displays the MAC address of the 

connected client .

• IP Address Displays the IP address used by the client .

• 802.1X Identity Displays the identity used for 802 .1x 

authentication .

• 802.1X VLAN Displays the VLAN (Virtual Local Area 

Network) used for 802 .1x authentication .

• Status Displays Authorized for all authorized guests or 

Pending for guests pending authorization .

• User Group Displays the User Group of the client 

(if any).

• Network Indicates which local network is used .

• AP/Port For wireless clients, displays the name of the 

connected AP or port . You can click the name to get 

additional details; refer to “UniFi Access Point Details” 

on page 131 for more information . 

For wired clients, displays the name of the network 

device and port number used by the client . You can 

click the name to get additional details; refer to “UniFi 

Switch Details” on page 121 for more information . 

• Channel Displays the channel used .

• PHY Mode Displays the wireless standard and 

frequency band used by the signal . Displays a leaf  

icon if the device uses power save mode .

• 11na (5 GHz)

• 11ac (5 GHz)

• 11ng (2 .4 GHz)

• 11b (2 .4 GHz)

• FT FT is Fast Transition or IEEE 802 .11r-2008 . It enables 

roaming with continuous connectivity and seamless 

handoffs between APs .

• Signal Displays the signal strength level and signal 

type .

• TX Rate Displays the overall TX (transmit) rate.

• RX Rate Displays the overall RX (receive) rate.

• Activity Displays the relative level of activity for each 

client .

• Internet Down Displays in green the total amount of 

data downloaded by the client from the internet .

• Internet Up Displays in purple the total amount of data 

uploaded by the client to the internet.

• LAN Down Displays the total amount of data 

downloaded by the client from the local network .

• LAN Up Displays the total amount of data uploaded by 

the client to the local network.

• Uptime Displays the amount of time the client has 

been connected for this session .

All
(icon) Displays the icon corresponding to a wireless or 

wired client:

wireless user

wireless guests

wired user

wired guest

Name Displays the hostname, alias, or MAC address of the 

connected client . You can click the name to get additional 

details; refer to “Client Details” on page 147 for more 

information .

IP Address Displays the IP address used by the client .

Connection Indicates which local network is used . If 

the connection is wireless, then this displays the wireless 

network name or SSID .

AP/Port Indicates which AP or switch port is used .

Activity Displays the relative level of activity for each 

client .

Internet Down Displays in green the total amount of data 

downloaded by the client from the internet .

Internet Up Displays in purple the total amount of data 

uploaded by the client to the internet.
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Uptime Displays the amount of time the client has been 

connected for this session .

Actions Click a button to perform the desired action: 

• Block Click BLOCK  to block this client from accessing 

the network . Click UNBLOCK  to unblock this client .

• Reconnect Click RECONNECT  to reconnect a wireless 

client . You can click RECONNECT  to kick out a client, 

which usually reconnects back quickly; this is useful for 

troubleshooting or resolving a problematic wireless 

connection .

• Unauthorize/Authorize (Available for Guests only .) 

Click UNAUTHORIZE  to remove authorization of guest access 

and disconnect the guest, or click AUTHORIZE  for guests 

pending authorization .

Wireless

Frequency band If the Wireless filter is applied, then the 

Frequency band filter is available:

• All Displays all wireless clients .

• 2G Displays only 2 .4 GHz clients .

• 5G Displays only 5 GHz clients .

Client Type If the Wireless filter is applied, then the Client 

type filter is available:

• All Displays all wireless clients .

• Users Displays only clients who are not guests .

• Guests Displays only clients with guest access .

Status If the Wireless filter is applied, then the Status filter 

is available:

• All Displays all wireless clients .

• Active Displays only clients that are currently active .

AP Select the AP whose clients you want displayed . Each 

option in the drop-down list also indicates the number of 

wireless clients in parentheses .

(icon) Displays the icon corresponding to a wireless client:

wireless user

wireless guest

Name Displays the hostname, alias, or MAC address of the 

connected client . You can click the name to get additional 

details; refer to “Client Details” on page 147 for more 

information .

IP Address Displays the IP address used by the client .

WLAN Displays the name of the wireless network .

AP/Port Displays the name of the connected AP . You 

can click the name to get additional details; refer to 

“UniFi Access Point Details” on page 131 for more 

information .

Channel Displays the channel used .

Phy Mode Displays the wireless standard and frequency 

band used by the signal . Displays a leaf  icon if the 

device uses power save mode .

• 11na (5 GHz)

• 11ac (5 GHz)

• 11ng (2 .4 GHz)

• 11b (2 .4 GHz)

Signal Displays the signal strength level and signal type .

Activity Displays the relative level of activity for each 

client .

Internet Down Displays in green the total amount of data 

downloaded by the client from the internet .

Internet Up Displays in purple the total amount of data 

uploaded by the client to the internet.

Uptime Displays the amount of time the client has been 

connected for this session .

Actions Click a button to perform the desired action: 

• Block Click BLOCK  to block this client from accessing 

the network . Click UNBLOCK  to unblock this client .

• Reconnect Click RECONNECT  to reconnect a wireless 

client . You can click RECONNECT  to kick out a client, 

which usually reconnects back quickly; this is useful for 

troubleshooting or resolving a problematic wireless 

connection .

• Unauthorize/Authorize (Available for Guests only .) 

Click UNAUTHORIZE  to remove authorization of guest access 

and disconnect the guest, or click AUTHORIZE  for guests 

pending authorization .
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Wired

Client Type If the Wired filter is applied, then the Client 

type filter is available:

• All Displays all wired clients .

• Users Displays only clients who are not guests .

• Guests Displays only clients with guest access .

Network If the Wired filter is applied, then the Network 

filter is available . Each option in the drop-down list also 

indicates the number of wired clients in parentheses .

• All Displays all wired clients .

• (name) Select the network whose clients you want 

displayed .

(icon) Displays the icon corresponding to a wired client:

wired user

wired guest

Name Displays the hostname, alias, or MAC address of the 

connected client . You can click the name to get additional 

details; refer to “Client Details” on page 147 for more 

information .

IP Address Displays the IP address used by the client .

Network Indicates which local network is used .

AP/Port Displays the name of the network device and 

port number used by the client . You can click the name to 

get additional details; refer to “UniFi Switch Details” on 

page 121 for more information .

Activity Displays the relative level of activity for each 

client .

Internet Down Displays in green the total amount of data 

downloaded by the client from the internet .

Internet Up Displays in purple the total amount of data 

uploaded by the client to the internet.

Uptime Displays the amount of time the client has been 

connected for this session .

Actions Click a button to perform the desired action: 

• Block Click BLOCK  to block this client from accessing 

the network . Click UNBLOCK  to unblock this client .

• Unauthorize/Authorize (Available for Guests only .) 

Click UNAUTHORIZE  to remove authorization of guest access 

and disconnect the guest, or click AUTHORIZE  for guests 

pending authorization .
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Chapter 9: Insights

The Insights screen displays different kinds of status 

information . The following filters are available:

• Neighboring Access Points Displays information about 

wireless devices not managed by the UniFi Controller .

• Known Clients Displays information about detected 

clients .

• Past Connections Displays information about previous 

client connection sessions (for example, a client can 

have multiple sessions from different days) .

• Past Guest Authorizations Displays information about 

the authorization of previous guest connections .

• Switch Stats Displays information about the status, 

ports, PoE, and traffic activity of the UniFi Switches .

• Port Forward Stats Displays information about the 

port forwarding entries used by the UniFi Security 

Gateway .

• Dynamic DNS Displays information about the use of 

DDNS services .

• Remote User VPN Displays information about the 

remote user VPN connections .

• AC-EDU Streams Displays information about the 

streaming by the UniFi AC EDU Access Points .

• Controller Logs Displays device, management, and 

system log entries .

These sub-tabs share common options:

Items per page Select how many results are displayed 

per page: 10, 50, 100, or 200 . 

On any sub-tab, you can click any of the column headers 

to change the list order .

If there is more than one page of entries to display, click 

the navigation controls or page numbers at the bottom 

right of the screen to display different pages .

Search  Enter the text you want to search 

for . Simply begin typing; there is no need to press Enter .

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Settings  To enable group or batch configuration or 

customize the column layout, click this option . 

• Enable Group Config Available for Known Clients . 

Select to configure multiple clients at the same time . 

Go to “Group Configuration” on page 100 for 

instructions .
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Customize Columns Each of these filters: Switch Stats, 

Port Forward Stats, Dynamic DNS, Remote User VPN, and 

AC‑EDU Streams, applies a default set of columns to 

display . If you enable the Customize Columns option, then 

the selected columns are displayed . 

Click  to customize the columns used for display . 

Select Customize columns .

The column options will vary depending on the filter . They 

are described further in the following sections:

• “Switch Stats” on page 108

• “Port Forward Stats” on page 111

• “Dynamic DNS” on page 113

• “Remote User VPN” on page 113

• “AC-EDU Streams” on page 114

Neighboring Access Points
This screen displays information about wireless devices 

not managed by the UniFi Controller .

Show Filter the results on the page based on the time the 

AP was last seen . Select Last hour, Last 8 hours, Last 12 

hours, Last 24 hours, 3 days, 7 days, 2 weeks, 30 days, 

120 days, or All .

You can apply one of the following filters:

• All Displays all wireless APs .

• 2G Only displays 2 .4 GHz APs .

• 5G Only displays 5 GHz APs .

(number) Displays the number of managed UniFi APs 

that are nearby . You can click the + button to display the 

list of UniFi APs .

Rogue Displays a  to indicate a rogue AP .

Name/SSID Displays the name of the wireless network .

BSSID Displays the MAC address of the AP’s wireless 

interface .

Channel Displays the channel setting that the AP was 

detected on .

BW (MHz) Displays the channel width that the AP was 

using .

Security Displays the security status indicating whether 

encryption is used .

Manufacturer Displays the name of the AP manufacturer .

Location Displays the name of the closest AP managed 

by the UniFi Controller .

Signal Displays the signal strength level and signal type .

Last Seen Displays the last date and time the AP was 

connected .

Actions Click a button to perform the desired action: 

• Mark as Known If the rogue AP is known to you, then 

you can click MARK AS KNOWN so it will not be marked as 

a rogue AP . 

Known Clients
This screen displays information about detected clients .

Show Filter the results on the page based on the date the 

client was last seen . Select last 24 hours, 3 days, 7 days, 

2 weeks, 30 days, 120 days, or All .

You can apply one of the following filters:

• All Display all clients, regardless of connection type .

• Wireless Display all wireless clients .

• Wired Display all wired clients .

You can also apply one of the following filters:

• All Display all users and guests .

• User Only display users .

• Guest Only display guests .

An additional filter is available:

• All Displays all known clients .

• Configured Displays clients that you have added on 

the Clients screen .

• Default Displays clients that have not been assigned a 

fixed IP address, or have not been put in a user group .
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A cumulative filter is available, so you can apply one, two, 

or all three of these filters at the same time:

• Blocked Only display blocked clients .

• Noted Only display clients whose configurations 

include notes . (See “Wireless Client – Configuration” 

on page 148 or “Wired Client – Configuration” on 

page 150 for more information .)

• Static IP Only display clients using static IP addresses .

Name Displays the hostname, alias, or MAC address of the 

connected client . You can click the name for more details; 

see “Client Details” on page 147 for more information .

Manufacturer Displays the name of the device 

manufacturer .

Fixed IP Displays the fixed IP address, if applicable .

User/Guest Indicates whether the client is/was 

connected to a primary or guest network .

Down Displays in green the total amount of data 

downloaded by the client .

Up Displays in purple the total amount of data uploaded 

by the client.

First Seen Displays the date and time the client was 

initially connected .

Last Seen Displays the last date and time the client was 

connected .

Actions Click a button to perform the desired action: 

• Block Click BLOCK  to block this client from accessing 

the network . Click UNBLOCK  to unblock this client .

• Reconnect Click RECONNECT  to reconnect a wireless 

client . You can click RECONNECT  to kick out a client, 

which usually reconnects back quickly; this is useful for 

troubleshooting or resolving a problematic wireless 

connection .

• Unauthorize/Authorize (Available for Guests only .) 

Click UNAUTHORIZE  to remove authorization of guest access 

and disconnect the guest, or click AUTHORIZE  for guests 

pending authorization .

Settings  To enable group or batch configuration, click 

this option . 

• Enable Group Config Configure multiple clients at the 

same time . Go to “Group Configuration” on page 100 

for instructions .

Past Connections
This screen displays information about previous client 

connection sessions (for example, a client can have 

multiple sessions from different days) .

Date Click either arrow to change the date in one-day 

increments . 

Click the date to display the calendar .

• Calendar Click a specific date to display its statistics . 

For a range of dates, click both the start and end dates, 

which are color-coded orange; the intervening dates 

are color-coded blue . Click either arrow to change the 

calendar in one-month increments .

 - Apply Click to save changes .

 - Cancel Click to cancel changes .

You can apply one of the following filters:

• All Display all users and guests .

• Users Only display users .

• Guests Only display guests .

Name/MAC Address Displays the hostname, alias, or 

MAC address of the connected client . You can click the 

name to get additional details; see “Client Details” on 

page 147 for more information .

User/Guest Indicates whether the client is/was 

connected to a primary or guest network .

Associated Displays the date and time the client first 

connected .
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Duration Displays the length of time the client was 

connected .

Down Displays in green the total amount of data 

downloaded by the client .

Up Displays in purple the total amount of data uploaded 

by the client.

IP Address Displays the last known IP address of the 

client .

Last AP/Port Displays the name or MAC address of the 

last AP used by the wireless client or the last port used by 

the wired client . You can click the device name for more 

information; refer to “UniFi Access Point Details” on 

page 131 or “UniFi Switch Details” on page 121  .

Past Guest Authorizations
This screen displays information about the authorization 

of previous guest connections .

Date Click either arrow to change the date in one-day 

increments . 

Click the date to display the calendar .

• Calendar Click a specific date to display its statistics . 

For a range of dates, click both the start and end dates, 

which are color-coded orange; the intervening dates 

are color-coded blue . Click either arrow to change the 

calendar in one-month increments .

 - Apply Click to save changes .

 - Cancel Click to cancel changes .

Name/MAC Address Displays the hostname, alias, or 

MAC address of the previous guest .

Package Displays the name of the guest access package .

Amount Displays the amount paid by the guest .

Authorized By Displays the name of the authorizing 

body .

Start Displays the start date and time of the session .

Duration Displays the length of time the guest was 

connected .

Download Displays the total amount of data downloaded 

by the guest .

Upload Displays the total amount of data uploaded by 

the guest.

IP Displays the last known IP address of the guest .

Last AP Displays the name or MAC address of the last 

AP used by the wireless guest . You can click the device 

name for more information; refer to “UniFi Access Point 

Details” on page 131 .

Switch Stats
This screen displays information about the status, ports, 

PoE, and traffic activity of the UniFi Switches .

You can apply one of the following filters:

• Overview Displays the general status information of 

each port .

• PoE Displays the specific PoE configuration and status 

of each port .

• Counters Displays the specific TX and RX rates for 
each port.

Search Select or search for a device  You can view the statistics 

by UniFi Switch . The drop-down list displays managed 

UniFi Switches by name or MAC address (you can click  

for additional details) . Select the appropriate switch or 

enter the text you want to search for . Simply begin typing; 

there is no need to press Enter .

You have an additional filter:

• Link Status Displays the ports of the specified status:

 - All Displays all ports .

 - Connected Displays all connected ports .

 - Disconnected Displays all disconnected ports .
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Clear Counters Click CLEAR COUNTERS  and select one of the 

following:

• All Resets all counters to zero .

• (switch_name) Resets the counters of the selected 

UniFi Switch to zero .

Customize Columns Click  to customize the columns 

used for display . 

Select Customize columns .

You can add or remove columns for display . The Customize 

columns option will apply, and the filter options: Overview, 

PoE, and Counters will disappear . 

• Reset columns to Click the drop-down at the bottom 

of the Customize columns screen to display the Reset 

columns to ... options .

 - Overview The Switch, Name, PoE, Mode, Profile, Link 

Status, STP, TX SUM (Summary), RX Sum (Summary), TX 
TPUT (Throughput), RX TPUT (Throughput), and Activity 

columns are displayed .

 - PoE The Switch, Name, PoE, PoE Detection, PD Class, 

Power, Voltage, and Current columns are displayed .

 - Counters The Switch, TX Bytes, TX Frames, TX 
Multicast, TX Broadcast, TX Errors, RX Bytes, RX Frames, 

RX Multicast, RX Broadcast, and RX Errors columns are 

displayed .

Overview

Port The ports display their status and port number:

Indicates a 10/100 Mbps connection .

Indicates a 1 Gbps (1000 Mbps) connection .

Indicates a 10 Gbps connection .

Indicates 1 Gbps (1000 Mbps) connection with PoE .

Indicates the connection is disabled (no network or 

VLAN is enabled) .

Indicates no connection (the network or VLAN is 

enabled, but the port is not in use) .

Indicates a uplink .
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Switch If all switches are displayed, then this displays 

the hostname, alias, or MAC address of the UniFi Switch . 

You can click the name to get additional details . For more 

information, see “UniFi Switch Details” on page 121 .

Name Displays the name of the port .

PoE Displays the PoE setting:

• (blank) PoE is disabled .

• 24V Passive 24V passive PoE is enabled .

• PoE+ 802 .3at/af devices can be plugged in and 

automatically receive PoE .

• __W Power output is displayed in watts .

Mode Displays the operation mode:

• Switching The default mode .

• Mirroring The network traffic of this port will receive 

the mirrored traffic from the port selected in ”Port 

Configuration” on page 125 .

• Aggregate This port is part of an aggregate link . A port 

channel, also known as a Link Aggregation Group (LAG), 

combines multiple links into a single logical link (single 

IP address) for load balancing and/or redundancy .

Profile Displays the Switch Port profile assigned to it . 

Switch Port profiles are configured in Settings > “Switch 

Ports” on page 46 .

Link Status Displays the connection speed and duplex 

mode .

STP Displays the STP (Spanning Tree Protocol) mode .

TX SUM Displays in purple the amount of data 

transmitted .

RX SUM Displays in green the amount of data received .

TX TPUT Displays in purple the transmit throughput rate .

RX TPUT Displays in green the receive throughput rate .

Activity Displays the level of activity . The different colors 

represent different types of packet activity .

Color Packet Activity

TX throughput rate

RX throughput rate

You can place your mouse over the Activity icon to display 

the specific TX or RX rate.

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the port settings . 

For more information, see “UniFi Switch Details” on 

page 121 .

• Clear Counters Click CLEAR COUNTERS  to clear the port 

statistics .

• Power Cycle If applicable, click POWER CYCLE  to power 

cycle the port .

PoE

Port The ports display their status and port number:

Indicates a 10/100 Mbps connection .

Indicates a 1 Gbps (1000 Mbps) connection .

Indicates a 10 Gbps connection .

Indicates 1 Gbps (1000 Mbps) connection with PoE .

Indicates the connection is disabled (no network or 

VLAN is enabled) .

Indicates no connection (the network or VLAN is 

enabled, but the port is not in use) .

Indicates a uplink .

Switch If all switches are displayed, then this displays 

the hostname, alias, or MAC address of the UniFi Switch . 

You can click the name to get additional details . For more 

information, see “UniFi Switch Details” on page 121 .

Name Displays the name of the port .

PoE Displays the PoE setting:

• (blank) PoE is disabled .

• 24V Passive 24V passive PoE is enabled .

• PoE+ 802 .3at/af devices can be plugged in and 

automatically receive PoE .

• __W Power output is displayed in watts .

PoE Detection Displays the PoE status:

• (blank) PoE is disabled .

• Not detected No 802 .3at/af device is detected .

• Passive 24V passive PoE is enabled .

• Good An 802 .3at/af device is plugged in and 

automatically receiving PoE .
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PD Class Displays the PD (Powered Device) class of the 

detected device, if applicable; this indicates its power 

requirements .

Power Displays the power output in watts, if applicable .

Voltage Displays the voltage output, if applicable .

Current Displays the current output in amperes, if 

applicable .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the port settings . 

For more information, see “UniFi Switch Details” on 

page 121 .

• Clear Counters Click CLEAR COUNTERS  to clear the port 

statistics .

• Power Cycle If applicable, click POWER CYCLE  to power 

cycle the port .

Counters

Port The ports display their status and port number:

Indicates a 10/100 Mbps connection .

Indicates a 1 Gbps (1000 Mbps) connection .

Indicates a 10 Gbps connection .

Indicates 1 Gbps (1000 Mbps) connection with PoE .

Indicates the connection is disabled (no network or 

VLAN is enabled) .

Indicates no connection (the network or VLAN is 

enabled, but the port is not in use) .

Indicates a uplink .

Switch If all switches are displayed, then this displays 

the hostname, alias, or MAC address of the UniFi Switch . 

You can click the name to get additional details . For more 

information, see “UniFi Switch Details” on page 121 .

TX Bytes Displays in purple the number of bytes 

transmitted .

TX Frames Displays in purple the number of frames 

transmitted .

TX Multicast Displays in purple the number of multicast 

packets transmitted .

TX Broadcast Displays in purple the number of broadcast 

packets transmitted .

TX Errors Displays in purple the number of error packets 

transmitted .

RX Bytes Displays in green the number of bytes received .

RX Frames Displays in green the number of frames 

received .

RX Multicast Displays in green the number of multicast 

packets received .

RX Broadcast Displays in green the number of broadcast 

packets received .

RX Errors Displays in green the number of error packets 

received .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the port settings . 

For more information, see “UniFi Switch Details” on 

page 121 .

• Clear Counters Click CLEAR COUNTERS  to clear the port 

statistics .

• Power Cycle If applicable, click POWER CYCLE  to power 

cycle the port .

Port Forward Stats
This screen displays information about the port 

forwarding entries used by the UniFi Security Gateway .

You can apply one of the following primary filters:

• All Displays all port forwarding entries .

• User-Defined Displays the user-defined port 

forwarding entries .

• UPnP Displays the UPnP port forwarding entries .

Customize Columns Click  to customize the columns 

used for display . 

Select Customize columns .
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You can add or remove columns for display . 

• Reset columns to Click the drop-down at the bottom 

of the Customize columns screen to display the Reset 

columns to ... options .

 - All The Name, From, Protocol, Port, Forward IP, 

Forward Port, Packets, Bytes, and Actions columns are 

displayed .

 - User Defined The Name, From, Protocol, Port, Forward 

IP, Forward Port, Packets, Bytes, and Actions columns 

are displayed .

 - UPnP The Name, Protocol, Port, Forward IP, Forward 

Port, Packets, Bytes, and Lease Duration columns are 

displayed . 

All

Name Displays the name of the port forwarding entry .

From Displays the source IP address, if specified, or 

Anywhere .

Protocol Displays the protocol that will be forwarded .

Port Displays the port or ports that will be forwarded to 

the LAN . Also known as the external port(s) .

Forward IP Displays the destination IP address that will 

receive the forwarded port traffic . 

Forward Port Displays the destination port or ports that 

will receive the forwarded port traffic . Also known as the 

internal port(s) .

Packets Displays the number of packets transferred .

Bytes Displays the number of bytes transferred .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the UniFi 

Security Gateway settings . For more information, see 

“UniFi Security Gateway Details” on page 115 .

User-Defined

Name Displays the name of the port forwarding entry .

From Displays the source IP address, if specified, or 

Anywhere .

Protocol Displays the protocol that will be forwarded .

Port Displays the port or ports that will be forwarded to 

the LAN . Also known as the external port(s) .

Forward IP Displays the destination IP address that will 

receive the forwarded port traffic . 

Forward Port Displays the destination port or ports that 

will receive the forwarded port traffic . Also known as the 

internal port(s) .

Packets Displays the number of packets transferred .

Bytes Displays the number of bytes transferred .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the UniFi 

Security Gateway settings . For more information, see 

“UniFi Security Gateway Details” on page 115 .

UPnP

Name Displays the name of the port forwarding entry .

Protocol Displays the protocol that will be forwarded .

Port Displays the port or ports that will be forwarded to 

the LAN . Also known as the external port(s) .

Forward IP Displays the destination IP address that will 

receive the forwarded port traffic . 
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Forward Port Displays the destination port that will 

receive the forwarded port traffic . Also known as the 

internal port .

Packets Displays the number of packets transferred .

Bytes Displays the number of bytes transferred .

Lease Duration Displays the uptime of the port 

forwarding entry .

Dynamic DNS
This screen displays information about the use of DDNS 

services .

Customize Columns Click  to customize the columns 

used for display . 

Select Customize columns .

You can add or remove columns for display . 

Service Displays the name of the DDNS service .

Status Displays the status of the latest DDNS update .

Hostname Displays the hostname registered with the 

DDNS service .

Username Displays the username of the DDNS account .

Server Displays the IP address or hostname of the DDNS 

server that should receive DDNS updates .

IP Displays the WAN (public) IP address of the hostname .

Last Updated Displays the duration of time since the 

hostname IP address was last updated .

Actions Click a button to perform the desired action:

• Edit Click EDIT  to make changes to the UniFi 

Security Gateway settings . For more information, see 

“UniFi Security Gateway Details” on page 115 .

Remote User VPN
This screen displays information about the remote user 

VPN connections .

Customize Columns Click  to customize the columns 

used for display . 

Select Customize columns .

You can add or remove columns for display .  

Interface Displays the interface being used .

Remote IP Displays the IP address of the remote user .

User Displays the username of the remote user .

Down Pkts Displays the amount of data downloaded as 

packets .

Down Bytes Displays the amount of data downloaded as 

bytes .

Up Pkts Displays the amount of data uploaded as 

packets .

Up Bytes Displays the amount of data uploaded as bytes .

Uptime Displays the duration of time the VPN tunnel has 

been active without interruption .

Actions Click a button to perform the desired action:

• Terminate Click TERMINATE  to end the VPN tunnel .
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AC-EDU Streams
This screen displays status information about the 

streaming by the UniFi AC EDU Access Points .

Customize Columns Click  to customize the columns 

used for display . 

Select Customize columns .

You can add or remove columns for display . 

• Reset columns to Click the drop-down at the bottom 

of the Customize columns screen to display the Reset 

columns to ... options .

 - All The Device, Stream, Ready, Streaming, and 

Connected columns are displayed .

Terminate Stream Click TERMINATE  and then click the live 

stream you want to terminate .

Device Displays the hostname, alias, or MAC address 

of the UniFi AC EDU AP . You can click the name to get 

additional details . For more information, see “UniFi 

Access Point Details” on page 131 .

Stream Displays the unique identifier for this live stream .

Ready Displays the status of the UniFi AC EDU AP, Yes 

or No .

Streaming Displays the duration of the live streaming, Yes 

or No .

Connected Displays the status of the connection, Yes 

or No .

Controller Logs
This screen displays device, management, and system log 

entries .
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Chapter 10: UniFi Security 

Gateway Details

The UniFi Security Gateway hyperlink opens the UniFi 

Security Gateway’s Details window either in the Properties 

panel or as a separate popup window . You can always 

dock this window in the Properties panel or detach it as a 

separate window . 

Properties
The Properties panel appears on the right side of the 

screen . Information about each selected device appears as 

a popup within this panel .

Remove All Click  to close the Properties panel .

Collapse All Click  to collapse all of the popups to rows.

The top of the popup remains and displays the following:

• Display Click + to display the device information .

• (icon) Displays the icon of the device (the icon will vary 

depending on the model) . 

• (status) Displays to indicate the device status .

 - Pending Approval A solid orange circle  indicates 

the default state, available for adoption .

 - Connected A solid green circle  indicates a 

managed connection .

 - Managed by Other A solid gray circle  indicates 

that the device is not in the default state but not 

controlled by the current UniFi Controller .

 - Disconnected A red warning icon !  indicates no 

connection .

• Name/MAC Address Displays the device name or MAC 

address of the device .

• Restart Click  to restart the selected device .

• Locate Click  to flash the LED on the device and the 

device icon on the Map tab so you can locate it . The LED 

will flash until the Locate button is clicked again . (The 

icon on the Map tab will flash three times and stop .)

• Upgrade Click  to upgrade the device . (This icon 

does not appear if an upgrade is not available or there 

are pending changes .)

• Undock from Properties Panel Click  to display the 

same information in a separate popup screen that can 

be moved anywhere within the browser screen .

• Close Properties Click  to close the device popup .

Hide Property Panel Click  to hide the Properties panel 

but allow the device popups to remain accessible from 

this panel . Click the properties  icon to re-open it .

The upper part of the detached popup screen has an icon 

for each port .

Indicates a 10/100 Mbps connection .

Indicates a 1 Gbps (1000 Mbps) connection .

Indicates the connection is disabled (no network or 

VLAN is enabled) .

Indicates no connection (the network or VLAN is 

enabled, but the port is not in use) .

There are three clickable tabs:

• “UniFi Security Gateway – Details” on page 116

• “UniFi Security Gateway – Networks” on page 117

• “UniFi Security Gateway – Configuration” on page 

117
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UniFi Security Gateway – Details
Click Details to display the device specifics, LAN/WAN 

connection details, and uptime . 

Overview

MAC Address Displays the MAC address or unique 

hardware identifier of the Gateway .

Model Displays the model name of the Gateway .

Version Displays the version number of the Gateway’s 

firmware .

LAN IP Address Displays the local IP address of the 

Gateway .

Uptime Displays the duration of time the Gateway has 

been running without interruption .

PHY Displays the temperature of the circuitry for the PHY 

(physical) layer functions .

CPU Displays the temperature of the CPU .

Board (PHY) Displays the temperature of the PHY board .

Board (CPU) Displays the temperature of the CPU board .

WAN 1

The number of WAN sections will vary depending on the 

number of active WAN ports .

IP Address Displays the WAN (public) IP address of the 

WAN interface .

Speed Displays the connection speed in Mbps .

Duplex Displays the mode, Full Duplex or Half Duplex .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the amount of data uploaded as 

packets and bytes .

Down Activity Displays the level of download activity in 

bytes per second .

Up Activity Displays the level of upload activity in bytes 

per second .

Performance (Last 24 H)

CPU (%) The graph displays the percentage of CPU 

processing power used during the last 24 hours . 

Memory (%) The graph displays the percentage of 

memory used during the last 24 hours .
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UniFi Security Gateway – Networks
Click Networks to display the network name, IP address, 

TX and RX throughput, and number of clients.

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Network Displays the name of the network .

IP Displays the local IP address of the network .

TX Displays the outgoing (transmit) throughput .

RX Displays the incoming (receive) throughput .

# Clients Displays the number of clients on the network .

UniFi Security Gateway – 

Configuration
Click Configuration to configure the alias, WAN 

settings, port forwarding, Dynamic DNS, and custom 

upgrade entries . You can also remove the Gateway from 

management by this UniFi Controller .

Additional options are available in the Settings section . Go 

here for more information:

• “Settings > Routing & Firewall” on page 31

• “Settings > Networks” on page 27

• “Settings > Services” on page 48

General

Alias Displays the customizable name or identifier of the 

Gateway . The Alias is also known as the host name . 

LED Select the appropriate option: Use site settings 

(default), On, or Off . For more information about site 

settings, go to “Settings > Site” on page 21 .

Save Click to apply changes .

Cancel Click to discard changes .
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WAN 1/2

Connection Type Select the internet connection type for 

your service . 

• Using DHCP The use of the Dynamic Host 

Configuration Protocol (DHCP) is the default . The 

Gateway automatically acquires network settings from 

the service provider’s DHCP server .

 - Preferred DNS Enter the IP address of the service 

provider’s primary DNS server .

 - Alternate DNS Enter the IP address of the service 

provider’s secondary DNS server .

• Static IP The service provider assigns fixed network 

settings to your service for manual entry . Enter the 

following information:

 - IP Address Enter the internet IP address of the 

Gateway .

 - Subnet Mask Enter the subnet mask of the Gateway .

 - Router Enter the IP address of the service provider’s 

gateway router .

 - Preferred DNS Enter the IP address of the service 

provider’s primary DNS server .

 - Alternate DNS Enter the IP address of the service 

provider’s secondary DNS server .

• PPPoE Point-to-Point Protocol over Ethernet (PPPoE) 

is a virtual private and secure connection between two 

systems that enables encapsulated data transport . Enter 

the following information:

 - Username Enter the username used to connect to 

the PPPoE server .

 - Password Enter the password used to connect to the 

PPPoE server .

 - Preferred DNS Enter the IP address of the service 

provider’s primary DNS server .

 - Alternate DNS Enter the IP address of the service 

provider’s secondary DNS server .

• Disabled If you are not using the WAN 2 port, then 

select Disabled .

Use VLAN ID To use a VLAN, select Use VLAN ID and 

enter the VLAN ID number .

Load Balancing (Available for WAN 2 if Using DHCP, Static 

IP, or PPPoE is enabled .) Set up basic load balancing with 

two internet connections from different Internet Service 

Providers (ISPs) . 

• Failover only Select this option if you want to use WAN 

2 only if WAN 1 fails .

• Weighted LB Select this option if you want the load 

balanced between the two WAN ports . Then enter a 

weight in the field provided; the default is 50 .
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Smart Queues The Smart Queue feature provides 

FQ-CODEL (Fair Queuing with Controlled Delay) + HTB 

(Hierarchical Token Bucket) function and supports 

dynamic interfaces, even if the dynamic interfaces do 

not exist yet (the policy will be applied later when the 

interface comes up) . 

The HTB rate limiting is computation-intensive, so the rate 

limiting will not work well (cannot achieve the specified 

rate) above a certain threshold rate . The actual threshold 

(applied to the sum of the upload and download rates) 

depends on the specific Gateway model and conditions of 

the actual environment . 

It may require some testing to find the actual threshold 

in a specific environment, depending on the actual setup, 

traffic patterns, and other conditions . You can use the 

Pre‑Populate option as a starting point for the Up and 

Down Rates . The actual rate limits will be set to 95% of 

the specified value, so you can experiment with different 

values if necessary . 

The smart queue policy applies to a single interface . If you 

are using more than one WAN interface, then you would 

configure a separate smart queue policy for the WAN 2 

port in the WAN 2 section .

• Pre-Populate Click Pre-Populate to set the Up and 

Down Rates to 80% of the last speed test results .

• Up Rate Enter the bandwidth limit in Kbits/sec . 

• Down Rate Enter the bandwidth limit in Kbits/sec . 

Note: If you enable the Smart Queues option, then 

you will not be able to use the DPI feature as traffic 

will not be offloaded .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can cancel the 

changes of any section by clicking X of the appropriate 

section .)

Cancel Click to discard changes .

Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

Apply Click APPLY  to save changes .

Discard Click DISCARD  to cancel changes .

Advanced

The Advanced section offers a variety of options for 

advanced users .

MSS Clamping

MSS (Maximum Segment Size) clamping is typically used 

when Path MTU Discovery is not working properly .

Using ICMP messages, Path MTU Discovery determines 

the highest allowable MTU (Maximum Transmission 

Unit) of traffic traveling between two hosts to avoid 

fragmentation . 

TCP uses MSS, which is the MTU minus the IP and TCP 

headers . The sender should limit its data so it does not 

exceed the MSS reported by the receiver .

Sometimes security firewalls or other issues interfere 

with the Path MTU Discovery process (for example, ICMP 

messages are blocked), so you can use a workaround, 

TCP MSS clamping, which sets the MSS value for all TCP 

connections .

MSS Clamping Select the appropriate option: Auto 

(default), Custom, or Disabled . If you select Custom, enter 

the MSS value in the field provided . 1412 is the default .

Hardware Offload

You have three options available:

Enable hardware offload Enabled by default . This option 

can significantly improve packet forwarding performance 

while reducing CPU utilization . (If you enable the Smart 

Queue feature, then it bypasses hardware offload .)

Enable offload scheduler Reserved for future use . This 

option will implement rate limiting on user groups .

Enable offload layer 2 blocking Reserved for future use . 

This option will offload blocking of hosts to the hardware .
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Echo Server

You can monitor latency by pinging a server on the 

internet . (An ICMP echo request is sent, and then an 

answer is received .)

Echo Server Select ping.ubnt.com (default), or select the 

custom option and enter the IP address or hostname to 

ping for the latency monitor .

Apply Click to save changes .

Cancel Click to discard changes .

Manage Device

There are three options to manage the UniFi Security 

Gateway .

Custom Upgrade

For firmware upgrades, the UniFi devices retrieve the latest 

firmware from the Ubiquiti website . To specify firmware 

saved in a custom location, select this option .

(URL) Enter the location URL of the firmware .

Custom Upgrade Click  to upgrade the 

firmware from the location you entered .

Force Provision

You can force a provision to apply the latest settings to a 

device . It ensures that the device is in sync with all of the 

applicable settings in the UniFi Controller, like a settings 

reset so the device has the settings it should have .

Provision Apply the latest settings to the Gateway .

Forget This Device

Forget Click Forget to remove the Gateway from 

management by the UniFi Controller software and reset it 

to factory default settings .

Move this device to... If you want to move the device to 

another site, select the appropriate site from the drop-

down list .

Note: Use caution when clicking Forget . This will 

restore the Gateway to factory default settings while 

it is in a Connected state .
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Chapter 11: UniFi Switch 

Details

A UniFi Switch hyperlink opens the UniFi Switch’s Details 

window either in the Properties panel or as a separate 

popup window . You can always dock this window in the 

Properties panel or detach it as a separate window . 

Properties
The Properties panel appears on the right side of the 

screen . Information about each selected device appears as 

a popup within this panel .

Remove All Click  to close the Properties panel .

Collapse All Click  to collapse all of the popups to rows.

The top of the popup remains and displays the following:

• Display Click + to display the device information .

• (icon) Displays the icon of the device (the icon will vary 

depending on the model) . 

• (status) Displays to indicate the device status .

 - Pending Approval A solid orange circle  indicates 

the default state, available for adoption .

 - Connected A solid green circle  indicates a 

managed connection .

 - Managed by Other A solid gray circle  indicates 

that the device is not in the default state but not 

controlled by the current UniFi Controller .

 - Disconnected A red warning icon !  indicates no 

connection .

• Name/MAC Address Displays the device name or MAC 

address of the device .

• Restart Click  to restart the selected device .

• Locate Click  to flash the LED on the device and the 

device icon on the Map tab so you can locate it . The LED 

will flash until the Locate button is clicked again . (The 

icon on the Map tab will flash three times and stop .)

• Upgrade Click  to upgrade the device . (This icon 

does not appear if an upgrade is not available or there 

are pending changes .)

• Undock from Properties Panel Click  to display the 

same information in a separate popup screen that can 

be moved anywhere within the browser screen .

• Close Properties Click  to close the device popup .

Hide Property Panel Click  to hide the Properties panel 

but allow the device popups to remain accessible from 

this panel . Click the properties  icon to re-open it .

The upper part of the detached popup screen has an icon 

for each port .

Indicates a 10/100 Mbps connection .

Indicates a 1 Gbps (1000 Mbps) connection .

Indicates a 10 Gbps connection .

Indicates 1 Gbps (1000 Mbps) connection with PoE .

Indicates the connection is disabled (no network or 

VLAN is enabled) .

Indicates no connection (the network or VLAN is 

enabled, but the port is not in use) .

Indicates STP blocking .

Indicates mirroring mode .

Place your cursor over a port to view details .

• Port Displays the port number .

• Name Displays the name of the port .

• Status Displays the connection speed and duplex mode .

• TX Displays the amount of data transmitted .

• RX Displays the amount of data received .
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• PoE (Not applicable to the SFP ports .) Displays the PoE 

setting:

 - Off PoE is disabled .

 - 24V Passive 24V passive PoE is enabled .

 - __W Power output is displayed in watts .

 - PoE+ 802 .3at/af devices can be plugged in and 

automatically receive PoE .

• Profile Displays the switch port profile . The default is 

All .

• Uplink/Downlink Displays the name of the uplink or 

downlink device .

There are four clickable tabs:

• Details

• “UniFi Switch – Users” on page 123

• “UniFi Switch – Guests” on page 123

• “UniFi Switch – Ports” on page 124

• “UniFi Switch – Configuration” on page 127

UniFi Switch – Details
Click Overview to display the device specifics, connection 

details, and uptime .

Overview

MAC Address Displays the MAC address or unique 

hardware identifier of the Switch .

Model Displays the model name of the Switch .

Version Displays the version number of the Switch’s 

firmware .

Board Revision Displays the revision number of the 

hardware board .

IP Address Displays the IP address of the Switch .

Power Consumption Displays the amount of power used 

by the Switch .

Temperature Displays the general temperature of the 

Switch .

Fan Level If the Switch has a fan, then the Fan Level, from 

0 to 100, is displayed . If the Switch does not have a fan, 

then the Fan Level is not displayed .

Uptime Displays the duration of time the Switch has been 

running without interruption .

Memory Usage Displays the percentage of memory used .

Load Average Displays the number of jobs in the run 

queue or waiting for input/output averaged over 1, 5, and 

15 minutes .

Uplink

Port Displays the port number .

Uplink Displays the name or MAC address of the uplink 

device . You can click the name to get additional details .

Speed Displays the connection speed in Mbps .

Duplex Displays the mode, Full Duplex or Half Duplex .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the number of packets and total 

bytes uploaded by the device.

Activity Displays the level of activity in bytes per second .
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Downlinks

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Port Displays the number of the connected port .

Device Displays the name or MAC address of the 

downlink device . You can click the name to get additional 

details .

Status Displays the connection speed and duplex mode .

Model Displays the model number of the downlink 

device .

Performance (Last 24 H)

CPU (%) The graph displays the percentage of CPU 

processing power used during the last 24 hours .

Memory (%) The graph displays the percentage of 

memory used during the last 24 hours .

UniFi Switch – Users
Click Overview to display the device specifics, connection 

details, and uptime .

Overview

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Name Displays the hostname, alias, or MAC address of the 

connected client . You can click the name to get additional 

details; see “Client Details” on page 147 for more 

information .

IP Address Displays the IP address assigned to the client .

UniFi Switch – Guests
Click Overview to display the device specifics, connection 

details, and uptime .

Overview

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Name Displays the hostname, alias, or MAC address of the 

connected client . You can click the name to get additional 

details; see “Client Details” on page 147 for more 

information .

IP Address Displays the IP address assigned to the client .
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UniFi Switch – Ports
Click Ports to display the port name, status, TX and RX 
throughput, PoE setting, and profile .

# Displays the port number .

Name Displays the name of the port .

Status Displays the connection speed and duplex mode .

TX Displays the amount of data transmitted .

RX Displays the amount of data received .

PoE Displays the PoE setting:

• Off PoE is disabled .

• 24V Passive 24V passive PoE is enabled .

• __W Power output is displayed in watts .

• PoE+ 802 .3at/af devices can be plugged in and 

automatically receive PoE .

Profile Displays the switch port profile . The default is All .

Actions Click a button to perform the desired action:

• Edit Click  to change the port configuration . Proceed 

to the following section, Port Configuration .

• Powercycle (Available only if the connected devices 

uses PoE .) Click  to restart the connected device .

Edit Selected Select multiple ports and click EDIT SELECTED  to 

make the same changes to those selected ports .

Name The existing names are kept .

Switch Port Profile Select the appropriate profile from 

the drop-down list . Custom overrides will be removed 

from the selected ports, so they will need to be re-applied, 

one port at a time .

For the selected profile, the Native Network, Operation, 

Link Negotiation, Storm Control, and LLDP MED settings are 

displayed .

Apply Click to save changes .

Cancel Click to discard changes .
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Port Configuration

Port

• Port __ Displays the number of the port .

• Name Displays the customizable name or identifier of 

the port .

• Switch Port Profile Displays the switch port profile . The 

default is All . To configure a profile, go to “Switch Ports” 

on page 46 for more information .

Profile Overrides

You can override the configuration of a profile .

Note: Settings marked with * will override the 

profile default .

• PoE All ports are set to auto-sensing PoE+ by default .

 - Off Disable PoE .

 - 24V Passive Select this option to power devices that 

support 24V passive PoE .

Note: Before activating 24V passive PoE, ensure 

that the connected device supports PoE and the 

supplied voltage .

 - PoE+ 802 .3at/af devices can be plugged in and 

automatically receive PoE .

• Operation Select the operation mode for this port . 

Switching, Mirroring, or Aggregate . Proceed to the 

appropriate section .

Switching

 - Switching The default mode .

• Link Negotiation The default is Auto, enabling 

Ethernet autonegotiation . This is the appropriate 

configuration for almost all circumstances . Never 

use Manual unless the device being connected 

to the port has also been set manually; if so, then 

switch to Manual to disable autonegotiation and 

enable manual configuration of duplex and speed:

• Full Duplex (Available for RJ45 ports only.) If this 
option is enabled, the port will be set to full 

duplex . If disabled, it will be set to half duplex . 

Full-duplex transmission is enabled by default .

• Link Speed Set the link speed of the interface 

as needed to match the device plugged into 

the port. For RJ45 ports, select 1000 Mbps, 

100 Mbps, or 10 Mbps . For SFP+ ports, select 

10 Gbps or 1000 Mbps . SFP ports must be set to 

1000 Mbps . 

 - Isolation Select this option to mark this port as an 

isolated port . Isolated ports cannot communicate 

directly with any other isolated port .

 - Storm Control Monitor the unicast, multicast, and/or 

broadcast traffic for this port . If the specified type 

of traffic on this port exceeds the threshold rate you 

specify, then the UniFi Switch drops the excess traffic .

• Unicast Select this option to monitor unicast traffic . 

Enter the threshold value in packets per second .

• Multicast Select this option to control unicast 

traffic destined to unknown MAC addresses . Enter 

the threshold in packets per second . 
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Note: Unlike Broadcast and Multicast storm 

control, the Unicast storm control does not 

apply to all unicast traffic . It applies only to 

traffic destined to a MAC address not found 

in the switch’s MAC address table . Most 

devices should have a very low rate of such 

traffic . High rates of such traffic are indicative 

of malicious activity, or a broken device . 

Blocking excessive rates of such traffic may 

prevent problems on other devices on the 

network .

• Broadcast Select this option to monitor broadcast 

traffic . Enter the threshold in packets per second .

 - LLDP-MED You can use LLDP-MED (Link Layer 

Discovery Protocol-Media Endpoint Discovery) for 

device discovery and configuration of IP phones .

• Enable LLDP-MED Enabled by default .

• Enable topology change notification Disabled 

by default . This allows the Switch to receive 

notifications about any IP phone topology changes .

• Apply Click to save changes .

• Remove Overrides Click to discard profile overrides .

• Cancel Click to discard changes .

Mirroring

 - Mirroring This port’s network traffic will receive the 

mirrored traffic from the port listed below for analysis:

• Mirroring Port Enter the number of the port that 

will be mirrored .

• Link Negotiation The default is Auto, enabling 

Ethernet autonegotiation . This is the appropriate 

configuration for almost all circumstances . Never 

use Manual unless the device being connected 

to the port has also been set manually; if so, then 

switch to Manual to disable autonegotiation and 

enable manual configuration of duplex and speed:

• Full Duplex (Available for RJ45 ports only.) If this 
option is enabled, the port will be set to full 

duplex . If disabled, it will be set to half duplex . 

Full-duplex transmission is enabled by default .

• Link Speed Set the link speed of the interface 

as needed to match the device plugged into the 

port. For RJ45 ports, select 1000 Mbps, 100 Mbps, 

or 10 Mbps . For SFP+ ports, select 10 Gbps or 

1000 Mbps . SFP ports must be set to 1000 Mbps . 

 - Isolation Select this option to mark this port as an 

isolated port . Isolated ports cannot communicate 

directly with any other isolated port .

• Apply Click to save changes .

• Remove Overrides Click to discard profile overrides .

• Cancel Click to discard changes .

Aggregate

 - Aggregate A port channel, also known as a Link 

Aggregation Group (LAG), combines multiple links 

into a single logical link (single IP address) for load 

balancing and/or redundancy . If you select this 

option, then this port becomes the start port of the 

aggregate link .

• Aggregate Ports Enter the end port number of the 

LAG . (Two to four ports are permitted per LAG .)

• Link Negotiation The default is Auto, enabling 

Ethernet autonegotiation . This is the appropriate 

configuration for almost all circumstances . Never 

use Manual unless the device being connected 

to the port has also been set manually; if so, then 

switch to Manual to disable autonegotiation and 

enable manual configuration of duplex and speed:

• Full Duplex (Available for RJ45 ports only.) If this 
option is enabled, the port will be set to full 

duplex . If disabled, it will be set to half duplex . 

Full-duplex transmission is enabled by default .

• Link Speed Set the link speed of the interface 

as needed to match the device plugged into 

the port. For RJ45 ports, select 1000 Mbps, 

100 Mbps, or 10 Mbps . For SFP+ ports, select 

10 Gbps or 1000 Mbps . SFP ports must be set to 

1000 Mbps . 
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• Apply Click to save changes .

• Remove Overrides Click to discard profile overrides .

• Cancel Click to discard changes .

UniFi Switch – Configuration
Click Configuration to configure the alias, network/VLANs, 

services, and network settings . You can also use this tab 

to copy another switch’s configuration to this Switch, 

perform a custom upgrade, gain terminal access to the 

Switch, or remove the Switch from management .

Additional options are available in the Settings section . Go 

to “Switch Ports” on page 46 for more information .

General

Alias Displays the customizable name or identifier of the 

Switch . The Alias is also known as the host name . 

LED Select the appropriate option: Use site settings 

(default), On, or Off . For more information about site 

settings, go to “Settings > Site” on page 21 .

Device Tags Select or search for a device tag . You can also 

enter a keyword and press Enter to save a new device tag .

Save Click to apply changes .

Cancel Click to discard changes .

Services

Management VLAN The Management VLAN specifies the 

VLAN ID that will be used for the management IP address 

of the switch . The IP configuration configured under the 

switch’s Network panel will be applied to this VLAN ID .

Enable Jumbo Frame Disabled by default . The Maximum 

Transmission Unit (MTU) is the maximum packet size (in 

bytes) that a network interface can transmit or receive . 

The standard Ethernet MTU is 1500 bytes . Enable jumbo 

frames to allow usage of MTUs up to 9216 bytes on all 

ports of this switch .

Enable Flow Control Disabled by default . Enabling 

this option will enable 802 .3x Ethernet Flow Control 

on all ports of this switch . This should remain disabled, 

unless you have a specific requirement for 802 .3x and 

understand its implications .

Spanning Tree Ethernet networks cannot have multiple 

active paths between switches (absent aggregation such 

as LAG), as this causes a switching loop, where broadcast 

and multicast traffic are amplified and repeated in a never-

ending loop, melting down the entire network . Spanning 

Tree prevents switching loops, and allows for redundant 

interconnections between switches . Interfaces with 

redundant paths are put into STP blocking mode, leaving 

the port down unless the current best active path fails . 

Select the appropriate option: RSTP (Rapid Spanning Tree 

Protocol), STP (Spanning Tree Protocol), or Disabled .  

RSTP is the default and is recommended because 

topology changes apply much more quickly (usually 

within 6 seconds, rather than the 30-50 seconds of STP) . 

STP will enable the older 802 .1D STP on this switch instead 

of RSTP . Disabled will disable all versions of spanning 

tree; however, this is not recommended, as it can leave 

the network susceptible to being taken down by an 

inadvertently created switching loop .
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Priority STP uses the priority value as part of the 

calculation in electing a root bridge of the spanning tree . 

It is best to configure a lower priority number (higher 

preference in root bridge elections) on one or two of 

the switches you consider the “core” of your network . 

For instance, if you have two 10 Gb switches, and several 
gigabit switches, configure a lower priority on the two 

10 Gb switches to ensure that they are preferred as the 
STP root bridge . The default is 32768 .

Enable 802.1x control Select this option to use a RADIUS 

server for user authentication on the switch’s ports . The 

following options appear .

• RADIUS Profile  Specify a RADIUS profile:

• Select a RADIUS profile from the drop-down list, or

• Click Create New RADIUS Profile to create a new 

RADIUS profile . Refer to “Create or Edit a RADIUS 

Profile” on page 45 for detailed information .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can cancel the 

changes of any section by clicking X of the appropriate 

section .)

Cancel Click to discard changes .

Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

• Apply Click APPLY  to save changes .

• Discard Click DISCARD  to cancel changes .

Network

Configure IP Select the management IP configuration of 

the switch, Using DHCP or Static IP . 

• Using DHCP The use of the Dynamic Host 

Configuration Protocol (DHCP) is the default . The Switch 

automatically acquires network settings from the 

network’s DHCP server .

• Static IP Assign fixed network settings to the Switch . 

Enter the following information:

 - IP Address Enter the IP address for the Switch .

 - Subnet Mask Enter the subnet mask of the Switch .

 - Gateway Enter the IP address of the gateway (for 

example, the UniFi Security Gateway) .

 - Preferred DNS Enter the IP address of the primary 

DNS server .

 - Alternate DNS Enter the IP address of the secondary 

DNS server .

 - DNS Suffix Enter the Fully Qualified Domain Name 

(FQDN) without the hostname .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen, or click Cancel to 

discard changes . (You can cancel the changes of any 

section by clicking X of the appropriate section .)

Cancel Click to discard changes .

Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

• Apply Click APPLY  to save changes .

• Discard Click DISCARD  to cancel changes .
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Manage Device

There are four options to manage the UniFi Switch .

Copy Configuration

If you have settings that you want to apply to multiple 

Switches, use this option to copy the configuration .

Select or search for a device Select or search for the 

appropriate Switch whose configuration will be copied to 

this Switch . 

Apply Changes Click to overwrite its current 

configuration with the configuration of the selected 

Switch .

Custom Upgrade

For firmware upgrades, the UniFi devices retrieve the latest 

firmware from the Ubiquiti website . To specify firmware 

saved in a custom location, select this option .

(location URL) Enter the UL of the firmware’s location .

Custom Upgrade Click  to upgrade the 

firmware from the location you entered .

Force Provision

You can force a provision to apply the latest settings to a 

device . It ensures that the device is in sync with all of the 

applicable settings in the UniFi Controller, like a settings 

reset so the device has the settings it should have .

Provision Apply the latest settings to the Switch .

Forget This Device

Forget Click Forget to remove the Switch from 

management by the UniFi Controller software and reset it 

to factory default settings .

Note: Use caution when clicking Forget . This will 

restore the Switch to factory default settings while it 

is in a Connected state .
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Chapter 12: UniFi Access Point 

Details

A UniFi AP hyperlink opens the UniFi AP’s Details window 

either in the Properties panel or as a separate popup 

window . You can always dock this window in the Properties 

panel or detach it as a separate window . 

Properties
The Properties panel appears on the right side of the 

screen . Information about each selected device appears as 

a popup within this panel .

Remove All Click  to close the Properties panel .

Collapse All Click  to collapse all of the popups to rows.

The top of the popup remains and displays the following:

• Display Click + to display the device information .

• (icon) Displays the icon of the device (the icon will vary 

depending on the model) . 

• (status) Displays to indicate the device status .

 - Pending Approval A solid orange circle  indicates 

the default state, available for adoption .

 - Connected A solid green circle  indicates a 

managed connection .

 - Managed by Other A solid gray circle  indicates 

that the device is not in the default state but not 

controlled by the current UniFi Controller .

 - Disconnected or Isolated A red warning icon !  

indicates no connection . To establish a connection 

to the UniFi Controller, perform one of the following 

actions:

• Reconnect the AP to the gateway or router .

• Connect an Ethernet cable from the Secondary 

Ethernet Port (if available) of the isolated AP to the 

Secondary Ethernet Port (if available) of another UniFi 

AP that is connected to the gateway or router .

• Establish a wireless uplink to a wired AP .

• Name/MAC Address Displays the device name or MAC 

address of the device .

• Restart Click  to restart the selected device .

• Locate Click  to flash the LED on the device and the 

device icon on the Map tab so you can locate it . The LED 

will flash until the Locate button is clicked again . (The 

icon on the Map tab will flash three times and stop .)

• Upgrade Click  to upgrade the device . (This icon 

does not appear if an upgrade is not available or there 

are pending changes .)

• Undock from Properties Panel Click  to display the 

same information in a separate popup screen that can 

be moved anywhere within the browser screen .

• Close Properties Click  to close the device popup .

Hide Property Panel Click  to hide the Properties panel 

but allow the device popups to remain accessible from 

this panel . Click the properties  icon to re-open it .

Here are the clickable tabs:

• “UniFi Access Point – Details” on page 132

• “UniFi Access Point – Users” on page 134

• “UniFi Access Point – Guests” on page 134

• ”UniFi Access Point – Configuration” on page 135

• “UniFi Access Point – Tools” on page 141
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(2.4 GHz) Displays the active channel with a bar graph 

indicating its percentages of the following: RX Frames 
(green), TX Frames (light green), Interference (amber), 

and Free bandwidth (gray) . The percentage of channel 

utilization is also displayed with the corresponding 

evaluation .

(5 GHz) Displays the active channel with a bar graph 

indicating its percentages of the following: RX Frames 
(green), TX Frames (light green), Interference (amber), 

and Free bandwidth (gray) . The percentage of channel 

utilization is also displayed with the corresponding 

evaluation .

You can click a point on either bar graph for more details:

• TX Pkts/Bytes Displays the amount of data transmitted 

as packets and bytes .

• RX Pkts/Bytes Displays the amount of data received as 

packets and bytes .

• TX Retry/Dropped Displays the percentage of transmit 

packets that needed to be re-sent and the percentage of 

packets that were dropped .

• RX Retry/Dropped Displays the percentage of receive 

packets that needed to be re-sent and the percentage of 

packets that were dropped .

• Ch. Util. (Busy/Rx/Tx) Displays channel utilization 

statistics:

 - Busy This number indicates how busy the channel is . 

This represents the sum of Tx, Rx, and also non-WiFi 

interference .

 - Rx This number indicates how often the radio is in 

active receive mode (calculated for all traffic received 

on the channel, whether for this AP or not) .

 - Tx This number indicates how often the radio is in 

active transmit mode .

UniFi Access Point – Details
Click Overview to display the device specifics, connection 

details, uptime, and user statistics .

Overview

MAC Address Displays the MAC address or unique 

hardware identifier of the AP .

Model Displays the model name of the AP .

Version Displays the version number of the AP’s firmware .

Board Revision Displays the revision number of the 

hardware board .

IP Address Displays the IP address of the AP .

Uptime Displays the duration of time the AP has been 

running without interruption .

Memory Usage Displays the percentage of memory used .

Load Average Displays the number of jobs in the run 

queue or waiting for input/output averaged over 1, 5, and 

15 minutes .

# Users Displays the number of users connected to the 

primary network .

# Guests Displays the number of users connected to the 

guest network .
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Uplink (Wired)

If your AP has a wired uplink connection, click Uplink 

(Wired) to display details about the wired uplink . 

Uplink Displays the name, alias, or MAC address of the 

switch or other uplink device being used by the AP . You 

can click the name to get additional details on the device .

Speed Displays the connection speed in Mbps .

Duplex Displays the mode, Full Duplex or Half Duplex .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the amount of data uploaded as 

packets and bytes .

Activity Displays the level of activity in bytes per second .

Uplink (Wireless)

If your AP has a wireless uplink connection, click Uplink 

(Wireless) to display details about the wireless uplink . 

Uplink AP Displays the name, alias, or MAC address of the 

uplink AP . You can click the name to get additional details 

on the uplink AP .

Signal Displays the percentage of signal strength 

between the two APs .

TX Rate Displays the transmit rate .

RX Rate Displays the receive rate .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the amount of data uploaded as 

packets and bytes .

Activity Displays the level of activity in bytes per second .

Downlink

The wireless APs currently connected to the wired AP are 

displayed .

Note: Downlinks will only be visible under the Details 

tab when a wireless AP is connected .

AP Displays the name, alias, or MAC address of the 

downlink AP . You can click the name to get additional 

details on the device .

Signal Displays the percentage of signal strength 

between the two APs .

Actions Click a button to perform the desired action:

• Remove Click  to remove the wireless AP from the 

wired AP .

Radio (11N/B/G) or Radio (11N/A/AC)

Click Radio (11N/B/G) or Radio (11N/A/AC) to display the 

channel and transmit/receive statistics .

Channel Displays the channel being used .

Transmit Power Displays the EIRP in dBm .

TX Pkts/Bytes Displays the amount of data transmitted 

as packets and bytes .

RX Pkts/Bytes Displays the amount of data received as 

packets and bytes .

TX Retry/Dropped Displays the percentage of transmit 

packets that needed to be re-sent and the percentage of 

packets that were dropped .
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RX Retry/Dropped Displays the percentage of receive 

packets that needed to be re-sent and the percentage of 

packets that were dropped .

Ch. Util. (Busy/Rx/Tx) Displays channel utilization 

statistics:

• Busy This number indicates how busy the channel is . 

This represents the sum of Tx, Rx, and also non-WiFi 

interference .

• Rx This number indicates how often the radio is in 

active receive mode (calculated for all traffic received on 

the channel, whether for this AP or not) .

• Tx This number indicates how often the radio is in 

active transmit mode .

# Users Displays the number of users connected to the 

primary network .

# Guests Displays the number of guests connected to the 

guest network .

WLANs

You can deploy multiple wireless networks organized into 

WLAN groups on different APs .

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order . 

Name Displays the name of the WLAN group .

BSSID Displays the BSSID or MAC address of the Access 

Point .

ESSID Displays the network name of the wireless 

network .

Channel Displays the channel being used .

Performance (Last 24 H)

CPU (%) The graph displays the percentage of CPU 

processing power used during the last 24 hours . 

Memory (%) The graph displays the percentage of 

memory used during the last 24 hours .

UniFi Access Point – Users

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Name/WLAN Displays the hostname, alias, or MAC 

address of the connected client and the name or SSID of 

the wireless network in use . You can click the name to get 

additional details; see “Client Details” on page 147 for 

more information .

Signal Displays the signal strength between the user 

and AP.

TX Rate Displays the transmit rate .

UniFi Access Point – Guests

(sort) You can click any column to sort the displayed list . 

The selected column displays  or  to indicate ascending 

or descending order .

Name/WLAN Displays the hostname, alias, or MAC 

address of the connected guest and the name or SSID of 

the wireless network in use . You can click the guest name 

to get additional details; see “Client Details” on page 

147 for more information .

Signal Displays the signal strength between the guest 

and AP .

TX Rate Displays the transmit rate .
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UniFi Access Point – Configuration
Change device configuration settings .

General

Alias Enter or edit the customizable name or identifier of 

the AP . The Alias is also known as the host name .

LED Select the appropriate option: Use site settings 

(default), On, or Off . For more information about site 

settings, go to “Settings > Site” on page 21 .

Device Tags Select or search for a device tag . You can also 

enter a keyword and press Enter to save a new device tag .

Save Click to apply changes .

Cancel Click to discard changes .

Radios

Channel Width Select the appropriate setting:

• HT20/HT40 (Available for 2 .4 GHz only .) Select HT20 for 

20 MHz operation or HT40 for 40 MHz operation .

Note: If the AP is part of a Zero Handoff WLAN 

Group, then the Channel settings cannot be 

changed .

• VHT20/VHT40/VHT80 (Available for 5 GHz only .) 

Select VHT20 for 20 MHz operation, VHT40 for 40 MHz 
operation, or VHT80 for 80 MHz operation in the 

5 GHz band.

Note: If the AP is part of a Zero Handoff WLAN 

Group, then the Channel settings cannot be 

changed .

Channel Select a channel number or keep the default, 

Auto . 

Transmit Power By default the transmit power is set to 

Auto . You can also manually select the following:

• High The highest TX power available.

• Medium Halfway between High and Low .

• Low The lowest TX power available.

• Custom Custom setting that you specify in the field 

provided . 

• Antenna Gain (Only available for specific models .)

Specify the antenna gain .

Eduardo
Highlight
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Advanced Options

These options are available if they are enabled . Go to 

“Settings > Site” on page 21 for more information .

Minimum RSSI Disabled by default . Select this option 

and enter a minimum threshold (we recommend a value in 

this range: -70 to -90 dBm) . For UniFi, RSSI is synonymous 

with SNR . If the client signal falls below the specified 

threshold, then the AP kicks out the client, allowing it to 

reconnect with a more suitable AP .

Note: If the AP is part of a Zero Handoff WLAN 

Group, the Minimum RSSI setting cannot be changed .

Strict Mode Available if Minimum RSSI is enabled . This 

option is disabled by default . If enabled, the AP will ignore 

signals below the minimum RSSI . Use with caution and 

only for high-density tuning . Enabling Cell Size Tuning 

disables Strict Mode as Cell Size Tuning provides similar 

functionality but with finer control .

Cell Size Tuning Disabled by default . Cell Size Tuning 

adjusts the level at which the AP will ignore and transmit 

over interference . Use only in high-density applications if 

Cell Size Tuning is required for channel re-use . If you enable 

this option, enter the appropriate value . 

Note: DFS signatures at all powers are still processed 

and triggered .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can cancel the 

changes of any section by clicking X of the appropriate 

section .)

Cancel Click Cancel to discard changes .

Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

• Apply Click APPLY  to save changes .

• Discard Click DISCARD  to cancel changes .

WLANs

You can deploy multiple wireless networks organized into 

WLAN groups on different APs .

WLAN Group Select the appropriate group .

Name Displays the network name or SSID of the available 

wireless network .

Overrides Displays the SSID override information applied 

to the wireless network .

Actions Click a button to perform the desired action:

• Edit Click  to enable a VLAN (Virtual Local Area 

Network), set the VLAN ID, and enter the SSID override 

name to apply to the wireless network .

Note: The Override option is not available for a 

Zero Handoff WLAN Group .

Queue Changes Click Queue Changes to save changes .

Cancel Click to discard changes .
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Override

Enabled on this AP Select the checkbox to enable the 

WLAN for use .

Use VLAN Select the checkbox to enable the VLAN .

• with VLAN ID The VLAN ID is a unique value assigned 

to each VLAN on a single device . Enter a value between 

2 and 4095 . For example, in a large deployment where 

there are multiple buildings, you can use a different 

VLAN ID for each building while all of the VLANs remain 

on the same corporate network .

SSID Enter the SSID override name to apply to the 

wireless network .

Security Key If the WPA-Personal security option has 

been applied to the WLAN under Settings > Wireless 

Networks, then the Pre-Shared Key (PSK) for the SSID 

specified will automatically appear in this field . 

Actions Click a button to perform the desired action:

• Save Click to apply changes .

• Reset to Defaults Click Reset to Defaults to remove 

any overrides that were applied to the selected wireless 

network .

• Cancel Click to discard changes .

Network

Configure IP Select the internet connection type for 

your service, Using DHCP or Static IP . Proceed to the 

appropriate instructions .

• Using DHCP The use of the Dynamic Host 

Configuration Protocol (DHCP) is the default . The AP 

automatically acquires network settings from the 

network’s DHCP server .

• Static IP Assign fixed network settings to the AP . Enter 

the following information:

 - IP Address Enter the IP address for the AP .

 - Subnet Mask Enter the subnet mask of the AP .

 - Gateway Enter the IP address of the gateway (for 

example, the UniFi Security Gateway) .

 - Preferred DNS Enter the IP address of the primary 

DNS server .

 - Alternate DNS Enter the IP address of the secondary 

DNS server .

 - DNS Suffix Enter the Fully Qualified Domain Name 

(FQDN) without the hostname .

Port Aggregation Available for the UAP-AC-HD and 

UAP-AC-SHD . Select this option to aggregate the AP’s 

ports . You must enable port aggregation on the Switch 

after you enable this option .

Note: Ensure that you enable port aggregation 

on the downstream Switch AFTER enabling port 

aggregation on the AP .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can cancel the 

changes of any section by clicking X of the appropriate 

section .)

Cancel Click to discard changes .

Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

• Apply Click APPLY  to save changes .

• Discard Click DISCARD  to cancel changes .
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Band Steering

This option is available if advanced features are enabled . 

Go to “Settings > Site” on page 21 for more 

information . 

2 .4 GHz networks are typically more congested due to 

support of legacy clients and multiple sources of 2.4 GHz 
interference, including Bluetooth devices . Band steering 

can help distribute the load on 2.4 GHz and 5 GHz 
networks by steering dual-band clients to the 5 GHz band 

when appropriate . 

Some dual-band clients are band-steering unfriendly for 

various reasons and are marked as such by the AP . Such 

clients are not steered to any band even when conditions 

would justify it . 

Note: Only generation 2 and 3 UniFi APs support 

band steering .

If enabled, the UniFi band steering policy takes two criteria 

into account:

• channel utilization metrics

• signal quality measurements, including RSSI

The AP steers the client to the optimal band during 

association (not after association) . If both bands or neither 

band is overloaded, the AP does not perform band 

steering; instead, the client chooses a band . 

If the 2 .4 GHz band is overloaded, and the RSSI of the 

client is above the threshold for association on the 5 GHz 

band, then the AP will steer the client to the 5 GHz band 

by withholding probe responses . 

If the client still attempts to associate on the 2 .4 GHz band, 

the AP will send auth failure frames in response to auth 

requests from the client . 

If the 5 GHz band is overloaded and the 2 .4 GHz band is 

not, then clients are steered to the 2 .4 GHz band (RSSI is 

not a factor) . The RSSI thresholds are 30 dBm or better for 

the 5 GHz band. For example, if the 2.4 GHz network has 
low utilization, then the Steer to 5G option does not steer 

all clients to 5 GHz .

All APs must use the same SSID for the 2 .4 GHz and 5 GHz 

bands . For example, if you have multiple WLANs in your 

default WLAN group, you cannot override the 5 GHz SSID 

name in one of the WLANs and still use band steering on 

the other two WLANs . All APs must use band steering – or 

none of them do .

Prefer 5G Select this option to steer clients to the 5 GHz 
band at a lower channel utilization threshold than the 

Balanced option . The threshold is not a single value; 

instead it is a function of two values: the 2 .4 GHz channel 

utilization and 5 GHz channel utilization .

Balanced (Not available for the UAP-PRO .) Select this 

option to steer clients to the 5 GHz band channel at a 

higher channel utilization threshold than the Steer to 5G 

option .

Off Keep the default, Off, if you do not want to use band 

steering .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can cancel the 

changes of any section by clicking X of the appropriate 

section .)

Cancel Click to discard changes .

Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

• Apply Click APPLY  to save changes .

• Discard Click DISCARD  to cancel changes .

Airtime Fairness

Note: Only generation 2 and 3 UniFi APs support 

airtime fairness .

This option is available if advanced features are enabled . 

Go to “Settings > Site” on page 21 for more 

information . 

The Airtime Fairness option helps multiple users to share 

the bandwidth of a single AP . 

On/Off Disabled by default . Select On to enable this 

option .

Queue Changes Click Queue Changes to line up the 

changes to take effect . This allows you to make multiple 

changes to the device and then apply them all at once 

so that the device doesn’t have to re-provision over and 

over again when you change different sections of the 

configuration . Each section with pending changes is 

highlighted by an ellipsis .

When you are done with your changes, click Apply 

Changes at the bottom of the screen . (You can cancel the 

changes of any section by clicking X of the appropriate 

section .)

Cancel Click to discard changes .
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Pending Changes If you want to queue changes for 

multiple devices and then apply them later, the Pending 

Changes option appears in the Properties panel . Click  

to display the devices .

• Apply Click APPLY  to save changes .

• Discard Click DISCARD  to cancel changes .

Manage Device

There are five options to manage the UniFi AP .

Copy Configuration

If you have settings that you want to apply to multiple 

Switches, use this option to copy the configuration .

Select or search for a device Select or search for the 

appropriate AP whose configuration will be copied to this 

AP . 

Apply Changes Click to overwrite its current 

configuration with the configuration of the selected AP .

Custom Upgrade

For firmware upgrades, the UniFi devices retrieve the latest 

firmware from the Ubiquiti website . To specify firmware 

saved in a custom location, select this option .

(location URL) Enter the UL of the firmware’s location .

Custom Upgrade Click  to upgrade the 

firmware from the location you entered .

Force Provision

You can force a provision to apply the latest settings to a 

device . It ensures that the device is in sync with all of the 

applicable settings in the UniFi Controller, like a settings 

reset so the device has the settings it should have .

Provision Apply the latest settings to the Switch .

Custom Upgrade Click  to upgrade the 

firmware from the location you entered .

Disable This Device

Disable Click Disable to turn off the LED and wireless 

capabilities of an AP . It will also be excluded from the 

Dashboard status and device count .

Forget This AP

Forget Click Forget to remove the AP from management 

by the UniFi Controller software and reset it to factory 

default settings .

Note: Use caution when clicking Forget . This will 

restore the AP to factory default settings when it is 

in a Connected state . Do not use the Forget option 

when the AP is in an Isolated or Disconnected state . If 

you do, the only way to make the AP accessible from 

the UniFi Controller is to take it down and connect 

by wire .
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Wireless Uplinks

When an AP is not connected by a wire, the Wireless 

Uplinks section lists potential uplink APs that can be 

selected to establish a wireless connection . 

AP Displays the hostname, alias, or MAC address of 

the potential Uplink AP . You can click the name to get 

additional details .

Channel Displays the channel in use for wireless 

communication .

Signal Displays the percentage of signal strength .

Actions Click a button to perform the desired action:

• Select Click  to connect the wireless AP to the wired 

AP .

• Remove Click  to disconnect the wireless AP from the 

wired AP .

Note: An AP can only uplink to another AP using the 

same radio band . For example, the UAP-Outdoor 5G 

can only uplink to another UniFi AP using the 5 GHz 
radio band .

Access Point - Isolated/Disconnected

When an AP is in an Isolated or Disconnected state, you can 

re-establish a connection to the UniFi Controller software 

using one of three methods:

• Reconnect the AP to the gateway/router .

• Connect an Ethernet cable from the Secondary Ethernet 

Port (if available) of the isolated AP to the Secondary 

Ethernet Port (if available) of another UniFi AP that is 

connected to the gateway/router .

• Establish a wireless uplink to a wired AP . See the Wireless 

Uplinks section to find, select, and connect to a wired AP .

In an Isolated or Disconnected state, the Map tab displays 

the AP icon with a red/orange LED and disconnected 

 icon.

The LED on the actual device will be steady green or blue 

with occasional flashing . This AP doesn’t provide any 

wireless service .

Note: Do not use the Forget this AP option when the 

AP is in an Isolated or Disconnected state . If you do, 

then the only way to make the AP accessible from 

the UniFi Controller is to take it down and connect it 

by wire .

Overview

MAC Address Displays the MAC address of the AP . 

Model Displays the model number .

Version Displays the version of software used on the AP .

Last Seen Displays the amount of time that has passed 

since the Access Point was last seen .

Access Point - Managed by Other

The Managed by Other state indicates that the AP is not 

in the default state but it is not controlled by the UniFi 

Controller .

Overview

MAC Address Displays the MAC address of the AP . 

Model Displays the model number .

Version Displays the version of software used on the AP .

Last Seen Displays the amount of time that has passed 

since the Access Point was last seen .
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Adopt

IP Address Displays the IP address of the AP .

Port Displays the SSH port of the AP . 

Username Enter the SSH Username for management 

access . This is the Device Username you configured in 

“Settings > Site” on page 21 . 

Password Enter the SSH Password for management 

access . This is the Device Password you configured in 

“Settings > Site” on page 21 . 

Inform URL This tells the AP where to look for the UniFi 

Controller . The URL will be automatically displayed but 

you may need to verify its accuracy as the system may 

have multiple interfaces .

Adopt Click Adopt to adopt the AP so you can manage it 

using the UniFi Controller software .

Cancel Click Cancel to discard changes .

Access Point - Pending Approval

The Pending Approval state indicates that the Access Point 

is in the default state and is available for adoption .

MAC Address Displays the MAC address of the AP . 

Model Displays the model number .

Version Displays the version of software used on the AP .

Last Seen Displays the amount of time that has passed 

since the AP was last seen .

If you want to manage this AP using the UniFi Controller 

software, then click Adopt on the Devices screen .

UniFi Access Point – Tools

RF Environment

Note: Only generation 2 and 3 UniFi APs support 

spectral analysis .

Click RF Environment for spectral analysis to help in 

channel selection and planning .

2G/5G Select the frequency band you want to analyze .

Scan Click Scan to scan the RF environment and then 

click Confirm to continue .

Note: The RF scan may take more than five minutes . 

All clients using this AP will be disconnected, and 

the AP will be offline for the duration of the scan .
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Each bar graph represents a channel option and its 

color-coded level of interference (the legend is displayed 

at the bottom) . An exclamation mark icon  denotes the 

channels with the most channel utilization .

## MHz channels The 2 .4 GHz results are displayed in 

channel widths of 20 and 40 MHz . The 5 GHz results are 

displayed in channel widths of 20, 40, 80, and 160 MHz .

## Displays the corresponding channel number for each 

channel width option . For example, channels 42 and 58 

are two of the 80 MHz channels .

(outlined) The current channel is outlined .

(frequencies) The frequency range is depicted at the 

bottom of the RF Environment section .

Place your cursor over a channel option to view the 

following:

Overview

• Radio Displays the radio being used .

• Channel Width Displays the width of the channel .

• Used Channels These are the channels in use .

• Frequency Range Displays the range of frequencies .

RF Scan Details

• Utilization Displays the percentage of the frequency 

range already in use .

• Interference Displays the level of interference .

• Interference Types Displays the type of interference 

being detected .

Last scan Displays the duration of time since the last 

scan .
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airTime

Note: Only generation 3 UniFi APs with a dedicated 

security radio support airTime™ .

Click airTime to use the airTime tool, which visualizes 

and analyzes how the APs use channels in real time . The 

breakdown is by frame type, clients, neighboring APs, 

protocols, and interference . 

Spectrum view and Wi-Fi packet analysis can be done 

simultaneously, without affecting stations, for a total view 

of the RF environment and channel utilization .

(expand) Click  to display a second airTime screen .

(bar graph) Click the appropriate display option, Time or 

Packets .

• Time Click Time to track channel utilization over time in 

the bar graph .

• Packets Click Packets to track by the number of 

packets in the bar graph .

2G/5G Select the frequency band you want to analyze .

Start/Stop Click to begin or stop using the scan .
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Click any slice of the scan results for the following:

(SSID) Displays the wireless network name .

(MAC address) Displays the BSSID or MAC address of the 

AP .

Utilization Displays the percentage of the channel that is 

being utilized .

Packets Displays the number of packets in transit .

Clear All Clear all scan results .

Show details Click to display the following information:

• BSSID Displays the BSSID or MAC address of the AP .

• Time Displays the duration of the utilization .

• Packets Displays the number of packets in transit .

You can apply the following filters:

APs Displays scan information for APs . (This filter is always 

applied .)

Stations Displays scan information for the stations .

Data Displays scan information for the data being 

transmitted and received .
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airView

Note: Only generation 3 UniFi APs with a dedicated 

security radio support airView® .

Click airView for real-time visibility into your RF spectrum . 

Because it uses the dedicated security radio, it analyzes 

all of your available RF channels without affecting 

performance or disrupting client activity . 

Spectrum view and Wi-Fi packet analysis can be done 

simultaneously, without affecting stations, for a total view 

of the RF environment and channel utilization .

(expand) Click  to display a second airView screen . 

2G/5G Select the frequency band you want to analyze . 

You can click both tabs to display the scan results side 

by side.

(view) Select the appropriate display option, Cumulative 

or Waterfall .

• Cumulative Select Cumulative to track the aggregate 

energy collected since the start of the airView session . 

The power of the energy (in dBm) is shown across the 

frequency span . Cooler colors (such as blue and darker 

colors) represent energy of a specific strength and 

frequency appearing at a relatively low occurrence rate, 

whereas increasingly warmer colors (from green to 

yellow to orange to red) represent energy of a specific 

strength and frequency appearing at a higher rate of 

occurrence .

Note: Energy is the power ratio in decibels (dB) of 

the measured power referenced to one milliwatt 

(mW) .

The spectral view over time essentially displays 

the steady-state RF energy signature of a given 

environment . 

The legend at the bottom provides a numerical guide 

associating the various colors to probability levels, from 

0% (least likely to occur) to 100% (most likely to occur) .
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• Waterfall Select Waterfall to track the aggregate 

energy collected since the start of the airView session 

for each frequency . The power of the energy (in dBm) is 

displayed across the frequency span, and a new row is 

inserted every few seconds . 

The energy color designates the amplitude (or strength) 

of the signal . Cooler colors represent lower energy 

levels (with blue representing the lowest levels) 

in that frequency bin, and warmer colors (yellow, 

orange, or red) represent higher energy levels in that 

frequency bin.

The legend at the bottom provides a numerical guide 

associating the various colors to power levels (in dBm) . 

 - Probability Select the appropriate level of 

probability from the drop-down list (the lower the 

number, the less likely to occur) . The default is 10% .

Start/Stop Click to begin or stop using the scan .

Clear All Clear all scan results .
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Chapter 13: Client Details

A client hyperlink opens the client’s Details window either 

in the Properties panel or as a separate popup window . 

You can always dock this window in the Properties panel or 

detach it as a separate window . 

The top of the window displays the device icon and name 

(or MAC address) .

Properties
The Properties panel appears on the right side of the 

screen . Information about each selected device appears 

as a popup within this panel . The information varies 

depending on whether the client is wired or wireless:

• Wireless Client – Details

• “Wired Client – Details” on page 149

Remove All Click  to close the Properties panel .

Collapse All Click  to collapse all of the popups to rows.

The top of the popup remains and displays the following:

• Display Click + to display the device information .

• (icon) Displays the icon of a wireless or wired device .

• Name/MAC Address Displays the hostname, alias, or 

MAC address of the device .

• Block Click  to block this client from accessing the 

network .

• Reconnect Click  to reconnect a wireless client . You 

can click  to kick out a client, which usually reconnects 

back quickly; this is useful for troubleshooting or 

resolving a problematic wireless connection .

• Unauthorize/Authorize (Available for Guests only .) 

Click  to remove authorization of guest access and 

disconnect the guest, or click  for guests pending 

authorization .

• Undock from Properties Panel Click  to display the 

same information in a separate popup screen that can 

be moved anywhere within the browser screen .

• Close Properties Click  to close the device popup .

Hide Property Panel Click  to hide the Properties panel 

but allow the device popups to remain accessible from 

this panel . Click the properties  icon to re-open it .

There are three clickable tabs:

• Details

• History

• Configuration

Wireless Client – Details
Click Overview to display the device specifics, connection 

details, uptime, statistics, and Deep Packet Inspection (DPI) 

information .

Overview

MAC Address Displays the MAC address or unique 

hardware identifier of the client .

Hostname Displays the customizable name or identifier 

of the client .

Device Type Displays the type of device . 

IP Address Displays the IP address of the client .

Last Activity Displays the time of the most recent activity .

Uptime Displays the duration of time the client has been 

connected .

Connected AP Displays the hostname, alias, or MAC 

address of the UniFi AP . You can click the name to get 

additional details; see “UniFi Access Point Details” on 

page 131 for more information .

ESSID Displays the name of the wireless network .
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Statistics

Channel Displays the channel being used .

Signal Displays the percentage of signal strength 

between the AP and client .

TX Rate Displays the transmit rate .

RX Rate Displays the receive rate .

Power Save Displays the status of the power save mode .

Internet

Activity Displays the level of activity in bytes per second .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the amount of data uploaded as 

packets and bytes .

Deep Packet Inspection

The Deep Packet Inspection information is available if the 

DPI feature is enabled (refer to “Settings > Site” on page 

21 for more information) . 

(application) Displays the name of the application .

Bytes Displays the amount of data uploaded and 

downloaded as bytes .

Packets Displays the amount of data uploaded and 

downloaded as packets .

Down A visual pie chart represents the download 

distribution amongst the applications . 

Up A visual pie chart represents the upload distribution 

amongst the applications . 

Wireless Client – History

Date/Time Displays the date and time of the connection .

Duration Displays the duration of the connection .

Down Displays the total amount of data downloaded by 

the client .

Up Displays the total amount of data uploaded by 

the client.

Wireless Client – Configuration

General

Alias Allows you to change the hostname of the client . 

Note Allows you to enter comments about the client . 

Once saved, the client will be designated as a “Noted” 

client on the Insights > Known Clients tab .

User Group Allows you to assign the client to a User 

Group . User Groups are set up under the Settings tab > 

User Groups option (see “Settings > User Groups” on 

page 54 for more information) . The default User Group 

is Automatic .

Save Click to apply changes .

Cancel Click to discard changes .
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Network

Use fixed IP address Select this option to assign a static 

IP address to the client, and configure the settings below . 

If you want the local DHCP server to assign an IP address 

to the client, remove the checkmark .

• Network Select the appropriate network from the 

drop-down list .

• IP Address Enter the local IP address .

Save Click to apply changes .

Cancel Click to discard changes .

Wired Client – Details

MAC Address Displays the MAC address or unique 

hardware identifier of the client .

Hostname Displays the customizable name or identifier 

of the client .

Device Type Displays the type of device . 

IP Address Displays the local IP address of the client .

Uptime Displays the duration of time the client has been 

connected .

Network Displays the network used by the client .

Port Displays the name and port of the UniFi device 

being used by the client . You can click the name to get 

additional details on the UniFi device .

Wired Client – Statistics

Overview

Internet

Activity Displays the level of activity in bytes per second .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the amount of data uploaded as 

packets and bytes .

LAN

Activity Displays the level of activity in bytes per second .

Down Pkts/Bytes Displays the amount of data 

downloaded as packets and bytes .

Up Pkts/Bytes Displays the amount of data uploaded as 

packets and bytes .

Deep Packet Inspection

The Deep Packet Inspection information is available if the 

DPI feature is enabled (refer to “Settings > Site” on page 

21 for more information) . 

Application Displays the name of the application .

Bytes Displays the amount of data uploaded and 

downloaded as bytes .

Packets Displays the amount of data uploaded and 

downloaded as packets .

Down A visual pie chart represents the download 

distribution amongst the applications . 

Up A visual pie chart represents the upload distribution 

amongst the applications . 
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